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Enforcing Data Protection by Design & by Default

Setting of ULD

• Data Protection Authority (DPA) for both 
the public and private sector

• Also responsible for freedom of 
information

Source: en.wikipedia.org/
wiki/Schleswig-Holstein

Source: www.maps-for-free.com

Berlin
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Enforcing Data Protection by Design & by Default

Source: Gerd Altmann via Pixabay
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Enforcing Data Protection by Design & by Default

Imbalance
in power


data protection
necessary

Important:
Perspective of 
the individual

Source: beludise via Pixabay

More than 
security of

personal data
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General Data Protection Regulation
• Idea:     One for All

and
All for One

• Objectives:
real harmonisation,
“level playing field”,
legal certainty,
European enforcement

• Procedural rights:
 Data subject – DPA
 Data subject – controller
 Representative actions 

Enforcing Data Protection by Design & by Default

https://upload.wikimedia.org/wikipedia/commons/
8/85/Unus_pro_omnibus%2C_omnes_pro_uno.jpg

[Art. 77, 78]

[Art. 79, 82]

[Art. 80 
GDPR]

Abstract 
wording

Significant 
sanctions
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GDPR as “Game Changer” (?)

Enforcing Data Protection by Design & by Default

• Market location principle (Art. 3 GDPR)

• Responsibility (Art. 24 GDPR)

• Data protection by design (Art. 25(1) GDPR)

• Data protection by default (Art. 25(2) GDPR)

• Security (Art. 32 GDPR)

• Data protection impact assessment
(Art. 35 GDPR – “Rights and freedoms of natural persons”)

• Certification (Art. 42+43 GDPR)

• Fines & sanctions by Data 
Protection Commissioners (Art. 83+84 GDPR)

• Courts

Powerful toolbox
if applied 

appropriately

Regulation (EU) 2016/679

Source: Astryd_MAD via Pixabay
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Eurobarometer: “heard about the GDPR”
(2021 compared with 2019)

Enforcing Data Protection by Design & by Default

https://webgate.ec.europa.eu/ebsm/api/public/deliverable/download?doc=true&deliverableId=76246, S. 29
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Eurobarometer 2019: 
online full control?

Enforcing Data Protection by Design & by Default

https://webgate.ec.europa.eu/ebsm/api/public/deliverable/download?doc=true&deliverableId=69701, S. 35
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Nightmare GDPR?
Fear of data protection
supervision:
High fines possible

Helplessness because of not 
having full control over data
processing

Enforcing Data Protection by Design & by DefaultSource: Alexas_Fotos
via Pixabay 9
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Tasks – Art. 57 GDPR

Enforcing Data Protection by Design & by Default

… monitor and enforce the application of this Regulation …
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Powers – Art. 58 GDPR

Enforcing Data Protection by Design & by Default

1) Investigative powers

2) Corrective powers

3) Authorisation and advisory powers
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DPA: Workflow of a complaint
Complaint

Receipt

Examination
of the

complaint

Investigation 
of the case

Assessment

Completion

Enforcing Data Protection by Design & by Default

Fair hearing!

Legal remedy: Proceedings before court
Not only

fines

Jurisdictions
(national/EU)

Source: Gerd Altmann via Pixabay
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Art. 58 (2) GDPR: Corrective powers

• Issue warnings (ex ante)
• Issue reprimands (ex post)
• Order the controller/processor to comply 

with the data subject’s requests
• Order the controller/processor to bring processing 

operations into compliance with the GDPR
• Impose a temporary or definitive limitation 

including a ban on processing
• Order the rectification or erasure of personal data
• Impose an administrative fine
• Order the suspension of data flows to a recipient

Enforcing Data Protection by Design & by Default

Common:
Legal remedy

against
the decision

Source: Sriom via Pixabay
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Investigations by DPAs
• Relevance of regular investigations:

 Complaints only address the
visible part

 How to deal with structural
effects?

• Problem of non-auditability: 
termination of investigation?

• Investigations always after the fact
(unless prior consultation)

• Moving targets: changing systems

• Sisyphean task: effort

Enforcing Data Protection by Design & by Default
Source: Josep Monter Martinez
via Pixabay 15
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Resources? Effort? Target of evaluation?

Enforcing Data Protection by Design & by DefaultSource: Wilfried Pohnke
via Pixabay 16
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DPAs’ assessments can be powerful
and influence the market

DPA: “The processing is: …”

Enforcing Data Protection by Design & by Default
Source: Clker-Free-Vector-Images
via Pixabay

… compliant:
On the basis of
a) an own investigation [scope]
b) a certification [Art. 42 GDPR]
c) a (final) court decision

… not compliant:
On the basis of
a) an own investigation

[with potential input of security
/ privacy researchers]

b) a (final) court decision
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Video conferencing: 
 joint criteria as checklist

Enforcing Data Protection by Design & by Default

https://www.datenschutz-berlin.de/fileadmin/user_upload/pdf/orientierungshilfen/2021-
BlnBDI-Hinweise_Berliner_Verantwortliche_zu_Anbietern_Videokonferenz-Dienste.pdf

https://www.datenschutzkonferenz-
online.de/media/oh/20201111_checkl
iste_oh_videokonferenzsysteme.pdf
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Example: camera-equipped cars in 
Germany 2008 / 2020

• asdf

Enforcing Data Protection by Design & by Default

https://www.spiegel.de/international
/germany/privacy-concerns-german-

towns-saying-nein-to-google-street-
view-a-581177.html https://bigbrotherawards.de/en/2020

/mobility-teslan

Are there complaints?

Is it a structural problem?
Do we need a structural solution?
Who to address?

What about other member states?

19



www.datenschutzzentrum.de

GDPR: highest fines

Enforcing Data Protection by Design & by Default

https://www.enforcementtracker.com/?insights
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Data Protection by Design & by Default
• Art. 25 GDPR

• Targeted at controllers

• Producers of IT systems
“should be encouraged” 
(Rec. 78)

• Objective: to design systems + services
from early on, for the full lifecycle …
a) … in a data-minimising way
b) … with the most data protection-friendly pre-settings

Enforcing Data Protection by Design & by Default

Art. 25 Data Protection by Design and by Default
1. Taking into account the state of the art, the 

cost of implementation and the nature, scope, 
context and purposes of processing as well as 
the risks of varying likelihood and severity for 
rights and freedoms of natural persons posed 
by the processing, the controller shall, both at 
the time of the determination of the means for 
processing and at the time of the processing 
itself, implement appropriate technical and 
organisational measures, […] which are 
designed to implement data-protection 
principles […], in an effective manner […]
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Data Protection by Design & by Default
• Art. 25 GDPR

• Targeted at controllers

• Producers of IT systems
“should be encouraged” 
(Rec. 78)

• Objective: to design systems + services
from early on, for the full lifecycle …
a) … in a data-minimising way
b) … with the most data protection-friendly pre-settings

Enforcing Data Protection by Design & by Default

Art. 25 Data Protection by Design and by Default
2. The controller shall implement appropriate 

technical and organisational measures for 
ensuring that, by default, only personal data 
which are necessary for each specific purpose
of the processing are processed. 
That obligation applies to the amount of 
personal data collected, the extent of their 
processing, the period of their storage and 
their accessibility. […]
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Data Protection Principles – Art. 5 GDPR
Art. 5 GDPR – Principles relating to 

processing of personal data
(1)

a) Lawfulness, 
fairness and 
transparency

b) Purpose limitation
c) Data minimisation
d) Accuracy
e) Storage limitation
f) Integrity and confidentiality ( security)

(2) Accountability

Enforcing Data Protection by Design & by Default

Technical and 
organisational 

measures

De
sig

n 
re

qu
ire

m
en

ts

Model 1
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Standard Data Protection Model

Enforcing Data Protection by Design & by Default

Integrity

Confidentiality Unlinkability

Intervenability

Transparency Availability

classical IT security
protection goals*)

*) From the 
data subject’s 
perspective

+ Data minimisation

Model 2
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How to?
Scrutinise the processing,

check “starting point” defaults

Enforcing Data Protection by Design & by Default

Source: ivanacoi via Pixabay

Source: geralt via Pixabay

Sourde: geralt via Pixabay

Main goals: 
• Fairness
• Mitigating the risk for the rights 

and freedoms of natural persons

Data minimisation + 
Unlinkability

Transparency

Intervenability

Goal: comprehensibility 
& auditability 

E.g. help desk, deactivation, 
rectification, objection, legal 

redress, no automated 
decisions/reversal of 
decisions, liability …

Limit data collection,
separation of 

domains, purpose 
binding, encryption, 

anonymisation, 
pseudonymisation
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How important is the state of the art?
• Only one of the criteria,

but usually sought: 
standard market solutions

• The “D” in R & D

• Not to underestimate: open source code

• Considering PETs: 
see “Readiness Analysis for the Adoption 
and Evolution of Privacy Enhancing 
Technologies”, ENISA 2015
 https://www.enisa.europa.eu/publications

/pets (2015)
 https://www.enisa.europa.eu/publications

/enisa2019s-pets-maturity-assessment-
repository (2019)

Enforcing Data Protection by Design & by Default 27
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Enforcing Data Protection by Design & by Default

Examples: MD5, Windows XP, …

28



www.datenschutzzentrum.de

PET Maturity: Readiness Scale

Idea

Research

Proof-of-
Concept

Pilot Product

Outdated

Enforcing Data Protection by Design & by Default 29
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PET Maturity: Quality Scale

Enforcing Data Protection by Design & by Default 30
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PET Maturity: Quality Scale

‐‐ ‐ 0 + ++

Enforcing Data Protection by Design & by Default 31
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PET Maturity: Quality Scale

‐‐ ‐ 0 + ++Protection:
Trust Assumptions:

Side Effects:
Reliability:

Performance Efficiency:
Operability:

Maintainability:
Transferability:

Scope:

Total Quality:

‐‐ ‐ 0 + ++
‐‐ ‐ 0 + ++
‐‐ ‐ 0 + ++
‐‐ ‐ 0 + ++
‐‐ ‐ 0 + ++
‐‐ ‐ 0 + ++
‐‐ ‐ 0 + ++
‐‐ ‐ 0 + ++
‐‐ ‐ 0 + ++

Enforcing Data Protection by Design & by Default 32



www.datenschutzzentrum.de

PET Maturity Scale: 
What does Art. 25 GDPR ask for?

Enforcing Data Protection by Design & by Default

Idea‐‐

Research‐‐

PoC‐‐

Pilot‐‐

Product‐‐

Outdated‐‐

Idea‐

Research‐

PoC‐

Pilot‐

Product‐

Outdated‐

Idea0

Research0

PoC0

Pilot0

Product0

Outdated0

Idea+

Research+

PoC+

Pilot+

Product+

Outdated+

Idea++

Research++

PoC++

Pilot++

Product++

Outdated++

Scope: the entire processing system (not one PET component only)

‐‐ ‐ 0 + ++
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How does “excellence” count?

Enforcing Data Protection by Design & by Default
Source: mohamed Hassan
via Pixabay

Usually 
compliance 
only means 
“good enough”
considering 
the risk

Possible to 
advance the 
state of the art 
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ICT design with data protection?

• “Data protection” as the starting point? (Art. 25 (2) GDPR)
– Rarely done

• “Addictive Design”

• “Dark Patterns” 
Enforcing Data Protection by Design & by Default

Source: rawpixel via Pixabay

Source: Gerd Altmann via Pixabay
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Unfair „Dark Patterns“
– Report of Forbrukerrådet

Example: Facebook‘s face biometrics configuration

Enforcing Data Protection by Design & by Default

Forbrukerrådet: "Deceived by Design", 2018 (p. 23)
https://www.forbrukerradet.no/undersokelse/no-undersokelsekategori/deceived-by-design/
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Problems in Enforcement: Big Players

Enforcing Data Protection by Design & by Defaulthttps://www.iccl.ie/digital-data
/2021-gdpr-report/ 38
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Problems in Enforcement: Big Players

Enforcing Data Protection by Design & by Default

https://www.iccl.ie/wp-content/uploads/2021/09/Europes-enforcement-paralysis-2021-ICCL-report-on-GDPR-enforcement.pdf, 
S. 10
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Big Tech = Infrastructures
– which competent authority?

Enforcing Data Protection by Design & by DefaultSource: Gerd Altmann 
via Pixabay 40
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Big Tech: Data hungry business models –
“Re-interpretation of the GDPR?”

Example: ECJ case on Facebook Fanpages
• More than 10 years, 6 instances
• Decision in 2022 on case from 2011: still valid? How to translate?

Enforcing Data Protection by Design & by DefaultSource: Gerd Altmann
via Pixabay

Court cases also 
for consumer 

protection 
organisations
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Abstract wording in the GDPR needs 
clarification – building stable pathes

Enforcing Data Protection by Design & by DefaultSource: Ainārs
via Pixabay 42
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Compensation under Art. 82 GDPR

Enforcing Data Protection by Design & by Default

https://www.cmshs-bloggt.de/tmc/datenschutzrecht/dsgvo-schadensersatz-uebersicht-ueber-aktuelle-urteile-und-
entwicklungen-laufend-aktualisiert/
https://oj.is/2381711

Data breach, 
33.200 
persons

concerned.

33.200 * 
2.500 € = 

83.000.000 €
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Structural complaints
with Legal Tech initiatives

Enforcing Data Protection by Design & by Default
https://noyb.eu/en/project
/cookie-banners 45
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Structural complaints
with Legal Tech initiatives

Enforcing Data Protection by Design & by Default

https://noyb.eu/en/project/national-administrative-procedure
https://noyb.eu/en/project
/cookie-banners 46
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Enforcing Data Protection by Design & by DefaultSource: Arek Socha 
via Pixabay 47

Translating the GDPR into practice with
data protection by design
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My wish list

Enforcing Data Protection by Design & by DefaultSource: kalhh
via Pixabay

Researchers and DPAs:

Publish! Communicate!
Advance the state of the art!

48

• Data protection by design and by 
default to be demanded by controllers

• Effects on manufacturers
• International enforcement
• Fast track court decisions

• Easy solutions for 99 % of the cases

• Invest in …
 Education
 Mature alternatives
 Supportive tools & environments

for development
 Standardisation
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Conclusion

Enforcing Data Protection by Design & by Default

• The GDPR exists. And won’t go away.

• DPA investigations currently driven by 
individual complaints – often less 
structural relevance

• DPA decisions are legally challenged 
especially by big players  slowing 
down compliance and demotivating 
role models

• Data protection by design needs 
further support

• Translation of the GDPR needs 
knowledge about risks and solutions

Source: congerdesign via Pixabay
50



www.datenschutzzentrum.de

Our joint task: Bridging the gap between 
technology and (data protection) law

Enforcing Data Protection by Design & by Default

Source: Free-Photos via Pixabay
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Enforcing Data Protection by Design & by DefaultSource: Gerd Altmann 
via Pixabay

Looking forward
to our Q & A
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Further information
• Datatilsynet (Norwegian Data Protection Authority):

Software development with Data Protection by Design and by Default, 28.11.2017,
https://www.datatilsynet.no/en/about-privacy/virksomhetenes-plikter/innebygd-
personvern/data-protection-by-design-and-by-default/

• Jaap-Henk Hoepman: Privacy Design Strategies (The Little Blue Book), 2018-2019,
https://www.cs.ru.nl/~jhh/publications/pds-booklet.pdf

• European Data Protection Board: Guidelines 4/2019 on Article 25 Data Protection by 
Design and by Default, Version 2.0, 20.10.2020,
https://edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-42019-
article-25-data-protection-design-and_en

• Standard Data Protection Model: A method for Data Protection advising and controlling 
on the basis of uniform protection goals, 2020 (last revision: V 2.0b),
https://www.datenschutzzentrum.de/uploads/sdm/SDM-Methodology_V2.0b.pdf

• European Union Agency for Cybersecurity (ENISA) on Data Protection: 
https://www.enisa.europa.eu/topics/data-protection

Enforcing Data Protection by Design & by Default 53




