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Definition: What is tracking?

• Tracking: the act or process of following something or someone 

• Internet tracking:
 collecting, storing and possibly sharing information about visitors’ 

activities on the Internet
 from the analysis of the visitors’ behavior it may be derived:

 Location
 Preferences
 Information such as voucher usage, shopping cart drop outs
 Personal interests

 often the basis for (targeted) advertisements

• Tracing ≠ tracking:
e.g. Corona contact tracing is not “following users” (no location)
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Other kinds of tracking
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Cross-device tracking
e.g. via ultrasound

MAC addresses of mobile phones 
for controlling the visitor flow

WiFi Access Point tracking

Source: Alexandra Koch via Pixabay

Not always used to 
identify persons

Source: Anthony Cheung via Pixabay
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Does European Data Protection Law Apply?
Article 3 (2) GDPR + ePrivacy Law
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Cookies – a basic technology.
And the law?
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Consent for cookies 
that are not strictly 

necessary
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Looking into the real world:
Pain of cookie consent 1/3
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https://www.theverge.com/2020/5/7/21250300/eu-cookie-consent-policy-
updated-guidelines-cookie-wall
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Looking into the real world:
Pain of cookie consent 2/3
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1. Analytics and 
Performance Cookies

2. Essential Cookies

3. Functionality Cookies

4. Social Media Cookies

5. Targeted and 
Advertising Cookies

Which cookies are 
strictly necessary?
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Looking into the real world:
Pain of cookie consent 3/3
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“Hey, user, we need 
your consent!

‘Being informed’ is 
overstated.”
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Tracking often a basis for targeting
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https://edpb.europa.eu/sites/edpb/files/consultation/edpb_guidelines_
202008_onthetargetingofsocialmediausers_en.pdf

Source: Gerd Altmann via Pixabay

… on the basis of
• observed data
• inferred data
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To be tracked 
or not to be 
tracked …

Source: Szilárd Szabó via Pixabay


