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The Art of Intervenability for Privacy Engineering

Setting of ULD

• Data Protection Authority (DPA) for both 
the public and private sector

• Also responsible for freedom of 
information

Source: www.maps-for-free.com

Source: en.wikipedia.org/
wiki/Schleswig-Holstein
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Motivation
for this talk

The Art of Intervenability for Privacy Engineering

From the workshop 
description:

• “… Data Protection, 
Privacy, and 
Transparency …”

• “… Accountability …”

• Going hand in hand:

Intervenability
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Overview of this talk

• Defining intervenability
… as one protection goal for privacy engineering

• The roots of intervenability

• Related concepts

• How to implement intervenability

• Conclusion

The Art of Intervenability for Privacy Engineering
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DEFINING 
INTERVENABILITY

The Art of Intervenability for Privacy Engineering
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Defining intervenability (I)

• Intervenability: the possibility to intervene

Who?

Where?

When?

How?

• One of the six protection goals for privacy engineering

The Art of Intervenability for Privacy Engineering
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Six protection goals for privacy engineering

The Art of Intervenability for Privacy Engineering

Integrity

Confidentiality Unlinkability

Intervenability

Transparency Availability

classical IT security
protection goals
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Protection goal “unlinkability”

The protection goal of

Unlinkability

is defined as the property that
privacy-relevant data cannot be linked
across domains that are constituted by

a common purpose and context.

The Art of Intervenability for Privacy Engineering

Reference: Hansen/Jensen/Rost: Protection Goals for Privacy Engineering, Proc. 1st International Workshop on 
Privacy Engineering, IEEE, 2015



www.datenschutzzentrum.de

Protection goal “transparency”

The protection goal of

Transparency

is defined as the property that
all privacy-relevant data processing
− including the legal, technical,

and organisational setting −
can be understood and reconstructed at any time.

The Art of Intervenability for Privacy Engineering

Reference: Hansen/Jensen/Rost: Protection Goals for Privacy Engineering, Proc. 1st International Workshop on 
Privacy Engineering, IEEE, 2015
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Protection goal “intervenability”

The protection goal of

Intervenability

is defined as the property that
intervention is possible concerning all
ongoing or planned privacy-relevant

data processing.

The Art of Intervenability for Privacy Engineering

Reference: Hansen/Jensen/Rost: Protection Goals for Privacy Engineering, Proc. 1st International Workshop on 
Privacy Engineering, IEEE, 2015
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Defining intervenability (II)

• Intervenability: the possibility to intervene

Who?

Where?

When?

How?

The Art of Intervenability for Privacy Engineering

• Data subject
• Data controller
• Supervisory authority

Always?
How quickly?

“concerning all 
ongoing or planned 

privacy-relevant data 
processing”

?

www.datenschutzzentrum.de

THE ROOTS OF 
INTERVENABILITY

The Art of Intervenability for Privacy Engineering
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Intervenability as a requirement of 
democratic societies

• Precondition for a free & democratic communication order: 
the self-determined development of the individual

• “Rechtsstaat” (related to Rule of Law):
“In a Rechtsstaat the citizens share legally based civil 
liberties and can use the courts. A country cannot be a 
liberal democracy without being a Rechtsstaat.”

https://en.wikipedia.org/wiki/Rechtsstaat

• The democratic constitutional state relies on the 
participation of all citizens;
its legitimacy is based on respecting each person’s 
individual liberty. 

The Art of Intervenability for Privacy Engineering
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Right to informational self-determination

• Principle derived from the German Constitution
by the German Federal Constitutional Court, 1983

• Capacity of the individual to determine in principle the 
disclosure and use of his/her personal data

• The data subject is to maintain control of his/her own data

The Art of Intervenability for Privacy Engineering



www.datenschutzzentrum.de

Rights of EU citizens

• Voting:
Right of EU citizens to participate in municipal elections
Right of EU citizens to participate in European elections

• The right to petition the European Parliament

• The right to complain to the European Ombudsman

• Linguistic rights: the right to apply to the EU institutions in 
one of the official languages and to receive a reply in that 
same language

The Art of Intervenability for Privacy Engineering
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European Data Protection Principles
For personal data:
• Lawfulness, e.g.

statutory provision or 
consent

• Purpose limitation
• Necessity
• Transparency
• Data subject rights
• Data security
• Accountability

The Art of Intervenability for Privacy Engineering

Intervenability for data subjects + data controllers
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Intervenability: data subject rights

Right of access (Art. 12 EU DPD*):
The right to obtain 
from the controller:

• Personal data undergoing 
processing

As appropriate:
• Rectification
• Erasure
• Blocking

The Art of Intervenability for Privacy Engineering

*) EU Data Protection 
Directive 95/46/EC
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Intervenability: right to object

The Art of Intervenability for Privacy Engineering

The data subject’s right to object 
(Art. 14 EU DPD):

• If the data controller bases the 
processing on “legitimate 
interests” (e.g. Art. 7 (f))

• Among others: direct marketing
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Intervenability: 
automated individual decisions

The Art of Intervenability for Privacy Engineering

Automated individual decisions 
(Art. 15 EU DPD):

Not allowed; exception possible 
if there are
“suitable measures to safeguard
his legitimate interests, such as 
arrangements allowing him 
to put his point of view”
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Intervenability: 
giving and withdrawing consent

• “'the data subject's consent' shall mean any freely given 
specific and informed indication of his wishes by which the 
data subject signifies his agreement to personal data 
relating to him being processed” (Art. 2 (h) EU DPD)

• Clarification by Art. 29 WP:
“The notion of control is also linked to the fact 
that the data subject should be able to withdraw 
his consent. Withdrawal is not retroactive, but it 
should, as a principle, prevent any further 
processing of the individual’s data by the controller.”

The Art of Intervenability for Privacy Engineering

Reference: Art. 29 WP: Opinion 15/2011 on the
definition of consent, WP 187
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Intervenability: lodge claims

Art. 28 EU DPD:

any person can lodge 
claims to the supervisory
authority

The Art of Intervenability for Privacy Engineering
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Intervenability:
supervisory authority rights

The Art of Intervenability for Privacy Engineering
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Data controllers’ obligations

Security of processing 
(Art. 17 EU DPD):

• “Appropriate technical and 
organizational measures”

• “choose a processor providing 
sufficient guarantees”

• “the processor shall act only on 
instructions from the controller”

The Art of Intervenability for Privacy Engineering
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Data controllers’ obligations: 
cloud computing

• The cloud client must verify that the cloud provider does 
not impose technical and organisational obstacles to data 
subjects’ rights

⇒Contract between client and provider (including any 
subcontractor)

• The cloud client should check whether 
and  how the provider guarantees the 
portability of data and services 
prior to ordering a cloud service.

The Art of Intervenability for Privacy Engineering

Reference: Art. 29 WP: Opinion 05/2012 
on Cloud Computing, WP 196
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Intervenability in the General Data 
Protection Regulation

• Far more elaborated
• E.g. “withdrawal of consent”, 

“effectiveness” for exercising one’s rights

• Idea of data portability (for data subjects): probably gone

The Art of Intervenability for Privacy Engineering

www.datenschutzzentrum.de

RELATED CONCEPTS

The Art of Intervenability for Privacy Engineering
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Related concept: (Notice &) Choice

• Based on Fair Information Practice Principles (FIPPs)
• Sind the mid-1990s encouraged by the Federal Trade 

Commission (FTC)

• “Simplified Choice for Businesses and Consumers -
companies should give consumers the option 
to decide what information is shared about 
them, and with whom. This should include a 
Do-Not-Track mechanism that would provide 
a simple, easy way for consumers to control 
the tracking of their online activities.”

FTC Report “Protecting Consumers Privacy in an Era of Rapid Change”, 2012

The Art of Intervenability for Privacy Engineering
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Related concept: (Notice &) Choice

• Hasn’t worked well in reality:

Lack of transparency

Choices are usually very limited
(and at the same time maybe too complex)

A “take it or leave it” choice is usually no appropriate 
intervention

• Not sufficient

The Art of Intervenability for Privacy Engineering
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Side remark: 
intervenability ↔ transparency

• At best, intervenability bases on sufficient transparency

• But: lack of transparency may be a reason to intervene

• At least transparency about possibilities to intervene 
required

Potentially outside the IT system
If not provided by the data controller:
legal options
Proof of point at issue required

The Art of Intervenability for Privacy Engineering
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Intervenability and Multilateral Security

Concept for taking into account the interests of all 
stakeholders:
• All parties involved specify and express their individual 

interests and security goals
• Potential conflicts are recognised and negotiated
• Results are enforced

• Objectives: 
Minimising necessary trust (instead: trustworthiness)
Empowering users  (who are usually in a weak position)

The Art of Intervenability for Privacy Engineering
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Intervenability and Privacy by Design

The Art of Intervenability for Privacy Engineering

http://privacybydesign.ca/
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Intervenability and Privacy Engineering 
Research

• Intervenability is not prominent in privacy engineering 
literature

• Reasons for that:
Hard to formalise and to measure
Compared with data minimisation research 
far less proposed techniques and technologies
Can often not be solved within the IT system alone
Needs a running system with clear responsibilities 
(operator, users) – not on prototype level
Not one fixed solution, but process-oriented, taking into 
account the full lifecycle of system evolution

The Art of Intervenability for Privacy Engineering
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HOW TO IMPLEMENT 
INTERVENABILITY

The Art of Intervenability for Privacy Engineering
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Preparation for intervenability

• For individuals:
Control own disclosure of data if possible

• For data controllers:
Control own processing of data, 
in particular when being dependent on others
Take technical, organisational and legal measures
Plan for interventions:

Incident management, change management

E.g.: establish processes for data subject’s rights

The Art of Intervenability for Privacy Engineering
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Intervenability technique: support for 
exercising data subject rights

On the basis of
the “Data Track” 
(user-side history 
function) users
can more easily
get
• Access
and request
• Rectification
• Erasure

The Art of Intervenability for Privacy Engineering

Reference: PrimeLife project 
(D4.2.2, D2.2, PrimeLife Book)
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Difficult problem: data collection

The Art of Intervenability for Privacy Engineering

Data flow model: enriching information

Possible consequences:
• Personalised ads
• Better/worse credit conditions
• Lower/higher prices
• Getting an insurance (or not)
• Be under suspicion (or not)
• …

At each step, different parties (with 
different responsibilities) can be involved.

How can individuals intervene?

Reference: Marit Hansen: Linkage Control – Integrating the Essence of Privacy Protection into IMS, Proc. 
eChallenges 2008, 1585-1592
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Intervenability technique: help desk

• Helpful: single point of contact
Even in complex settings with many 
stakeholders involved
Important: accessibility

• But avoid: single point of data collection

The Art of Intervenability for Privacy Engineering

• Authentication:
Authentication of individual needed? 
How?
Authentication of help desk: necessary

Source: tsaiproject

Source: Mark Hillary
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Intervenability technique:
stop processes

The Art of Intervenability for Privacy Engineering
Source: Jeffrey
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Scenario: Ambient Assisted Living

• Homes equipped with sensors and video cameras 
(even bed sensors)

• Monitoring service will react in case of an emergency, 
e.g. if a person tumbles and doesn’t get up again

• Implementation does not allow deactivation of sensors and 
cameras because of liability reasons

• Privacy of the inhabitant?
Privacy of guests or care takers?

• Intervenability would require possibility to temporarily 
deactivate sensors/cameras – but this would mean a shift 
of liability

The Art of Intervenability for Privacy Engineering
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Intervenability technique: 
choice of (de-)activation

The Art of Intervenability for Privacy Engineering

Source: Playing Futures: Applied Nomadology



www.datenschutzzentrum.de

Intervenability technique:
permanent deactivation

The Art of Intervenability for Privacy Engineering

Source: Antonio Campos Domínguez
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Intervenability technique: 
self-defence against face recognition

The Art of Intervenability for Privacy Engineering 42

Project “Privacy Visor”: 
http://research.nii.ac.jp/
~iechizen/official/
research-e.html#research2c

http://www.bbc.com/news/
technology-21143017
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Intervenability technique:
one-time activation with break glass

• Break-glass procedures 
known in healthcare:
facilitation of a privileged 
access in emergency cases

• Logging of privileged access

• This is the exception, 
not the rule!

• Related: manual override of 
automated decisions

The Art of Intervenability for Privacy Engineering
Source: Axel Schwenke
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Intervenability: employ the legal system …

• Lodge a claim
• Submit a dispute

for arbitration
• Go to court

• Helpful: proof 
concerning the 
point at issue

⇒engineering task
to provide all
parties involved
with evidence

The Art of Intervenability for Privacy Engineering

Source: www.stockmonkeys.com 

… or the fourth estate: 
press & media

• Publish in blogs 
or in open letters

• Involve journalists



www.datenschutzzentrum.de

Intervenability:
implementation techniques for controllers

• Process definitions: change management etc.
(including changing components, subcontractors, …)

• Configuration menu: activation / deactivation
• Support for exercising rights to access, rectification, 

erasure, object, …
• Help desks
• Stop button for processes
• Break-glass / alert procedures
• Manual override of automated decisions
• Internal and external control bodies that request changes 

(employee associations, supervisory authorities, …)

The Art of Intervenability for Privacy Engineering

The more planning and support,
the less need for the data subject’s self-defence
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Challenge: intervenability and usability

The Art of Intervenability for Privacy Engineering

Source: TeppoTK

Source: free photos
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Conclusion

• Intervenability: important protection goal for system design
Political systems
Legal systems
IT systems

• Different kinds of intervenability, depending on perspective: 
data subject, data controller, supervisory authority, …

• Intervenability techniques go beyond IT solutions;
however, IT design influences possibilities for intervention

The Art of Intervenability for Privacy Engineering

Marit Hansen
marit.hansen@datenschutzzentrum.de

Thank you for your attention!


