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- Fir eine menschenrechtiiche
Einhegung der Machrichtendienste
In Zeiten von Big Data

Marit Hansen
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Big Data fur Bond 2.0

Summer of Snowden — Datensammlung

Autumn of Snowden — Manipulation der Infrastruktur

Winter of Snowden — noch mehr Power
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Leitungen und Server
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Two Tvpes of Collection

Upstream

Collection of communications on fiber cables

and infrastructure as data flows past.

(FAIRVIEW, STORMBREW, BLARNEY, OAKSTAR)
| SRS

* Collection directly from the servers of these U.S.
Service Providers: Microsoft, Yahoo, Google
Facebook, PalTalk, AOL, Skype, YouTube
Apple.
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Unterwasserkabel

Submarine Cable Map
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Web-Nutzung

Why are we interested in HTTP?
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Because nearly everything a typical user does on
the Internet uses HTTP
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Smartphone-Nutzung

TS//SI//REL to USA, FVEY

s/rew IPhone Location Services

Uy Who knew in
1984...

TS//SI//REL to USA, FVEY -
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Smartphone-Nutzung
TS//SI//IREL to USA, FVEY

«/rew iPhone Location Services

(U) ...that this would
be big brother...
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Smartphone-Nutzung
TS//SI//REL to USA, FVEY

s/rey IPhone Location Services

(U)...and the
zombies would be
paying customers?

TS//SI//REL to USA, FVEY -
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Smartphone-Nutzung

Capability - Android

* Android

— In collaboration with CSEC started to port core
WARRIOR PRIDE to the Android Platform — complete
Q3 "10

— Android specific plugins {(same as iPhone)

+ Power Mansgamont — DREAMY SMURF
* Hot mic = NOSEY SMURF

* High precision GEQ - TRACKER SMURF
* Kernel stealth - PORUS

+ Sell protection — PARANOID SMURF

* Fila relreval — almast any content from phone, 8.g. SMS, MMS,
e-mails, web history, call records, videos, photos, sddress book,
roles, calendar, (if its on the phone, we think we can gedl it)

-
G{‘.CHQ
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Smartphone-Nutzung

guardian

News | Sport | Comment | Culture | Business | Money | Life & style

News ) World news ) NSA

NSA and GCHQ target 'leaky’ phone
apps like Angry Birds to scoop user data

= US and UK spy agencies piggyback on commercial data
» Details can include age, location and sexual orientation
= Documents also reveal targeted tools against individual phones

James Ball
The Guardian, Monday 27 January 2014 17 30 GMT

Bl Jump to comments (869)
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Unverschliisselte Server-Kommunikation
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Autumn of Snowden — Manipulation der
Infrastruktur

!
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Geschwiéchter Sicherheitsstandard

09/2014: NIST (National Institute of Standards and Technology)
warnt vor Dual_EC_DRBG (Pseudozufallszahlengenerator)

NIST works to publish the strongest cryptographic standards and uses a transparent, public
process to rigorously vet its standards and guidelines. If vulnerabilities are found, NIST works with the
cryptographic community to address them as quickly as possible.

In light of the concerns expressed regarding Dual_EC_DRBG, ITL is taking the following actions:

Recommending against the use of SP 800-90A Dual Elliptic Curve Deterministic Random Bit
Generation: NIST strongly recommends that, pending the resolution of the security concerns and the
re-issuance of SP 800-90A, the Dual_EC_DRBG, as specified in the January 2012 version of SP 800-90A,
no longer be used.

Re-issuing SP 800-90A as a draft for public comment: Effective immediately, NIST Special Publication
800-90A is being re-issued as a draft for public comment for a period ending November 6, 2013. Any

de

concerns or recommendations for improvement regarding the Reco dation for R
Generation Using Deterministic Random Bit Generators are solicited
(http://csrc.nist.gov/publications/PubsDrafts.html). NIST will review, analyze, and adjudicate all
comments received during this 60 day period.
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NSA-Abteilung TAO

(Tailored Access Operations)

e SIGINT Enabling Project:

= insert vulnerabilities into commercial encryption
systems, IT systems, networks, and endpoint
communications devices used by targets*

» influence policies, standards and specification for
commercial public key technologies*

e Bullrun (NSA) & Edgehill (GCHQ):
Projekte zur Kryptoanalyse

e OTN (Owning the Net) Project

Sammlung, Auswertung — und der Datenschutz?
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Forward-based Defense G32-
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TOP SECRET/COMINT//REL TO USA, AUS, CAN, GRR, HZL

TURBINE: Active Mission Management
w (TSISIIREL) TURBINE provides

__Accesses L # centralized automated commandicontrol
@ TURMOIL of a large network of active implants
@ rurelace
@  Implants (TAD)

TOP SECPET/CUMINT/REL TO USA, AUS. CAN, GBR, MIL
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2008: mehr als 50.000 ,,Implantate*
2014: ca. 100.000

TOP SECRET/COMINT//REL TO USA, AUS, CAN, GBR, NZL
Driver 1: Worldwide SIGINT/Defense Cryptologic
Platform
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e Intelligence Community Comprehensive National
Cybersecurity Initiative Data Center in Utah

e Aufgaben: Sammlung, Auswertung, Kryptoanalyse

e Entwicklung von Quantencomputern?

Sammlung, Auswertung — und der Datenschutz?

Sammlung, Auswertung — und der Datenschutz?
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Auswertung durch die NSA

e Sammlung
» 1,7 Mrd. Datensatze / Tag (Stand: 2010)
= Dishfire: 200 Mio SMS / Tag

» |n Deutschland: ca. 20 Mio Telefonverbindungen
+ 10 Mio Internetdatensatze / Tag

Erfolg???
e Auswertung
= Ca. 20 Mio Anfragen / Monat (600.000 / Tag)

» Bekannte von Bekannten (von Bekannten)
(»two degrees of separation®, ,,a 2" or 37 hop query*)

» Auch: LOVEINT, ,economic well-being*

Sammlung, Auswertung — und der Datenschutz?
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Datenschutz?

e Privacy and Civil Liberties Oversight Board (23.01.14):
Uberwachung von Telefonverbindungen durch die
NSA im eigenen Land unrechtmaRig

e Europdische Gerichtshof fir Menschenrechte (EGMR)
bearbeitet Klage gegen GCHQ — Stellungnahme der
britischen Regierung bis 02.05.14 angefordert

e EU LIBE Committee (Draft, 08.01.14): ,oversight of O
intelligence services’ activities should be based on both | ==
democratic legitimacy [...] and an adequate technical
capability and expertise” — dies fehle mehrheitlich

Sammlung, Auswertung — und der Datenschutz?
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zZugriffe NSA et al.

Datensammlung; Zugriff auf A
% A Basis von Patriot Act, FISA

-> Aufkiindigung Safe Harbor?

Nutzende /
Anwender

Internet

Fiktiv: einheitliches
Datenschutzniveau
in der EU,

aber: GCHQ etc.
Intra-EU-Cloud-

Anbieter

Bild basierend auf einem Vortrag von

— ?
Peter Schaar, 05.09.2013, Berlin Sammlung, Auswertung — und der Datenschutz?

US-Cloud-Anbieter

Insbesondere:
unsichere
Drittstaaten

Extra-EU-Cloud-
Anbieter

www.datenschutzzentrum.de

* Nichtverkettbarkeit? ®
e Transparenz? @
e |ntervenierbarkeit? @

Check: Datenschutz-Schutzziele

L

Verhaltnismafigkeit? ®
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Annex: Quellen

e Die Dokumente: http://cryptome.org/
e Berichterstattung:
= http://www.thequardian.com/world/nsa

= http://topics.nytimes.com/top/reference/timestopics/org
anizations/n/national security agency/

= http://www.spiegel.de/thema/nsa ueberwachung/

= http://www.spiegel.de/netzwelt/netzpolitik/interaktive-
grafik-hier-sitzen-die-spaeh-werkzeuge-der-nsa-a-
941030.html

= http://www.zeit.de/digital/datenschutz/2013-
10/hintergrund-nsa-skandal

Sammlung, Auswertung — und der Datenschutz?

Berlin, 28.01.2014

14



8. Européischer Datenschutztag

www.datenschutzzentrum.de

Annex: Beispiele fiir Selbstschutz-Tools

E-Mails verschlisseln

E’GnuPG

https://www.gnupg.org/ http://www.openpgp.ora/

Festplattenbereiche verschliisseln

TRUE

https://www.truecrypt.org/

Mobile Messaging verschliisseln

Threema.

https://threema.ch/

Neue Entwicklungen:

Attributbasierte Berechtigungsnachweise

Sammlung, Auswertung — und der Datenschutz?

nBaTRUST

https://abcatrust.eu,

Berlin, 28.01.2014

Datensparsam suchen
ixquick” start,.

https://ixquick.de/

https://www.startpage.com/

Anonym surfen JlﬂﬁlNYM
& Browser s /%Wﬁ%m htmi
datensparsam
konfigurieren é t&
N BN

(auch mobil)
https://www.torproject.org/
https://www.torproject.org/projects/torbrowser.html

W

https://guardianproject.info/apps/orbot/
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