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(including work in progress) 



  

        

  

  

 

Outline 

• Dutch government DPIA model 

• Results DPIAs on Microsoft 365, Google Workspace, Chrome, Zoom, Facebook 

Pages and AWS 

• Performing a DTIA 

• Your questions 



       approac ase on u c goverDPIA h b d D t h nment DPIA model 

https://www.avghelpdeskzorg.nl/doc 
umenten/publicaties/2022/03/15/mo 
del-dpia-rijksdienst-2022 



   DPIA in 4 parts 



        
    

      
    

   

    

        
        

     
      

     

      

  

    

Impact depends on nature of data subject and nature of personal data 

Unauthorised processing of sensitive data has a higher 
impact on data subjects. 

Examples: 

• Detailed location information over time (visiting 
religious institutions, hospitals, brothels, etc) 

• Data relating to children 

• Contents of communications including URLs 

• 'Regular' personal data such as the home addresses 
of politicians and journalists or names and e-mail 
addresses of system administrators with 
responsibility for databases containing state secret 
data. 

• In the Netherlands: financial data (salaries!) 

3 categ ries  f pers nal data 

Regular Sensitive Special 

categories 



          

 
 

    

     

     

     

 

     

How do you determine if a risk is high? Chance x impact 
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Serious 

consequences 

Low risk High risk High risk 

Some negative 

consequences 

Low risk Medium 

risk 

High risk 

Minimal 

impact 

Low risk Low risk Low risk 

Very small Reasonable 

opportunity 

More likely 

than not 

Pr bability (likelih  d)  f the risk 

 ccurring 

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-
governance/data-protection-impact-assessments-dpias/how-do-we-do-a-dpia/ 
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Key legal questions DPIA 

. Are the data personal data? 

. Is the data processing sufficiently transparent? 

. What are the purposes of the processing? 

. Can the admin minimise the data collection? 

. Does the provider always act as data processor? 

. Does the Dutch government have an effective right to audit? 
. What are the risks of the transfer of personal data to the USA? 

. How long are diagnostic data retained? 



   

 

5 types of personal data 

Other 

 takeholder  





       

    

  

 

    

   

    

    

Two types of diagnostic data: telemetry and server logs 

• Installed software applications and browsers 

collect and transmit data on individual use of the 

services: telemetry 

• That traffic is different from strictly functional 

traffic: no question and answer except 

acknowledgement! 

• In addition, cloud providers record all operations 

in their own log files: service generated server 

logs 



 

            

 
    

  

Inspection methods processing at cloud providers 

Lapt p 

Andr id 

Online applicati n 

Visible Invisible 

iOS 

smartph nes 

Traffic intercepti n 
Data Subject Access 
Request at pr vider 

Interception and log 
inspection at provider 
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. Is the data processing sufficiently transparent? 

. What are the purposes of the processing? 

Key legal questions DPIA 

. Are the data personal data? 

. Can the admin minimise the data collection? 

. Does the provider always act as data processor? 

. Does the Dutch government have an effective right to audit? 
. What are the risks of the transfer of personal data to the USA? 

. How long are diagnostic data retained? 



     

    

 

   

  

 

Trigger keywords for the processing 

General Busines Intelligence Aggregating usage da 

Testing Research Use  f data f r machine learning 

 kies / pixels Any purp se the supplier deems c m 

analysis / general inferences based  n l ng term ana 

Pr filing Pers nalisati n  f the service Marketing 

ct devel pment Sh wing targeted rec mmendati 

s f r which we seek y ur c nsent Pr duct inn vat 



  
 

33 purposes Google general 
privacy statement 

1. Prov d ng our serv ce 
2. Help users share content by sugges ing recipien s from  heir con ac s. 
3. Ma nta n ng the serv ce by track ng outages 
4. Troubleshoot ng user reported  ssues 
5. Make  mprovements to the serv ces, for example unders anding which search 

 erms are mos  frequen ly misspelled helps us improve spell-check fea ures used 
across our services. This purposes is also described in a sligh ly differen  way la er in 
 he Privacy Policy as: “Unders anding how people use our services  o ensure and 
improve  he performance of our services” 

6. Develop new products and features  ha  are useful for our users 
7. Prov de recommendat ons For example, Securi y Checkup provides securi y  ips 

adap ed  o how you use Google produc s 
8. Prov de personal sed content, for example based on informa ion like apps you’ve 

already ins alled and videos you’ve wa ched on YouTube  o sugges  new apps you 
migh  like 

9. Custom z ng our serv ces  o provide you wi h a be  er user experience, provide 
cus omised search resul s 

10. Prov d ng advert s ng which keeps many of our services free (and when ads are 
personalized, we ask for your consen ) 

11. Show personal zed ads based on your in eres s. For example, if you search for 
“moun ain bikes,” you may see an ad for spor s equipmen  when you’re browsing a 
si e  ha  shows ads served by Google. 

12. Share  nformat on that personally  dent f es you w th advert sers, such as your 
name or email, only if you ask us  o. For example, if you see an ad for a nearby flower 
shop and selec   he “ ap  o call” bu  on, we’ll connec  your call and may share your 
phone number wi h  he flower shop. 

13. Create analyt cal data  o 
14. Opt m ze product des gn, For example, we analyze da a abou  your visi s  o our 

si es  o do  hings like op imize produc  design 
15. Enable adver isers  o comb ne  nformat on w th Google Analyt cs, When you visi  

si es  ha  use Google Analy ics, Google and a Google Analy ics cus omer may link 
informa ion abou  your ac ivi y from  ha  si e wi h ac ivi y from o her si es  ha  use 
our ad services. 

16. Use data for measurement, for example da a abou   he ads you in erac  wi h  o 

Co 
you a no ifica io 
In m 

19. Market ng  o inform users abou  our services 
20. Prov de support  f you contact Google,  o help solve any issues you migh  be facing. 
21. Improve the safety of our serv ces. This includes de ec ing, preven ing, and responding  o 

fraud, securi y risks, and  echnical issues  ha  could harm Google, our users, or  he public. 
22. Detect abuse such as spam, malware, and illegal con en  by analyzing your con en  
23. Protect ng aga nst harm to the r ghts, property or safety of Google, our users, or the 

publ c as required or permi  ed by law, including [also sligh ly differen ly defined as: “Fulfilling 
obliga ions  o our par ners like developers and righ s holders AND Enforcing legal claims, 
including inves iga ion of po en ial viola ions of applicable Terms of Service] 

24. D sclos ng  nformat on to government author t es Also sligh ly differen ly defined as: “To 
respond  o legal process or an enforceable governmen al reques .” 

25. Improve the rel ab l ty of our serv ces. We use au oma ed sys ems  ha  analyze your con en  
 o provide you wi h  hings like cus omized search resul s, personalized ads, or o her fea ures 
 ailored  o how you use our services. 

26. Use algor thms to recogn ze patterns  n data. For example, Google Transla e helps people 
communica e across languages by de ec ing common language pa  erns in phrases you ask i   o 
 ransla e. 

27. Comb n ng  nformat on among all serv ces and across dev ces to  mprove Google’s 
serv ces and the ads del vered by Google, For example, if you wa ch videos of gui ar players 
on YouTube, you migh  see an ad for gui ar lessons on a si e  ha  uses our ad produc s. 
Depending on your accoun  se  ings, your ac ivi y on o her si es and apps may be associa ed wi h 
your personal informa ion in order  o improve Google’s services and  he ads delivered by Google. 

29. Use cook es for many purposes. We use  hem, for example,  o remember your safe search 
preferences,  o make  he ads you see more relevan   o you,  o coun  how many visi ors we 
receive  o a page,  o help you sign up for our services,  o pro ec  your da a, or  o remember your 
ad se  ings. 

28. Help other users  dent fy you, If o her users already have your email address or o her 
informa ion  ha  iden ifies you, we may show  hem your publicly visible Google Accoun  
informa ion such as your name and pho o. 

30. To allow spec f c partners to collect  nformat on from your browser or dev ce for 
adver ising and measuremen  purposes using  heir own cookies or similar  echnologies 

31. Perform ng research, Performing research  ha  improves our services for our users and benefi s 
 he public 

33. Other purposes not covered  n th s Pr vacy Pol cy, we’ll ask for your consen , for example, 
 o 

32. When necessary for leg t mate bus ness or legal purposes such as securi y, fraud and 
abus preven ion, or financial record-keeping. 

• Collec  your voice and audio ac ivi y for speech recogni ion. 
• Use Loca ion His ory if you wan   raffic predic ions for your daily commu e 
• Use Yo T be Wa ch His ory  o ge  be  er video s gges ions 
• 

• 



     Additional purposes Chrome OS and browser 
 S ore websurfing da a in your Google Accoun  by  urning on Sync. 
 Send s andard log informa ion  o all si es you visi , including your IP address and da a from cookies. 
 Use cook es  o deliver  he services, personal ze adds and analyze  raffic. 
 In ercep ing man in  he middle  ypes of suspicious ac ivi y. 
 Prerendering  he si es you visi  
 Share the locat on from mob le dev ces w th Google  f you use Google Search, or wi h  hird par ies if  he user 

consen s, and send  he following informa ion: 
• The Wi-Fi rou ers closes   o you; 
• Cell IDs of  he cell  owers closes   o you; 
• The s reng h of your Wi-Fi or cell signal; 
• The IP address  ha  is curren ly assigned  o your device. 

 Send informa ion  o Google  o check for upda es, ge  connec ivi y s a us, es ima e  he number of ac ive users. 
 Send URLs of some pages you visi   o Google when your securi y is a  risk. 
 S oring all queries in Google Search in your Google Accoun . 
 Pred ct the word(s) a users wants to search for, even before h tt ng enter  n the Search eng ne, based on 

 he individuals browsing his ory and wha  o her people are looking for. 
 Sending limi ed anonymous informa ion abou  web forms  o  mprove Autof ll. 
 Process paymen  informa ion and share wi h Google Pay. 
 Cus omize your language based on  he languages of si es you visi . 
 Send usage stat st cs and crash repor s  o Google. 
 Share aggregated, non personally  dent f able  nformat on publ cly and w th partners – l ke publ shers, 

advert sers or web developers. 
 Send a un que Adobe Flash  dent f er  o con en  par ners and websi es  ha  use Adobe Flash Access 
 Provide access  o Addi ional Services such as Google Transla e 
 Install three k nds of un que  dent f ers and use  hese for: 

• Ins alla ion  racking 
• Tracking of promo ional campaigns 
• Field  rials 
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Key legal questions DPIA 

. Is the data processing sufficiently transparent? 

. What are the purposes of the processing? 

. Can the admin minimise the data collection? 

. Does the provider always act as data processor? 

. Does the Dutch government have an effective right to audit? 

. What are the risks of the transfer of personal data to the USA? 
. How long are diagnostic data retained? 



     Key problem: cloud provider as data controller 

Controller 

Processor 



       

      

  

     

      

           

        

         

     

Cloud providers either third parties or joint controllers 

• Cloud providers often claim to act as data processor, but formal roles and 

contracts are not leading 

• If a processor allows itself to determine processing purposes in its own interest, 

such as marketing or product innovation, it factually behaves as controller 

• Most cloud providers 'forget' to describe the Diagnostic and Website Data: lack of 

transparency 

• If the provider is a third party, or a joint controller, the key data protection risks 

are that the customer does not have a legal ground for the processing, that there 

is no purpose limitation, and end users cannot exercise their data protection 

rights 



      

       

     

       

      

 

 

  

       Main results of negotiations with US cloud providers 

• Strict processor agreements for all types of personal data 

• Limitative list of 'further' processing for the legimate business purposes of the 
provider 

• Strict purpose limitation as processor: provide the service, keep it up-to-date 
and fault-free, including support, and secure the data 

• Construction of viewing tool so that end users can view telemetry data 
themselves 

• Comprehensive public documentation on the different types of personal data 
processed 

• Agreements reflected in contracts with all sub-processors 

• Audit right: trust but verify 

• Moving most processing to a European cloud 



      

        

  
     

     

      

            

 

                 

                  

               

           

     Agree on some legitimate business purposes 

The provider is allowed to 'further' process some limited personal data, preferably 

aggregated, as an independent controller, but only when strictly necessary for its 

own legitimate business purposes 
• sending bills and fighting (license) fraud 

• approaching commercial contacts for CRM 

• measuring the use of the public website 

• aggregating limited account and metadata for strictly necessary purposes such as managing 

capacity 

• disclosing personal data to law enforcement and security services, but only if it 1) is not allowed 

to forward the demand to its customer, 2) is also not allowed to inform the customer and 3) 

cannot refuse the demand through legal proceedings. A cloud provider in a 3d country violates 

the GDPR when disclosing personal data to a government authority without MLAT. 



         Results of DPIA’s on Microsoft, Google, Zoom, Meta and AWS 



         
 

  

    

DPIA results Microsoft 

DPIAs on Microsoft Office 365, Intune, DKE, Defender, 
Windows 10/11 

DPIAs published in English at 
https://slmmicr s ftrijk.nl/d wnl ads-dpias/ 



   

   

 

 

  

  

    

  

  

          November 2018: first public DPIA report Office ProPlus for Central Dutch Gov. 

• DPIA for SLM Microsoft 

Rijk on Office 365 

ProPlus. 

• Office 365 ProPlus 

collects its own 

telemetry data, separate 

from Windows, on a 

much larger scale 

• No transparency about 

telemetry 



     

 

 

 

Services and applications in Office 365 

Office  ro lus 

Mobile Office 

Office Online 



       High risks through transfer of content Connected Services 



   
 

 

February 2019: Microsoft 
announces global changes 
in Office 



      
    



    

                                

        

    

       

        

        

   

Specific legal improvements Dutch government 

Privacy guarantees apply to *all* personal data 

Limitation to 3 purposes: (1) to provide and improve the service, 

(2) keeping the service up-to-date, and (3) secure. 

Prohibition on profiling, market research, targeted ads and data analytics. 

Ban on ‘recommendations’ for products not purchased or used by the 

customer 

Effective audit rights. The Dutch gov has published the findings  of the first 

annual audit, and will soon publish the findings of the second audit 

Anonymisation according to EDPB guidelines 



    

        

   

    

    

     

Worldwide technical improvements Microsoft Office 

Public documentation telemetry 

Admins can choose telemetry level: Required, Optional or Neither 

(Dutch gov recommends to choose Neither) 

Users can check the dataflow via the data viewer tool 

Many Connected Experiences now in data processor role 

Admins can centrally disable different connected experiences 



          May 2021 new Microsoft promise: *all* personal data in the EU 



     

 DPIA results 

DPIA on Google Workspace (prev. G-Suite) 



    

    

   

    

    

 

  

    

 

Scope of Google Workspace DPIAs 

• Two different DPIA's: for Dutch gov 

(Enterprise) and for two Dutch universities 

(Education) 

• 3 platforms: Chromebook, MacOS and 

Windows 10, plus iOS and Android apps 

• 20 Core Services 

• 5 Addditional Services + Chrome 

• 3 Feature (Spelling, Explore en Translate) 

• 1 Related Service (Feedback) 



   

   

    

   

    

      

   

     

     

   

     

    

    

   

      

    

   

   

  
  

Additional 
Services 

+ Google ChromeOS 
& Chrome browser 

App Maker Blogger Campaign Manager 

Chrome Web Store FeedBurner Fusion Tables 

Google Ad Manager Google Ads Google AdSense 

Google Alerts Google Analytics Google Bookmarks 

Google Books Google Chrome Sync Google Classroom 

Google Cloud Platform Google Custom Search Google Data Studio 

Google Domains Google Earth Google Finance 

Google Groups Google InYour Language Google Maps 

Google My Business Google My Maps Google News 

Google Partners Google Payments Google Photos 

Google Play Google Play Console Google Public Data 

Google Scholar Google Search Console Google Shopping 

Google Takeout Google Translator Toolkit Google Trips 

Individual Storage Location History Merchant Center 

Mobile Test Tools Partner Dash Play Books Partner Center 

Project Fi Science Journal Search Ads 360 

Studio Third-party App backups Tour Creator 

Web and app activity YouTube 



     

          

          

       

          

       

       

    

       

    

Key privacy problems with Google Workspace 

• Google is a processor for Core Services but data controller for all other services, 

such asYouTube, Search and Chrome, and for all Diagnostic Data. Google 

processes for 33 purposes as controller, plus 22 purposes for Chrome. 

• As processor Google thinks it may process both Content and Diagnostic Data for 

any purpose it deems compatible. In total Google process for 17 broad purposes. 

• Gov and universities enable Google to further process the personal data it obtains 

as processor in a role as controller: this makes them joint controllers with Google 

• Lack of transparency about the different kinds of personal data Google generates 

and collects, no data subject access provided to telemetry data and cookies 



        

         

             
        

          

           
      

           
      

      

CNIL fined Google 50 million euro for vague purposes 

The re tricted committee ob erve in particular that the pu poses of 

p ocessing a e desc ibed in a too gene ic and vague manne , and so a e 
the catego ies of data p ocessed fo these va ious pu poses. 

Essential info mation, such as the data p ocessing pu poses, the data 

 torage period or the categorie of per onal data u ed for the ad  
per onalization, are excessively disseminated ac oss seve al 

documents, with button and link on which it i required to click to acce   
complementary information.The relevant information i  acce  ible after 

 everal  tep only, implying  ometime up to 5 or 6 action . 



       

                 

          
       
          

            
              

         
        

          
                  

   
     

 
                

     

        
               

 

Conclusions July 2020: 11 high and 3 low risks 

1. Lack of purpose limitation Content data: loss of confidentiality of personal data, loss of control, risk of re-identification 

2. Lack of purpose limitation Diagnostic data: loss of control, unlawful processing 
3. Lack of transparency Substantive data: loss of control 
4. Lack of transparency Diagnostic data: loss of control, risk of re-identification 

5. No legal ground for Google and universities: loss of control, unlawful processing 
6. Lack of privacy controls for administrators and users: loss of control and loss of confidentiality 
7. Privacy-unfriendly default settings: Loss of control and loss of confidentiality 
8. Single Google Account: Loss of control, loss of confidentiality 

9. Lack of control over sub-processors: Loss of control, loss of confidentiality 
10. Lack of control over transmission of personal data by Features to external websites: loss of control, loss of 

confidentiality, risk of re-identification 
11. Inability to exercise data subjects' rights 

L w risks 
1. Cloud provider: unauthorised access to content and metadata: loss of control, loss of confidentiality, re-identification of 

pseudonymised data and unlawful (further) processing 

2. Employee monitoring system: chilling effect to exercise (related) rights 
3. Impossibility to delete historical diagnostic data: increased risk of re-identification of pseudonymised data and unlawful 

(further) processing 



        

       

Negotiation results after 7 months of negotiatons (Feb 2021) 

Ryger, On the Verge of Understanding, Shuttershock royalty-free 



    

              

         
     
       

           
            

        
        

         
                

  
    

 
                

     

        
             

 

8 high and 3 low risks 

1. Lack of purpose limitation Content data: loss of confidentiality of personal data, loss of control, risk of re-identification 

2. Lack of purpose limitation Diagnostic data: loss of control, unlawful processing 
3. Lack of transparency Substantive data: loss of control 
4. Lack of transparency Diagnostic data: loss of control, risk of re-identification 

5. No basis for Google and universities: loss of control, unlawful processing 
6. Lack of privacy controls for administrators and users: loss of control and loss of confidentiality 
7. Privacy unfriendly default settings: Loss of control and loss of confidentiality 
8. Single Google Account: Loss of control, loss of confidentiality 

9. Lack of control over sub-processors: Loss of control, loss of confidentiality 
10. Lack of control over transmission of personal data by Features to external websites: loss of control, loss of 

confidentiality, risk of re identification 
11. Inability to exercise data subjects' rights 

L w risks 
1. Cloud provider: unauthorised access to content and metadata: loss of control, loss of confidentiality, re-identification of 

pseudonymised data and unlawful (further) processing 

2. Employee monitoring system: chilling effect to exercise (related) rights 
3. Impossibility to delete historical diagnostic data: increased risk of re-identification of pseudonymised data and unlawful 

(further) processing 



      

     

     

  

      

  

   

  

     

     

        

  

Request for help to Dutch Data Protection Authority 

• Prior consultation ex art. 36 GDPR for the 

Dutch government (does not yet use Google 

Workspace), filed 15 Feb 2021 

• Request for advice ex art. 58 GDPR for the 

Dutch universities, secondary and primary 

schools (very high penetration of 

Chromebooks and Workspace) 

• Reply from Dutch DPA 11 June 2021: st p 

using G  gleW rkspace f r Educati n 

bef re the new sch  l year if the pr blems 

are n t s lved 



   DPIAs in the news 



  

    
   

  

      
    

    
    

      August 2021: Google Update report for schools/universities 

High risks mitigated by the following measures: 

• Google to act as data processor for the Diagnostic 
Data, processes for only 3 purposes 

• Google will publish much more documentation 

• Google will become a data processor for the Chrome 
browser and Chrome OS on Chromebooks in 2 years 

• Organisations must themselves take a lot of 
measures to mitigate risks of remaining Google 
controller services 

https://www.privacyc mpany.eu/bl gp st-en/g  gle-
mitigates-8-high-privacy-risks-f r-w rkspace-f r-educati n 



   
        

   

       
     

     

       
       

     

         
 

     

New reports published about Workspace and managed ChromeOS and 
Chrome browser 

• Dutch DPA warned the Dutch minister of Education in 
March 2023: ensure full compliance before 1 July 2023, or 
stop using Workspace in Dutch schools and universities. 

• Reality: 80% of primary schools in the Netherlands use the 
'free' Fundamental Workspace edition: a switch to for 
example Microsoft Office would be very costly. 

• Inspection results of Google's delivery of promises from 
July 2021: Google has effectively mitigated the high risks, 
or reduced them to a low risk. 

Check the new rep rts at: https://siv n.nl/alles- ver-de-dpias- p-
g  gle-w rkspace-chr me s/ 



       
   

    

       
 

    

       

   

       
 

  

       

Mitigating measures Google 

• Google has built an Diagnostic Information Tool (DIT), and has documented 
Telemetry from Workspace Enterprise and Education. 

• Google has published new documentation about data subject access requests 

• Google has released a processor version of managed ChromeOS and Chrome 
browser (mid August 2023) 

• More settings are privacy by default for K-12 

• Google has enabled Client Side Encryption for Meet/Drive/Gmail and Calendar 

• Google is working on European Sovereign Controls 

• SIVON has published detailed guidance for schools what settings to apply in 
Chrome and in Workspace. 

Check the manual with privacyfriendly settings at https://siv n.nl/wp-
c ntent/upl ads/2023/07/Handleiding-Chr meOS-en-Chr me-
br wser-SIVONSURF.pdf 



    
  

New inspections Chrome and 
Workspace June 2023 

https://www.surf.nl/en/privacy-risks-fr m-2021-g  gle-w rkspace-f r-
educati n-dpia-sufficiently-res lved 



     
    

      

       

       
       

      
     

 Unsolved issues 

• Schools must still disable Workspace Additional Service (YouTube, Search) 
because Google remains a data controller. 

• CSE is not available for the free Fundamental version of Workspace. 

• During the inspection we found new risks - Google will have to solve these risks. 

• The inspection report does not address the risks of transfer of personal data to 
third countries (different from the USA). We are still testing Google Meet 
encryption, and expect to finalise a separate DTIA on the use of Google Meet 
before the end of September 2023. 



   Scope of Zoom DPIA 



    

         
 

        
     

      

        
       

          
    

   Zoom DPIA and DTIA 

• Initial tech analysis between September and November 2020 

• Completed part A (tech findings) in April 2021, including several rounds of input 
from Zoom 

• May 2021 DPIA completed: 9 high, and 3 low data protection risks, even though 
Zoom already offered E2EE for meetings. Main problem: role as data controller 

• DPIA not published pending intense negotations with Zoom 

• Strong involvement of leadership at Zoom: weekly meetings with large team of 
developers. The negotiated GDPR-proof agreement is available for all EU 
customers 

• March 2022: publication of completely revamped DPIA: six low, and no more 
high risks, including DTIA on use of support desk in the Phillipines 

https://www.privacyc mpany.eu/bl gp st-en/new-dpia-f r-surf-and-
dutch-g vernment- n-z  m-all-high-risks-s lved 



   Verification results June 2023 



   

https://www.rijks verheid.nl/d cumenten/kamerstukken/2022/11/18/kamerb 
rief- ver- nafhankelijk- nderz ek-naar-faceb  kpaginas- verheid 



         
      

        
        

       
          

      

        
    

      
         

   

    

 DPIA findings 

• Lack of clarity about the types of personal data 
Facebook collects about visitors, especially cookies. 
Those cookies are also used on websites outside 
Facebook, and also on visitors without a Facebook 
account. 

• Lack of transparency on the logic/algorithms used 
to determine what posts and ads users see in their 
news feed: not even via view request 

• At least 15 purposes for processing, but not 
specifically and not exhaustively formulated 

• Misleading consent question: Facebook places datr 
tracking cookie if a visitor says 'No' to non-essential 
cookies (E  ential cookies only) 

• Facebook is a joint controller…. 



         

                
            

   

           
                 

      

             
               

             
        

          If not a joint controller: then Facebook is a third party 

• Compare it to hosting a conference in an event hall 

• The hall's owner offers the space for free, but requires all visitors to register with their 
real identity, and preferably as much other information as possible about their 
interests and their friends 

• The government cannot impose any requirement on data collection and processing: 
under its own privacy statement, the owner is allowed to pass on visitor data to all of 
its 'partners', 'advertisers' and 'other trusted parties'. 

• The event hall makes good cheer for its content-strong government congress, but has 
organised the walking route so that visitors have to walk past 10 other events first, 
with free fast food (rage-inducing messages!). To get to the government congress, you 
have to take the stairs to the eighth floor. 

http:messages!).To


   Data Transfer Impact Assessment 



        

         

     

       

      

        

        

     

       

Why perform a DTIA now that the USA are adequate again? 

• You can rely on an adequacy decision, even if you use SCC, and regardless if the 

US company you export to has registered as participant in the Data Privacy 

Framework. 

• But: Schrems-III is in the making, we advise our customers to continue to use 

SCC, also to ensure a harmonised set of rules with subprocessors in third 

countries. 

• If you rely on SCC for transfer to third countries (for example for the support 

desks from your cloud provider), you have to assess if there is problematic 

legislation that applies to your transferred data in practice. 

• We use the model created by the Swiss lawyer David Rosenthal to calculate the 

risk. 



        Three threat vectors for transferred data in third countries 
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Three DTIAs published 

Teams, SharePoint, OneDrive en de Azure AD (Dutch government and 

universities) 

https://slmmicrosoftrijk.nl/?smd_process_download=1&download_id=5286 

Zoom (universities and Dutch government) 

https://www.surf.nl/files/2022-03/dtia-zoom-8-feb-2022 0.ods 

AWS (Dutch government) 

https://slmmicrosoftrijk.nl/wp-content/uploads/2023/06/DTIA-Dutch-

Government-AWS-.pdf 

https://slmmicrosoftrijk.nl/wp-content/uploads/2023/06/DTIA-Dutch
https://www.surf.nl/files/2022-03/dtia-zoom-8-feb-2022
https://slmmicrosoftrijk.nl/?smd_process_download=1&download_id=5286


              
 

         

               
    

              
   

            
   

   

           

           
 

        DTIA in 7 steps: based on the Rosenthal model 

1. De cribe the intended tran fer (what kind of personal data, are there any subprocessors? -> 
separate DTIAs!) 

2. Define the DTIA parameter (what applicable law in the third country) 

3. Probability that the foreign authority ha a legal claim (does that law apply to your data 
processed by this specific provider) 

4a. Probability that the claim i  ucce  ful (chance that the data can be ordered in legible format, 
calculated over multiple years) 

4b. Probability of acce  through ma   urveillance (chance that the data can be intercepted in 
legible format via cables/wires) 

5. Overall a  e  ment (multiplication risk percentages) 

6. Data  ubject ri k (chance x impact, depending on the nature of the data) 

7. Safeguard (incidental or structural transfers, E2EE, what legal guarantees, track record, are 
there SCCs) 



     

     

Example of DTIA in Excel 1/2 

M dified m del based  n David R senthal 



     Example of DTIA in Excel 2/2 



           
   

       
      

     

       
       

     

      
    

    Main outcomes transfer risk assessments 

• Our published DTIAs focus on the risks of transfer to the USA: but the Zoom 
DTIA includes an assessment of transfer to the Philippines. 

• Microsoft, Zoom and AWS have never provided personal data of European 
public sector customers to US law enforcement and security agencies. That's 
*including* gagging orders. AWS limits this guarantee to Content Data and to 
law enforcement. 

• Zoom process all personal data in the EU, except for incidental security and 
trust&safety transfers. Microsoft will complete its EU Data Boundary by the end 
of 2024. AWS only allows storage of Content Data in the EU. 

• These cloud providers can still receive disclosure orders from government 
authorities in third countries, but they contractually promise they will resist 
with all legal means. 



 Lessons learned 



    

    

        

   

      

    

       

       

       

 

 Conclusions 1/2 

• Distrust claims by a provider that no personal data are being processed. 

• You need to do technical research to understand what personal data are being 

processed. 

• Examine the data processing in a test environment, intercept outgoing 

network traffic and submit a formal data subject access request. 

• Check what data the provider collects through its website (e.g. when you sign 

in to a browser tool, log in as administrator, submit a support ticket). 

• Be patient, and keep on asking questions. It takes a long time for globally 

operating cloud providers to make changes, but if they do, these are usually 

global changes. 

• A DPIA on a cloud provider is never finished: you have to keep on verifying 

agreed mitigation measures. 



      

    

       

      

      

 

       

 

 Conclusions 2/2 

• Don’t try to create privacy-improvements by yourself with BigTech: create 

leverage through a national umbrella organisation, and/or at European level. 

• It is very effective to share the findings from the DPIA with the provider: to 

discuss mitigating measures together and to agree on a tight timeframe for 

improvements. 

• It works very well to write a DPIA and DTIA in English and to announce that 

you are going to publish them. 

• Consider a prior consultation with the national Data Protection Authority if the 

supplier is unwilling to mitigate risks. 
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Questi ns? 
www.linkedin.com/in/sjoera 

www.linkedin.com/in/sjoera

