ands-on tips and tricks on conducting a DPIA and DTIA onBig Tech

1

.

Sjoera Nas, Sommer Akademie 2023, Kiel
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D Experience with DPIAs facebook

(including work in progress) [CJiiet
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D Outline

Dutch government DPIA model

Results DPIAs on Microsoft 365, Google Workspace, Chrome, Zoom, Facebook
Pages and AWS

Performing a DTIA
Your questions




D DPIA appI vach based uini Dutch yuvci nment DPIA model

https://www.avghelpdeskzorg.nl/doc
umenten/publicaties/2022/03/15/mo
del-dpia-rijksdienst-2022




Legal
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Legal
LEIUTTEET]

Factual findings Assessment

Legal
LEITEET]
Legal
LEIUTEET]

Risks Measures
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D Impact depends on nature of data subject and nature of personal data

: , " : categories of personal data
Unauthorised processing of sensitive data has a higher 3€eme9 g

impact on data subjects. Regular Sensitive | Special
categories

Examples:

* Detailed location information over time (visiting
religious institutions, hospitals, brothels, etc)

» Datarelating to children
* Contents of communications including URLs

* 'Reqgular' personal data such as the home addresses
of politicians and journalists or names and e-mail
addresses of system administrators with
responsibility for databases containing state secret
data.

* Inthe Netherlands: financial data (salaries!)

i:o'MPA'NY



D How do you determine if a risk is high? Chance x impact

Serious Low risk High risk High risk
consequences

Some negative JNALH High risk
consequences

Minimal Low risk Low risk Low risk
impact

Severity of impact

Very small [ Reasonable | More likely
opportunity | than not

Probability (likelihood) of the risk
occurring

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/accountability-and-

governance/data-protection-impact-assessments-dpias/how-do-we-do-a-dpia/




D Key legal questions DPIA

1. Are the data personal data?
2. Is the data processing sutticiently transparent?

3. What are the purposes of the processing?

4. Can the admin minimise the data collection?

5. Does the provider always act as data processor?

6. Does the Dutch government have an effective right to audit?
7. What are the risks of the transfer of personal data to the USA?
8. How long are diagnostic data retained?
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D Two types of diagnostic data: telemetry and server logs

* Installed software applications and browsers
collect and transmit data on individual use of the
services: telemetry

* That trafficis different from strictly functional
traffic: no question and answer except
acknowledgement!

TELEMETRIE * In addition, cloud providers record all operations
GEGEVENS | in their own log files: service generated server

cw:;:ez‘ |OgS




D Inspection methods processing at cloud providers

smartphones

Laptop Online application

Android

Visible < 2 Invisible

- : i Data Subject Access
Traffic interception )
Request at provider




D Key legal questions DPIA

1. Are the data personal data?

2. Is the data processing sufficiently transparent?

4. Can the admin minimise the data collection?

5. Does the provider always act as data processor?

6. Does the Dutch government have an effective right to audit?
7. What are the risks of the transfer of personal data to the USA?
8. How long are diagnostic data retained?




D Trigger keywords for the processing

aeneral Busines Intelligence - Aggregating usage d:
[esting - Research - Use of data for machine learning
okies [ pixels - Any purpose the supplier deems com

analysis [ general inferences based on long term an:
?rofiling - Personalisation of the service - Marketin:
ct development - Showing targeted recommendati
s for which we seek your consent - Product innovat




1.
2.
3.
4.
5.

10.

11.

12.

13.
14.

15.

16.

33 purposes Google general
privacy statement

Providing our service

Help users share content by suggesting recipients from their contacts.

Maintaining the service by tracking outages

Troubleshooting user reported issues

Make improvements to the services, for example understanding which search
terms are most frequently misspelled helps us improve spell-check features used
across our services. This purposes is also described in a slightly different way later in
the Privacy Policy as: “Understanding how people use our services to ensure and
improve the performance of our services”

Develop new products and features that are useful for our users

Provide recommendations For example, Security Checkup provides security tips
adapted to how you use Google products

Provide personalised content, for example based on information like apps you've
already installed and videos you’ve watched on YouTube to suggest new apps you
might like

Customizing our services to provide you with a better user experience, provide
customised search results

Providing advertising which keeps many of our services free (and when ads are
personalized, we ask for your consent)

Show personalized ads based on your interests. For example, if you search for
“mountain bikes,” you may see an ad for sports equipment when you’re browsing a
site that shows ads served by Google.

Share information that personally identifies you with advertisers, such as your
name or email, only if you ask us to. For example, if you see an ad for a nearby flower
shop and select the “tap to call” button, we’ll connect your call and may share your
phone number with the flower shop.

Create analytical data to

Optimize product design, For example, we analyze data about your visits to our
sites to do things like optimize product design

Enable advertisers to combine information with Google Analytics, When you visit
sites that use Google Analytics, Google and a Google Analytics customer may link
information about your activity from that site with activity from other sites that use
our ad services.

Use data for measurement, for example data about the ads you interact with to

19. Marketing to inform users about our services

20. Provide support if you contact Google, to help solve any issues you might be facing.

21.Improve the safety of our services. This includes detecting, preventing, and responding to
fraud, security risks, and technical issues that could harm Google, our users, or the public.

22. Detect abuse such as spam, malware, and illegal content by analyzing your content

23. Protecting against harm to the rights, property or safety of Google, our users, or the
public as required or permitted by law, including [also slightly differently defined as: “Fulfilling
obligations to our partners like developers and rights holders AND Enforcing legal claims,
including investigation of potential violations of applicable Terms of Service]

24, Disclosing information to government authorities Also slightly differently defined as: “"To
respond to legal process or an enforceable governmental request.”

25. Improve the reliability of our services. We use automated systems that analyze your content
to provide you with things like customized search results, personalized ads, or other features
tailored to how you use our services.

26. Use algorithms to recognize patterns in data. For example, Google Translate helps people
communicate across languages by detecting common language patterns in phrases you ask it to
translate.

27.Combining information among all services and across devices to improve Google’s
services and the ads delivered by Google, For example, if you watch videos of guitar players
on YouTube, you might see an ad for guitar lessons on a site that uses our ad products.
Depending on your account settings, your activity on other sites and apps may be associated with
your personal information in order to improve Google’s services and the ads delivered by Google.

28. Help other users identify you, If other users already have your email address or other
information that identifies you, we may show them your publicly visible Google Account
informationesucheaspantname and photo.

< 29. Use cookies for many purposes. WUse them, for example, to remember your safe search
7 you see more relevant to you, to count how many visitors we
receive to a page, to help you sign up for our services, to protect your data, or to remember your

ad settings.

30.To allow specific partners to collect information from your browser or device for
advertising and measurement purposes using their own cookies or similar technologies

31. Performing research, Performing research that improves our services for our users and benefits
the public

32. When necessary for legitimate business or legal purposes such as security, fraud and
ahuie==sreETItiON, OF rinancial record-keeping.

@. Other purposes not covered in this Privacy Policy, we’ll ask for your consent, for example,

[3v4

+ Collect your voice and audio activity for speech recognition.




D Additional purposes Chrome OS and browser

Store websurfing data in your Google Account by turning on Sync.
Send standard log information to all sites you visit, including your IP address and data from cookies.
Use cookies to deliver the services, personalize adds and analyze traffic.
Intercepting man in the middle types of suspicious activity.
Prerenderinag the _sites oy \visit
hare the location from mobile devices with Google if you use Google Search -orswvith third parties if the user

COTTSETTtS;ara-send-the-feleowing-infermation

» The Wi-Fi routers closest to you;

» Cell IDs of the cell towers closest to you;

» The strength of your Wi-Fi or cell signal;

» The IP address that is currently assigned to your device.

Send information to Google to check for updates, get connectivity status, estimate the number of active users.

Send URLs of some pages you visit to Google when your security is at risk.

Storing all queries in Google Search in your Google Account.

Predict the word(s) a users wants to search for, even before hitting enter in the Search engine, based on
the individuals browsing history and what other people are looking for.

Sending limited anonymous information about web forms to improve Autofill.

Process payment information and share with Google Pay.

Customize your language based on the languages of sites you visit.

Send usage statistics and crash reports to Google.

Share aggregated, non personally identifiable information publicly and with partners - like publishers,
advertisers or web developers.

Send a unique Adobe Flash identifier to content partners and websites that use Adobe Flash Access

Provide access to Additional Services such as Google Translate

Install three kinds of unique identifiers and use these for:

» Installation.tracking
» Tracking of promotional campaigns
» Field trials

PRIVACY
C OMPANY




D Key legal questions DPIA

1. Is the data processing sufficiently transparent?
2. What are the purposes of the processing?
. Can the admin minimise the data collection?
5. Does the Dutch government have an effective right to audit?

6. What are the risks of the transfer of personal data to the USA?
7. How long are diagnostic data retained?




D Key problem: cloud provider as data controller

Processor

Controller

PRIVACY
c OMPANY



D Cloud providers either third parties or joint controllers

* Cloud providers often claim to act as data processor, but formal roles and
contracts are not leading

* If a processor allows itself to determine processing purposes in its own interest,
such as marketing or product innovation, it factually behaves as controller

* Most cloud providers 'forget' to describe the Diagnostic and Website Data: lack of
transparency

* If the provider is a third party, or a joint controller, the key data protection risks
are that the customer does not have a legal ground for the processing, that there
is no purpose limitation, and end users cannot exercise their data protection
rights




D Main results of negotiations with US cloud providers

* Strict processor agreements for all types of personal data

* Limitative list of 'further' processing for the legimate business purposes of the
provider

* Strict purpose limitation as processor: provide the service, keep it up-to-date
and fault-free, including support, and secure the data

* Construction of viewing tool so that end users can view telemetry data
themselves

* Comprehensive public documentation on the different types of personal data
processed

* Agreements reflected in contracts with all sub-processors
* Audit right: trust but verify
* Moving most processing to a European cloud




D Agree on some legitimate business purposes

The provider is allowed to 'further' process some limited personal data, preferably
aggregated, as an independent controller, but only when strictly necessary for its
own legitimate business purposes

sending bills and fighting (license) fraud
approaching commercial contacts for CRM
measuring the use of the public website

aggregating limited account and metadata for strictly necessary purposes such as managing
capacity

disclosing personal data to law enforcement and security services, but only if it 1) is not allowed
to forward the demand to its customer, 2) is also not allowed to inform the customer and 3)
cannot refuse the demand through legal proceedings. A cloud provider in a 3d country violates
the GDPR when disclosing personal data to a government authority without MLAT.




€he New JJork Times

Dutch government report says Microsoft
Office telemetry collection breaks GDPR

Microsoft pledges to address issues; has already released a "zero exhaust" Office telemetry setting.

A AV LIt 1 vyouwurn R e '
Bij Cloggies less than chilled out over Windows telemetry
. Shaun Nichols in San Francisco Tue 30 Jul 2019 // 07:03 UTC

Dutch privacy negotiators hay

: . 400 A report backed by the Dutch Ministry of Justice and Security is warning
Microsoft and Zoom, using a government institutions not to use Microsoft's Office Online or mobile
law |'_T'| applications due to potential security and privacy risks.

A report from Privacy Company, which was commissioned by the ministry,

found that Office Online and the Office mobile apps should be banned from
government work. The report found the apps were not in compliance with a
set of privacy measures Redmond has agreed to with the Dutch government.




D DPIA results Microsoft

DPIAs on Microsoft Office 365, Intune, DKE, Defender,
Windows 10/11

DPIAs published in English at

https://simmicrosoftrijk.nl/downloads-dpias/




D November 2018: first public DPIA report Office ProPlus for Central Dutch Gov.

C Rijksoverheid

* DPIA for SLM Microsoft

Rijk on Office 365

Data Protection Impact Assessment op Microsoft Office

ProPlus.
Strategisch Leveranciersmanagement Microsoft Rijk (SLM Microsoft Rijk) heeft
o Of‘ﬂ ce 3 65 P ro P I us Privacy Company opdracht gegeven voor het uitvoeren van een Data Protection
. Impact Assessment (DPIA) op Microsoft Office. De resultaten van dit onderzoek
CcO I I e Cts |tS own zijn op dinsdag 6 november 2018 gepresenteerd aan belangstellenden.
te | e met ry d ata, se pa rate Download 'Stand van zaken onderhandelingen Rijk en Microsoft 1/3
met betrekking tot AVG compliance’
I PDF document | 1 pagina | 62 kB
from Windows, on a B
m UCh |a rger Scale Download 'DPIA Microsoft Office 2016 en 365 (Engels)’ 2/3
PDF document | 91 pagina's | 1 MB
* No transparency about Fport|0711-2013
Download ‘Update on negotiations between Dutch central _7; _7)
te | e m et ry government and Microsoft on GDPR compliance (Engels)’ /

PDF document | 1 pagina | 63 kB
Rapport] 07-11-2018




D Services and applications in Office 365

Office ProPlus
G Mobile Office
Office Online

Five most used applications

D Iy >
W

Connected
Cloud
Services

Connected
Experiences

Processor - ) Controller

Q *} @ i Experiences - Experiences
- Editor - Smart Search

- Translator - Online image

@ - Designer insertion
ettt o E - Maps - LinkedIn CV-
- Handwriting assistant

to text

OMPANY




D) High risks through transfer of content Connected Services

m View Draft Format Tools Window Help

( Ink

Doacu

rout References Mailings Review Wiew Ceveloper

! = TE % l:l J Slgnma -'_';,""; Japanese Consistengy Checier =
- E—— | ¥ 5| & 3 = _.J "
te SRS Atg.?ch Pictures \oo Hyp“'lranmte languaqe - R T
‘ . = Comment
i Select All A i Transiate Document [Arabic to French (France))] Comments.
B — ---HEJ Show' & machine translation in & Web browtér, ) ._":"]'_'.'"."', 1 '.“'.:_‘._]'.'; 3
&l o
w3 Translate Selected Text

£ 2 __H&'_.l Lhow a translation from local and online
| Find > 7 services in the Research Pane,

Spelling and Grammar > Show Spelling and Grammar  38: k. | Mini Transtator [French (France)]

Substitutions 13 Check Now 38; _aﬁ. zzll?bt: i?;:.ﬂ'.g:' select & phrase to view a

Transformations » gt

Speech > v Check Spelling While Typing Choose Transiation Language... in the Insert tab, the

v Check Grammar With Spelling the overall look of you
Start Dictation... fnfn |+ Correct Spelling Automatically headers, footers, lists,
Emoji & Symbols ~ 3 Space ‘ 5
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> Retouradres Postbus 20301 2500 EH Den Haag

Aan de Voorzitter van de Tweede Kamer
der Staten-Generaal

Postbus 20018

2500 EA DEN HAAG

Microsoft CEQ Satya Nadella | Stephen Brashear/Getty Images

Datum 20 december 2018

‘ e ~ Microsoft to update Office Pro Plus after
Onderwerp Reactie op berichtgeving in de media o\ taee . -
door Microsoft. Dutch ministry questions privacy

The Netherlands' justice ministry was concerned popular
B programs were sending diagnostic data from Europe to the US
De heer Oztiirk {DENK) heeft tijdens regeling van w  without adequate user controls.
november gesproken over berichtgeving in de medi

: : By DANIEL LIPPMAN | 2/819, 7:30 AM CET | Updated 2/819, 5:03 PM CET
opslag door Microsoft".

Naar aanleiding van zijn verzoek deel ik u, mede namens de minister van
Binnenlandse Zaken en Koninkrijksrelaties, het volgende mede.

De minister van Binnenlandse Zaken en Koninkrijksrelaties bevordert vanuit de



D January 2020: global new Online Service " 8 google-n! e
Terms and Data Processing Addendum o —

MUST READ DIGITAL TRANSFORMATION PROJECTS ARE A
NIGHTMARE. HERE'S HOW TO GET THEM ON TRACK

=. Microsoft | Microsoft 365 Products .~ Resources .  Support Microsoft's new Office 365 terms: All Microsoft +  Searc
"We won't use your data for
advertising or profiling’

US businesses can thank privacy-
conscious Europeans for improvements in
Microsoft's Online Services Terms.

January 8, 2020

Updated Microsoft Online Servic
available to our customers arour

.

By The Microsoft 365 Marketing Team

@ Share v

Today, we published the updated Microsoft Online Services Terms with the changes ¢ M M

As Julie Brill, Microsoft's Corporate Vice President for Privacy and Regulatory Affairs, ( transparency for our
commercial cloud customers, these changes provide our customers with more transparency on data processing in the Microsoft cloud, and increase Microsoft's data
protection responsibilities for a subset of data processing that we engage in when we provide commercial cloud services. As of today, the updated terms are
available to all our commercial customers—public sector and private sector, large enterprises, and small and medium businesses—globally.




D Specific legal improvements Dutch government

Privacy guarantees apply to *all* personal data

Limitation to 3 purposes: (1) to provide and improve the service,
(2) keeping the service up-to-date, and (3) secure.

Prohibition on profiling, market research, targeted ads and data analytics.
Ban on ‘recommendations’ for products not purchased or used by the

customer

Effective audit rights. The Dutch gov has published the findings of the first
annual audit, and will soon publish the findings of the second audit
Anonymisation according to EDPB guidelines




D Worldwide technical improvements Microsoft Office

Public documentation telemetry

Admins can choose telemetry level: Required, Optional or Neither
(Dutch gov recommends to choose Neither)

Users can check the dataflow via the data viewer tool

Many Connected Experiences now in data processor role

Admins can centrally disable different connected experiences




D May 2021 new Microsoft promise: *all* personal data in the EU

=. Microsoft | EU Policy Blog About Us « Policy Issues «  Tech Fit 4 Europe Podcast

Answering Europe’s Call: Storing and Processing EU
Data in the EU

May 6, 2021 | Brad Smith - President and Chief Legal Officer

£ Jin] ¥

Today we are announcing a new pledge for the European Union. If you are a commercial or public sector
customer in the EU, we will go beyond our existing data storage commitments and enable you to process and
store all your data in the EU. In other words, we will not need to move your data outside the EU. This
commitment will apply across all of Microsoft’s core cloud services — Azure, Microsoft 365, and Dynamics 365.
We are beginning work immediately on this added step, and we will complete by the end of next year the
implementation of all engineering work needed to execute on it. We're calling this plan the EU Data Boundary
for the Microsoft Cloud.

PRIVACY
c OMPANY




D DPIA results

DPIA on Google Workspace (prev. G-Suite)




D Scope of Google Workspace DPIAs

* Two different DPIA's: for Dutch gov
(Enterprise) and for two Dutch universities
(Education)

» 3 platforms: Chromebook, MacOS and
Windows 10, plus iOS and Android apps

* 20 Core Services
* 5 Addditional Services + Chrome
* 3 Features (Spelling, Explore en Translate)

e 1 Related Service (Feedback)

COMPANY

Scope Data Protection Impact Assessment
G Suite Enterprise

Besturingssystemen & Apps Browser
Chrome- Mac OS5 Wi ndws e} Android Google
book Chrome

Core Services

eet Hangouts Contacts asks Keep
Calendar  Jamboard Sites Forms Sheets Docs Slides
oogle + Groups Cloud Vnult mail Cloud
for Busi- Search +oDiso ndhc‘;\" Identity
ness and Manage-
retrieval ment
+ Data Loss
ac7pas by
SErvices + Bocurity
Canter
+ Davic
Management

Additional Services
web an ocation ’
app istory 1
YouTube Maps Web and  Location Search
App Histary
Activity




D Additional

Services

+ Google ChromeOS
& Chrome browser

App Maker Blogger Campaign Manager
Chrome Web Store FeedBurner Fusion Tables
Google Ad Manager Google Ads Google AdSense

Google Alerts

Google Analytics

Google Bookmarks

Google Books

Google Chrome Sync

Google Classroom

Google Cloud Platform

Google Custom Search

Google Data Studio

Google Domains

Google Earth

Google Finance

Google Groups

Google InYour Language

Google Maps

Google My Business

Google My Maps

Google News

Google Partners

Google Payments

Google Photos

Google Play

Google Play Console

Google Public Data

Google Scholar

Google Search Console

Google Shopping

Google Takeout

Google Translator Toolkit

Google Trips

Individual Storage

Location History

Merchant Center

Mobile Test Tools

Partner Dash

Play Books Partner Center

Project Fi

Science Journal

Search Ads 360

Studio

Third-party App backups

Tour Creator

Web and app activity

YouTube




D Key privacy problems with Google Workspace

* Googleis a processor for Core Services but data controller for all other services,
such asYouTube, Search and Chrome, and for all Diagnostic Data. Google
processes for 33 purposes as controller, plus 22 purposes for Chrome.

* As processor Google thinks it may process both Content and Diagnostic Data for
any purpose it deems compatible. In total Google process for 17 broad purposes.

* Gov and universities enable Google to further process the personal data it obtains
as processor in a role as controller: this makes them joint controllers with Google

* Lack of transparency about the different kinds of personal data Google generates

and collects, no data subject access provided to telemetry data and cookies




) CNIL fined Google 50 million euro for vague purposes

The restricted committee observes in particular that the purposes of
processing are described in a too generic and vague manner, and so are
the categories of data processed for these various purposes.

Essential information, such as the data processing purposes, the data
storage periods or the categories of personal data used for the ads
personalization, are excessively disseminated across several
documents, with buttons and links on which it is required to click to access
complementary information. The relevant information is accessible after
several steps only, implying sometimes up to 5 or 6 actions.




D Conclusions July 2020: 11 high and 3 low risks

© oY oW N E

[
(®)

11.

Lack of purpose limitation Content data: loss of confidentiality of personal data, loss of control, risk of re-identification
Lack of purpose limitation Diagnostic data: loss of control, unlawful processing

Lack of transparency Substantive data: loss of control

Lack of transparency Diagnostic data: loss of control, risk of re-identification

No legal ground for Google and universities: loss of control, unlawful processing

Lack of privacy controls for administrators and users: loss of control and loss of confidentiality

Privacy-unfriendly default settings: Loss of control and loss of confidentiality

Single Google Account: Loss of control, loss of confidentiality

Lack of control over sub-processors: Loss of control, loss of confidentiality

. Lack of control over transmission of personal data by Features to external websites: loss of control, loss of

confidentiality, risk of re-identification
Inability to exercise data subjects' rights

Low risks

Cloud provider: unauthorised access to content and metadata: loss of control, loss of confidentiality, re-identification of
pseudonymised data and unlawful (further) processing

Employee monitoring system: chilling effect to exercise (related) rights

Impossibility to delete historical diagnostic data: increased risk of re-identification of pseudonymised data and unlawful
(further) processing

1.




Ryger, On the Verge of Understanding, Shuttershock royalty-free




D 8 high and 3 low risks

Lack of purpose limitation Content data: loss of confidentiality of personal data, loss of control, risk of re-identification
Lack of purpose limitation Diagnostic data: loss of control, unlawful processing

Lack of transparency Substantive data: loss of control

Lack of transparency Diagnostic data: loss of control, risk of re-identification

No basis for Google and universities: loss of control, unlawful processing

Lack of privacy controls for administrators and users: loss of control and loss of confidentiality

SLp W N R

11. Inability to exercise data subjects' rights

Low risks

1. Cloud provider: unauthorised access to content and metadata: loss of control, loss of confidentiality, re-identification of
pseudonymised data and unlawful (further) processing

2. Employee monitoring system: chilling effect to exercise (related) rights

3. Impossibility to delete historical diagnostic data: increased risk of re-identification of pseudonymised data and unlawful
(further) processing




D Request for help to Dutch Data Protection Authority

s

~ ¥ Rijksoverheid
P

L

* Prior consultation ex art. 36 GDPR for the

Dutch government (does not yet use Google

Workspace) f||ed 15 Feb 2021 Kamerbrief over advies Google Workspace

I/

* Request for advice ex art. 58 GDPR for the i ifiiuferscangepavens{EF}averhelig teunan
D UtC h U N IVE I’S |t| ES, Seco N d a ry a N d p I’I m a ry E;j);ilifnf:ri:r:iizterprise (Google Workspace). Het advies zit als bijlage
SChOOlS (Very hlgh penetratlon Of Download 'Kamerbrief over advies Google Workspace'
Chromebooks and Workspace) ol aisleed

* Reply from Dutch DPA 11 June 2021: stop —

US|ng Google Workspace for Ed Ucatlon > JAuds\:;teiseizlie\:eI?ﬁ;;c;?;:‘applicatiesGoogleGSuite Enterprise door de minister van
before the new school year if the problems i?;(iuvt::Zeeitk:irtsoooor:;ie”g;:\;;:s..(.AP)geeftadv‘lesoverdeverwerkingvan persoonsgegevens bij de

are not solved

COMPANY
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Dutch education IT crisis averted as Google
agrees to 'major privacy improvements' ,

'‘Google has agreed to become more transparent' - over optimistic?

Tim Anderson Wed 11 Aug 2021 // 07:01 UTC
1400 Google has agreed to "major privacy improvements" following a threat to ban
the use of Google Workspace in education by the Dutch Data Protection
M Authority (DPA).

In March, Privacy Company concluded that eight out of 10 high privacy risks
in Google's productivity suite, Workspace, remained. The Dutch educational
institutions then asked the Dutch DPA for advice. At the end of May the DPA
warned schools and universities to stop using Google Workspace for
Education before the start of the new school year.

Now, after what Privacy Company, a data consultancy employed by Dutch
education IT cooperatives, called Google's "intense negotiations with




D August 2021: Google Update report for schools/universities

@COMPANY

High risks mitigated by the following measures:

* Google to act as data processor for the Diagnostic
Data, processes for only 3 purposes

* Google will publish much more documentation

* Google will become a data processor for the Chrome
browser and Chrome OS on Chromebooks in 2 years

* Organisations must themselves take a lot of
measures to mitigate risks of remaining Google
controller services

https://[www.privacycompany.eu/blogpost-en/google-

_ e mitigates-8-high-privacy-risks-for-workspace-for-education




D New reports published about Workspace and managed ChromeQOS and
Chrome browser

* Dutch DPA warned the Dutch minister of Education in
March 2023: ensure full compliance before 1 July 2023, or
stop using Workspace in Dutch schools and universities.

* Reality: 80% of primary schools in the Netherlands use the
'free' Fundamental Workspace edition: a switch to for
example Microsoft Office would be very costly.

* Inspection results of Google's delivery of promises from
July 2021: Google has effectively mitigated the high risks,
or reduced them to a low risk.

Check the new reports at: https://sivon.nl/alles-over-de-dpias-op-

google-workspace-chromeos/




D Mitigating measures Google

* Google has built an Diagnostic Information Tool (DIT), and has documented
Telemetry from Workspace Enterprise and Education.

* Google has published new documentation about data subject access requests

* Google has released a processor version of managed ChromeQOS and Chrome
browser (mid August 2023)

* More settings are privacy by default for K-12
* Google has enabled Client Side Encryption for Meet/Drive/Gmail and Calendar
* Google is working on European Sovereign Controls

* SIVON has published detailed guidance for schools what settings to apply in
Chrome and in Workspace.

Check the manual with privacyfriendly settings at https://sivon.nl/wp-
content/uploads/2023/o7/Handleiding-ChromeOS-en-Chrome-

browser-SIVONSURF.pdf
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D New inspections Chrome and
Workspace June 2023

Work at SURF SURFspot My SURFmarket SURFdrive SURFfilesender Nederlands I

m IT facilities = Education & IT » Research & IT « About SURF

Driving innovation togei

This page has been automatically translated from Dutch. Read in Dutch.

public version, 24 July 2023
Privacy risks from 2021 Google Workspace
for Education DPIA sufficiently resolved

5 July 2023 - Google has taken steps in recent months to reduce the remaining risks
from the 2021 DPIA as agreed and within the deadline.

By Sjoera Nas and Floor Terra

Senior advisors Privacy Company

Based on the agreements with Google and verification by our external privacy partners, SURF and SIVON conclude that
institutions can continue to use Google Workspace for the time being. This means that the institution's management does not

need to make any changes for now. You can find the updated DPIA report here.

Google keeps agreements

In January 2023, SIVON, SURF and a team of external (privacy) experts and lawyers thoroughly examined and assessed the
measures taken by Google following the 2021 DPIA. We shared the results of this interim analysis with Google in February 2023.

https://www.surf.nl/en/privacy-risks-from-2021-google-workspace-for-
education-dpia-sufficiently-resolved
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D Unsolved issues

* Schools must still disable Workspace Additional Services (YouTube, Search)
because Google remains a data controller.

* CSE is not available for the free Fundamentals version of Workspace.
* During the inspection we found new risks - Google will have to solve these risks.

* The inspection report does not address the risks of transfer of personal data to
third countries (different from the USA). We are still testing Google Meet
encryption, and expect to finalise a separate DTIA on the use of Google Meet
before the end of September 2023.




D Scope of Zoom DPIA
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D Zoom DPIA and DTIA

* |Initial tech analysis between September and November 2020

* Completed part A (tech findings) in April 2021, including several rounds of input
from Zoom

* May 2021 DPIA completed: g high, and 3 low data protection risks, even though
Zoom already offered E2EE for meetings. Main problem: role as data controller

* DPIA not published pending intense negotations with Zoom

* Stronginvolvement of leadership at Zoom: weekly meetings with large team of
developers. The negotiated GDPR-proof agreement is available for all EU
customers

* March 2022: publication of completely revamped DPIA: six low, and no more
high risks, including DTIA on use of support desk in the Phillipines

https://www.privacycompany.eu/blogpost-en/new-dpia-for-surf-and-

dutch-government-on-zoom-all-high-risks-solved
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D DPIA on Facebook Pages Kabinel: overheid stopt met
Facebook als het zich niet

aanpast
Dutch government may quit Facebook 0000 =
:;:; POLITICS TECH INNOVATION FACEBOOK META SOCIALMEDIA » MORE TAGS SHARE THIS: i
Ale SATURDAY, 19 NOVEMBER 2022 - 07:15 nﬂmﬂ

re Dutch government will stop using Facebook if it doesn't
va improve private data handling

rec
exc The government will stop using Facebook if the social media platform does not improve how it handles sensitive

citi personal data, said State Secretary Alexandra van Huffelen, who handles digitization issues for the Cabinet. The
company contracted to vet Facebook's privacy policy said it is unlikely the company will meet all requirements. It

is therefore likely that the government will eventually withdraw from the social media platform.

© Shutterstock.com 18 NOVEMBER 2022

m De rijksoverheid ligt op ramkoers met Facebook. De Amerikaanse techreus
n zal diverse maatregelen moeten nemen om te voldoen om alle risico 's
rondom de gegevensverwerking van Nederlandse overheidspagina’s weg

https://[www.rijksoverheid.nl/documenten/kamerstukken/2022/11/18/kamerb
rief-over-onafhankelijk-onderzoek-naar-facebookpaginas-overheid
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DPIA findings

* Lack of clarity about the types of personal data FACEBOOK 00000

Facebook collects about visitors, especially cookies. Allow the use of cookies from Facebook in this

. . . ?

Those cookies are also used on websites outside browser?

Facebook, and also on visitors without a Facebook We use cookies and similar technologies {o help:

qAaCCou nt {@ Provide and improve content on Facebook Products

. . ﬁ Provide a safer experience by using information that we receive from cookies on and off

* Lack of transparency on the logic/algorithms used Facebook

tO dete rm|ne What posts and ads users see |n thelr @ Provide and improve Facebook Products for people who have an account

news feed: not even via view request

For advertising and measurement services off Facebook Products and analytics, and to

* Atleast1s purposes for processing, but not o Facebook These companies aso e conkies o comeanes
specifically and not exhaustively formulated

You can allow the use of all cookies, just essential cookies or you can choose more options

. . . below. You can learn more about cookies and how we use them, and review or change your
* Misleading consent question: Facebook places datr choice at any tme in our Cookie Polcy =
. . . - 1 | .
tracking cookie if a visitor says 'No' to non-essential s T
COO k|es (Essentlal cookles Only) 1!3532;00#(@5 are required to use Meta Products. They're necessary for these sites to work as >
\

* Facebookiis a joint controller....

Only allow essential cookies Allow essential and optional cookies




D If not a joint controller: then Facebook is a third party

« Compareitto hosting a conference in an event hall

* The hall's owner offers the space for free, but requires all visitors to register with their
real identity, and preferably as much other information as possible about their
interests and their friends

* The government cannot impose any requirement on data collection and processing:
under its own privacy statement, the owner is allowed to pass on visitor data to all of
its 'partners’, 'advertisers' and 'other trusted parties'.

* The event hall makes good cheer for its content-strong government congress, but has
organised the walking route so that visitors have to walk past 10 other events first,
with free fast food (rage-inducing messages!). To get to the government congress, you
have to take the stairs to the eighth floor.
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D Data Transfer Impact Assessment

, lata Transfer
Impact Assessment




D Why perform a DTIA now that the USA are adequate again?

* You canrely on an adequacy decision, even if you use SCC, and regardless if the
US company you export to has registered as participant in the Data Privacy
Framework.

* But: Schrems-lll is in the making, we advise our customers to continue to use
SCC, also to ensure a harmonised set of rules with subprocessors in third
countries.

* If yourely on SCC for transfer to third countries (for example for the support
desks from your cloud provider), you have to assess if there is problematic
legislation that applies to your transferred data in practice.

* We use the model created by the Swiss lawyer David Rosenthal to calculate the
risk.




D Three threat vectors for transferred data in third countries




BuzzFeed NeWs  How saudi Arabia Infiltrated Twitter v nlle

D Blackmailed

or bribed How Saudi Arabia Infiltrated Twitter
e m p | Oye e S “Proactive and reactively we will delete evil my brother.”

Alex Kantrowlitz
BuzzFeed News Reportes

Posted on February 18, 2020, a

0, at 2:42 p.m
(Wt | Biste | 2 comn

Ali Alzabarah was panicked. His heart raced as he drove home from Twitter's San
Francisco headquarters in the early evening on Dec. 2, 2015. He needed to leave the
country — quickly.

Earlier that day, Twitter's management accused the unassuming 32-year-old of accessing
thousands of user profiles without authorization to pass their identifying information —
including phone numbers and IP addresses — reportedly to Bader al-Asaker, the head of
Saudi Crown Prince Mohammed bin Salman’s charity and private office. When the
conversation concluded, management seized Alzabarah's laptop, put him on
administrative leave, and escorted him out of the building.

Arriving home at 5an Bruno's Acappella Apartments — a complex so close to San
Francisco International Airport he could hear planes fly overhead — Alzabarah planned
his escape. At 5:17 p.m. he called a handler, identified as Associate-1 in the FBI complaint,
who arrived in a white SUV two hours later. Driving around Alzabarah's neighborhood,
the two men called “Foreign Official-1" — al-Asaker, according to the Washington Post —
at 7:20 p.m., and again at 7:22 p.m. and 7:31 p.m. They then called Dr. Faisal Al Sudairi, the
Saudi consul general in Los Angeles, at 8:30 p.m., 8:38 p.m., and 9:26 p.m. Shortly after
midnight, the consul general called Alzabarah back and spoke with him for three
minutes.

COMPANY




D Three DTIAs published

Teams, SharePoint, OneDrive en de Azure AD (Dutch government and
universities)

https://slmmicrosoftrijk.nl/?smd process download=1&download id=5286

Zoom (universities and Dutch government)
https://www.surf.nl/files/2022-03/dtia-zoom-8-feb-2022 0.0ds

AWS (Dutch government)

https://simmicrosoftrijk.nl/wp-content/uploads/2023/06/DTIA-Dutch-
Government-AWS-.pdf



https://slmmicrosoftrijk.nl/wp-content/uploads/2023/06/DTIA-Dutch
https://www.surf.nl/files/2022-03/dtia-zoom-8-feb-2022
https://slmmicrosoftrijk.nl/?smd_process_download=1&download_id=5286

D DTIA in 7 steps: based on the Rosenthal model

40.

o 0

Describe the intended transfer (what kind of personal data, are there any subprocessors? ->
separate DTIAs!)

Define the DTIA parameters (what applicable law in the third country)

Probability that the foreign authority has a legal claim (does that law apply to your data
processed by this specific provider)

Probability that the claim is successful (chance that the data can be ordered in legible format,
calculated over multiple years)

Probability of access through mass surveillance (chance that the data can be intercepted in
legible format via cables/wires)

Overall assessment (multiplication risk percentages)
Data subject risks (chance x impact, depending on the nature of the data)

Safeguards (incidental or structural transfers, E2EE, what legal guarantees, track record, are
there SCCs)



D Example of DTIA in Excel 1/2

Data Transfer Impact Assessment (DTIA) on the

transfer of C: Data via [pi cloud
1 provider in the USA]
2
3 Step 1: Describe the intended transfer
4 |a)  Dataexporter (or the sender in case of a relevant onward transfer):
S |b)  Countryofdata exporter:
6 | Data importer [or the recipient in case of a relevant onward transfer):
7 |d)  Countryofdataimporter:
8 |e)  Contextand purpose of the transfer:
300 Categories of data subjects concerned:
10 |8 P d
h)  Sensitive personal data:
1|
12 |i)  Technical implementation of the transfar:
B i Technical and organizational measures in place:
K Relevant onward transfer{s) of personal data (if any):
15 |} Countries d
®

1 75m|ﬂ_ Define the DTIA parameters
w

L]
ZUI:}
216}
22
23 |d)

)
24

"
25

8l

26

Starting date of the transfer:
Assessment period in years:
Ending date of the assessment based on the above:
Target jurisdiction for which the DTIAis made:
Is importar an Electronic ications S

Provider azd

in USC5 1881(b)(4):

Does it to legally resist every request for

access:
Relevant local Iaws taken into consideration:

This DTIA was made by Darid Rosenthal,

[University X/government organisation V]

Netherlands

USA and data centres in the EU

employees/workers and students/pupils with professional Education or Enterprise [provider] accounts, and external guests with consumar accounts or
individuals whose data are otherwise processed by [XX] on behalf of [University X/gevernment organisation Y]

content data that may include text, sound, video, and image files

2 For example lccation data, salary information, company or per: , data relati dren under 16 years, spy
of data and data revealing racial or ethnic origin, political opinions, reli beliefs, or trade uni andthe
geneticdata, biometric data for the purpose of uniuely identifying person, data i data natural person’s sex life

or sexual orientation [Art. 8 GDPR) and/or personal data ralating to criminal convictions and offences or related security measures (Art. 10 GDPR).

use of TTP

For exampl the data, ised data....

none
none

Reasoning
[fillin date]
2
X2
UsA
Yes Fanswer is W "EGF and FISA T donot anpik

Yes

Section 702 FISA, EOP 12,333 (mitigated by PPD-28), National
Security Letters, FISAWarrants, FISA business records order, FISA
pen act register, US Cloud Act, US Stored Communications Act (SCA)

27?ms:mm-mhmhvlnllqﬂﬂnhmmwmnmixﬁnmm
2

k-1

Number of cases under the laws listed in Step 2g per year in which an
i o

authority in the USAIs esti © P
through lagal ion di hi i

Share of such cases in which the request occurs in connection with a
case that due to its nature in principle permits the authority to obtain

the data also from a provider

ity thatin th
company to successfully cause the authority (by legal means or

COMPANY

itwill be possible for the

Probability Cases Cases
Rationale
per case peryear  remaining
7 x betieen s
TOCNT: € £UTSHES (e Tl e
estimate based on ([ Aictorical date, a0 (38
i than

pros
Section T pIOCeaUes Kot dats ielating (oo US.
FRREGRE it LI SUTCHEST 35 & GaNEROY by e FISER 1o
Prababie cause s requied Qovernment Joes not have
ISE e seek i

undertakes surveilance of & speciie non LS indical
TOLG Transparency répants for L RO ACT « NSE «

i A =

il - answer (0 C2F Ves: the dtelhocd ic Mabert

42
43

44

a5

48

47

8

43

50

51

52

53
54

55

A B

d) F ility thatin the remaini the d data willbe
provided in one way or ancther (e.g., with consent or through legal or
administrative assistance)

e) F ility that in the remaining the ity will consider the
data itis seeking to be so important that it will look for another way to
obtain it

Number of cases per year in which the question of lawful access by a foreign authority arises

a)

)

)

Legal Basis

Number of cases in the period under consideration

US CLOUD Act, US Stored
Communications Act (SCA)

the following.

Prerequisite for success

Probability that the authority is aware of the provider and its.
SubCONtractors (prerequisite no. 1)

Probability that an employee of the provider or its subcontractors will
gain access to the data in plain text in 2 support-case ... (prerequisite no.
... and is able to search for, find and copy the data requested by the
authority (prereq

ne.3)

F ility that despite the i taken,
employees of the provider, of its subcontractors or of the parent
company technically have access to data in plain text (also) cutside a
support situation [e.g., using admin privileges) or are able to gain such
access, e.g., by covertly installing a backdoor or "hacking” into the
... and are then able to search for, find and copy the data requested by
the authority (prer
P ility that the provider, the or its parent company,
respectively, is located within the jurisdiction of the authority
(orersauisite no. 41
F ility that despite the Ily limited access and the

and izati sres in place, the
is permitted to order the provider, its subcontractor or the parent
company, respectively, to obtain access to the data and produce itto
the authority in plain text (prerequizits no. 5)
Probability thatif data were to be handed over to the foreign
autharity, this would lead to the criminal liability of employees of the
provider or its subcontractors, the prosecution of which would be
possible and realistic, and as a consequence, the data does not have
to be produced or is not p ¢no.§)

< 0o 3)

Probability that the company does not succeed in removing the
relevant data in time or otherwise withdrawing it from the provider's
Bccess (prerequicite no. T)

10%

0%

10%

Residual risk of successful lawful ccess by a foreign authority through the provider (given the countermeasures):

F

0,00
0,00

100%

100%

10%

20%

Modified model based on David Rosenthal

AN CR00E FECYOL the €56 EntINed Streaming Content
Dot and Et/Crganisations cannol consent (e transfer
Gals i (he e, based o At 48 GLPS fatsent s

AL T with the LS8

s assumed this Question ies (a assess the
Lrclatiity that Soam o the Cusiomer is hacked This
cannot de erobided

Rationale
AN AR & WO RICINT CCUTITIINC SIS Y CTEr it &
Subsiantial amaunt of Entesise andicr Eab Custamers
o the £/

Heleeis appded

Thhe prodatitiy s perc i e8ee i anpied and the
S O dladi o

vertintanily Shire any CCTNent Gt in Aot example
SYBOCI IEGUESLE
The protahilivis rera i elee is anpled

oo

i 2 UR based company

AN Cannol deorl the elee content diva FUS

Suthevities want i ablain SO0PSS i plain tex, they must
ook EANS, SUCH &5 " . £

S o 3 ing XX ter il ity &

the sctware, ook ¥ andimplant & bech-docy, aardy

Fdsical sarveance OF the Suspec, etc:

z % Socess
management, antibuibery podey, ..

H B CODtEnt T3l 3 S5 ETOIGED IS HOT DECESEINY
for the EUELR! oy Entesprise custarmer (o Stap using the:
LONNCEE QR NN TFCHTRE e CUSIOIeT EASL R Car e
Jenger caimply with the SCC quarantees.




D Example of DTIA in Excel 2/2

52

53

4

I2

Step 4b: Probability of foreign lawful access by mass surveillance contents

The number cf years it takes for a lawful access to occur at least once with a 50 percent prebability.

Legal Basis consi i Saction 702 US Foraign Intalligence Survaillance Act
Probability in the period

a)  Probabilitythat the data atissue is transmitted to the provider of its o

subcontractors ina manner that permits the telecommunications

providers in the country toview itin plain text as part of an upstresm

monitoring of Internet backbanes
b) ility that the data will o v 0%

selectors (i.e., search h as specific

senders of electronic communications)
¢}  Probabilitythat the provider or 2 subcontracter in the country is 0%

abletoonan i the data in plain text for

selectors (i.e. search terms such certain recipients or senders of 0,00%

electronic the customer’ as

partofa i icati
d)  Probability that the provider or 8 subcontracter in the country above 0%

may be leg; perform such as [ the

company's data
)  Probabilitythat the data is regarded as content that is the subject of

intelligence searches in the country as per the above laws
Residual risk of successful lawful access by 2 foreign vice wi 8 of legal recourse (in view of the §
countermeasures): s
Step 5: Overall assessment
Frobability that the question of Iawful access via the cloud provider will arise at all (1 case in the period = 100%) 0,00%
Probability of successful lawful access by g these despite the 0,00%
Frokability of additional successful lawful access by a foreign i thereisnog of legal recourse "
(despite countermeasures) -
|Overall probability of a successful lawful access to data in plain text via the cloud provider in the observation period:
Description in words (based on Hillson®): Very low
The number of years it takes for a lawful access to occur at least once with 3 90 percent probability: -

(FISA), Executive Order (E0) 12.333

Rationale

TS encyption. eoogpetion of ccorents fom Customer
6 Y enddint

TLS encgoticn enmugption oF Conlents fiom Customer
10 A endticint

LS encigntion eocugpetion of ccorents fiom Customer
1o XX enghoint

LS encryption; encption of ccntents fom Customer
fo XX enghaint

Wis plousitie thet scme content exchanged s XN by an
Eltgou o univessiy cxganisation is considered

HOhINGRC U the drowser (Trstead f the KX clent)
Canncr b el encigHted

“Seater<fiirs Venlow' BAE = Tow! 08 Medium | 65z Mok "ancs 5= Vierwhinh fby Dove 2008 see b

86
87
88

83

30

Ll
92
93

94

35

36

37

38
33

100
101
102

03
104
105

106

a7

Step 6: Data subject risks
Rationale
i imated)p i . i aac Veselow
r Estimated impact of rick (= AOCNONWTHEST d3te OF 56 Enciynted K aaimins Koot the IECOMMendstion (e soplk elee, the
Gale with custamer convaled dey oanient el s K and any
Sttty Shlercepting the Giata
Low
Very High
High Medium
Medium Medium  Medium
Low Medium  Medium
Very Low
0 1 2 3 4
Step 7: Define the safeguards in place
Fessoning
a)  Wouldit be feasible, from a practical, technical and economical point  Yes P ELAL. i can ohoc AT AT U 5 s hat fociltale the meetings However, this
73 CPESE <t <, e N A base
of view, for the data exporter to transfer the parsonal data in question m’:",;x RO 00 I EVOON dECESE (O OEORVE ROV O LS, Deasse AR § LSbired comping
to a location in a whitelisted country instead? pursue this
aption
b) Is the personal data transferred under one of the exemptions pursuant No Steverursl transters, not incidental
to applicable data protection law (e.g., Art. 43 GDPRin case of the
GDPRJ?
<) Is the personal data atissue transmitted to the target jurisdictionin  No Ensure thoe dotz  SUCHQIECOTITENGINICD (G SBTINS 16 S0l ELEE. Adahicraily s trafic cver the internet s protected by
cleartext (i.e. there is no appropriate encryption in-transit)? domdihe. eneugndion in iransit (SSLTLS]
sncrypied
d) Isthe personal data atissue accessible in the target jurisdiction in No
clear text by the data importer/recipient or a third party [i.e. the data Ensure thot Ghes
remains
is either not appropriately encrypted or access to the keys to decrypt wcppted
is possible)?
e) Isthe personal data at issue protected by a transfer mechanism Yes e i are dn ploce for oantralier S5 ks generaly expecied.
) k HACURH the 163500 whe & 1anSfer impoey. sk a5 AL I, frevm the Foct that US
bythe ‘ data law (e.g., the EUAS:andard Ensure that the PN I Ul fimpevies] as 3 LS envine o ok conmply with s o et
Contractual Clauses in case of the GDPR, approved BCR, or-in the case machonism ahoul this
of an onward transfer - a back-to-back-contract in line with the EU SCC), pgusti st
and can you expect compliance with it, insofar permitted by the target wsth
jurisdiction, and judicial enfc (where i ?
Based on the answers given above, the transfer is: permitted
Final Step: Conclusion
In view of the sbove and the applicable data protection laws, the transfer is: Reassess atthe latest by: X+2

(o if there are any changes in circumstances)

This Transfer Impact Assessment has been made by: Place, Date:
SURE L PRRVAC Y COMPANY

Signed:
Noos: Underthe EUSLL. the 1R i t0 be 3k 3508 7w
andlimporter. By:




D Main outcomes transfer risk assessments

* Our published DTIAs focus on the risks of transfer to the USA: but the Zoom
DTIA includes an assessment of transfer to the Philippines.

* Microsoft, Zoom and AWS have never provided personal data of European
public sector customers to US law enforcement and security agencies. That's
*including* gagging orders. AWS limits this guarantee to Content Data and to
law enforcement.

* Zoom process all personal data in the EU, except for incidental security and
trust&safety transfers. Microsoft will complete its EU Data Boundary by the end
of 2024. AWS only allows storage of Content Data in the EU.

* These cloud providers can still receive disclosure orders from government
authorities in third countries, but they contractually promise they will resist
with all legal means.
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D Conclusions 1/2

* Distrust claims by a provider that no personal data are being processed.

* You need to do technical research to understand what personal data are being
processed.

* Examine the data processing in a test environment, intercept outgoing
network traffic and submit a formal data subject access request.

* Check what data the provider collects through its website (e.g. when you sign
in to a browser tool, log in as administrator, submit a support ticket).

* Be patient, and keep on asking questions. It takes a long time for globally
operating cloud providers to make changes, but if they do, these are usually
global changes.

* ADPIAon a cloud provider is never finished: you have to keep on verifying
agreed mitigation measures.




D Conclusions 2/2

* Don'ttry to create privacy-improvements by yourself with BigTech: create
leverage through a national umbrella organisation, and/or at European level.

* Itisvery effective to share the findings from the DPIA with the provider: to
discuss mitigating measures together and to agree on a tight timeframe for
Improvements.

* Itworks very well to write a DPIA and DTIA in English and to announce that
you are going to publish them.

* Consider a prior consultation with the national Data Protection Authority if the
supplier is unwilling to mitigate risks.




Questions?

www.linkedin.com/in/sjoera

www.privacycompany.eu
info@ privacycompany.nl
0o70—820 96 90

Maanweg 174
Den Haag
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