i Ko P Integrierte Kommunikationsplattform
flir automatisierte Elektrofahrzeuge

Version number 2.0
Dissemination level Public
Project Coordination htw saar
Due date 2018-11-30
Date ofpreparation  201812-15

Funded by the
Federal Ministry
of Education
and Research



Project Goordination

Prof. Dr. Horst Wieker

Head ofiTSResearch Group (FGVT) at the

htw saarc Hochschule fiir Technik und Wirtschaft des Saarlandes,
University of Applied Sciences

Department ofTelecommunications

Campus AlSaarbriicken

Goebenstr. 40

D-66117 Saarbricken

Germany

Phone  +49 681 5867 195
Fax +49 681 5867 122
Email wieker@htwsaarde

iKoPA



iKoPA

Legal Disclaimer:

CKS AYF2NNIGA2Y AYy GKAA R20dzYSyd As@ivenINE OA R
that the information is fit for any particular purpose. The above referenced consortium
members shall have no liability for damages of any kind including without limitation
direct, special, indirect, or consequential damages that may result freuse of these

materials subject to any liability which is mandatory due to applicable law.

© by iKoPAConsortium 2018

R

Authors:

Daniel Beckeg¢ DCAITI

Bud Brueggec ULD

Manuel Fiinfrockem htw saar
Gundula GagzowULD
Dimitrij Gashimoy, htw saar
Mathias Kiifnec bmt
Richard Petrg SIT

Delan Rachinskif SWARCO
Rasmus RobrahnULD
Andreas Schmid SWARCO
Matthias Schmidt FOKUS
Bjorn Schinemang DCAITI
Mats Sturmg NXP

Jonas Vogt htw saar
Eckhard WaltersNXP
Niclas Wolniak htw saar
Harald Zwingelberg ULD



iKoPA

Version Date Description

0.1 201608-10 | Initial version

0.2 201610-31 | Studies included

0.3 201612-16 | Requirements included

0.4 2017-01-06 | Use Cases included

0.5 2017-01-31 | Architecture included

0.6 2017-02-13 | Reviewversion

0.7 2017-02-24 | Review included

1.0 2017-02-28 | Finalversionvl

1.1 201803-28 | System requirements structure added

1.2 201810-23 | Data protection clarifications in system description, system architecture
extended,visionary scenario extended, identity provider integrated
conclusion added DAB GeoCast added

13 201811-27 | Second review included

2.0 201812-14 | Final version v2



CONTENT

Table of Content

1 MOTIVATION. ... e

2 DESCRIPTION OF THREAITECTURE PROCESS...........

2.1 G0als Of the PrOCESS.......uuuiiiiiiiiiiiiee e
2.2 DESCIIPLION. ...t

3 RESULTS OF THE AREEBTURE PROCESS....................

3.1 IKOPA GOAIS.....cuiiiiii et
3.2 VisSionary SCeNANiD........ccceiviiiiiiiei e eeeiiee e
3.3 O I O L] <

3.3.1 The primay actors

3.3.1.1 App_CarRequestService

3.3.1.2 App_CarStateOfChargeService
3.3.1.3 App_ParkingLotReservation
3.3.1.5 Car Park

3.3.1.6 Car Park Barrier

3.3.1.7 CarPark Service Staff

3.3.1.8 Charge Point Management System
3.3.1.9 Driver

3.3.1.10EMCharging Station
3.3.1.11Forecast Service (TLF)
3.3.1.12Identity Provider
3.3.1.13SP_BillingService
3.3.1.14SP_CarRequestService
3.3.1.15SP_CarStateOfChargeService
3.3.1.16SP_RoutingServer

3.3.1.17Service Provider

3.3.1.18Traffic Light Controller
3.3.1.19User

3.3.1.20Vehicle

3.3.2 Overview of primary system use cases
3.3.3 Detailed view of primary & secondary system use cases

3.3.3.1 UGO1: Ensure parking and charging facility

Fehler! Kein Text mit angegebener Formatvorlage im Dokumegntversion2.0 | 201812-15

‘iKoPA



CONTENT (((i)‘\kO PA

3.3.3.1.1JCG01.0: Ensure parking and clgamg facility
3.3.3.1.2JCG01.1: Seek and select charging park

3.3.3.1.3JCG01.2 Reserve charging point

3.3.3.1.4JCG01.3.1: Acquire information via DAB
3.3.3.1.8JCG01.3.2: Acquire information via internet/HTTP
3.3.3.1.8JCG01.3.3: Acquire Information via Hy approach
3.3.3.1.UCO01.4: Designate destination location

3.3.3.1.8JCG01.5 Acquire voucher from identity provider

3.3.3.2 UGO02: Follow navigation guides

3.3.3.2.1JCG02.0: Follow navigation guides

3.3.3.2.2JCG02.1: Calculate possible routes

3.3.3.2.3JC02.2: Calculate routes on central server
3.3.3.2.4JCG02.3: Calculate routes locally

3.3.3.2.8JCG02.4: Update routing information

3.3.3.3 UGO03: Use Traffic Light Forecast for energy efficiestidvior
3.3.3.3.1JC03.0:Use speed advisory on traffic lights
3.3.3.3.2JCG03.1_local: Provide forecast locally
3.3.3.3.3JCG03.2_central: Provide forecast centrally

3.3.3.4 UGO04: Receive entrance clearance for car park via V2X authentication
3.3.3.4.1JCG04 0: Reeive entrance clearance for Car Park
3.3.3.4.2JG04.1 Authenticate at the Car Park via V2X
3.3.3.4.3JG04.2 Get entrance permission

3.3.3.5 UGO05: Park (partly) automated at charger
3.3.3.5.1JC05.0 Park (partly) automated at charger

3.3.3.6 UCO06: Pay parking and charging

3.3.3.6.1JCG06.0 Pay parking and charging
3.3.3.6.2JCG06.1:Report reservation to SP_BillingService
3.3.3.6.3JCG06.2 Register arrival and departureoin Car Park
3.3.3.6.4JG06.3 Register arrival and departure from charging spot
3.3.3.7 UGO7: Cameraased inCar Park positioning
3.3.3.7.1JCG07.0: Camerdased inCar Park positioning
3.3.3.7.2JCG07.1: Initial assignment afehicle to the infrastructure of the Car Park
3.3.3.7.2JCG07.2: Track vehicles using cameras

3.3.3.8 UGO08: Get access to parking lot via RFID Identification
3.3.3.8.1JC08.0 Get access to Car Park

3.3.3.8.2JCG08.1 Usage of charging / parkingrsice
3.3.3.8.2JCG08.2: Register initially as potential customer and User
3.3.3.9 UG09: Communicate with charger & charge

Fehler! Kein Text mit angegebener Formatvorlage im Dokumegntversion2.0 | 201812-15

21
22
23
24
25
26
28
29
30
30
32
33
34
34
36
36
37
38
38
39
39
40
42
43
44
44
45
45
46
48
48
49
49
50
50
50
51
53



CONTENT

3.3.3.9.1JCG09: Communicate with charger & charge
3.3.3.10UG10: Receive state of charge of Vehicle
3.3.3.10.1 UC10.0 Registration for state of chargd wehicle via App

3.3.3.10.2 UC10.1 Receive state of charge of vehicle to registered App
3.3.3.10.3 UC10.2: Send state of charge of vehicle to registered App
3.3.3.11UCG11: Request vehicle

UG11.0: Request vehicle

UG11.1: Register for car request service

UG11.2: Request Vehicle

UG11.3: Drive automated to the requested position

3.3.3.11.1
3.3.3.11.2
3.3.3.11.3
3.3.3.11.4

3.3.3.12UCG12: Drive informed and safe
3.3.3.12.1 UG12.1.0: Drive safe

3.3.3.12.11
3.3.3.12.1.2
3.3.3.12.1.3

UCGl12.1.1:
UGl2.1.2:

Get TPEG hazard warning
Vehicle takes preventive safety measures

UG12.1.3: Warning about infonation supply stall

3.3.3.12.1.4 UGC12.1.4: Driver is sure to be informed of a relevant hazard
3.3.3.12.2 UG12.2.0: Drive informed

3.3.3.12.21
3.3.3.12.2.2
3.3.3.12.2.3
3.3.3.12.24
3.3.3.12.25

3.3.3.12.31
3.3.3.12.3.2
3.3.3.12.3.3
3.3.3.12.34
3.3.3.12.35
3.3.3.12.3.6

4 TECHNOLOGIES

4.1
4.1.1

4.1.2

UG12.2.1:
UGl12.2.2:

Show information status quality
Initiate a rerouting task

UG12.2.3: Alert driver about a raie problem

UGl12.2.4:

Monitor routing options

UG12.2.5: Alert about significant ETA change
3.3.3.12.3 UC12.3.0 Acquire information

UG12.3.1:
UG12.3.2:
UG12.3.3:
UG12.3.4:
UG12.3.5:
UG12.3.6:

Analysis of technologies
Use case communication characteristics

Receive information through DAB

Request and receive informatittmough Internet
Detect unsolvable problem

Switch DAB reception

Determine optimal source

Scan through all DAB ensembles

Communication technologies

4.1.2.1 Use case communication matrices

4.1.2.1.1JC1: Ensure parking and charging facilities

4.1.2.1.2JC2: Follow navigation guides
4.1.2.1.2JC3 Use Traffic Light Forecast for energy effidiehavior

Fehler! Kein Text mit angegebener Formatvorlage im Dokumegn Version2.0 | 201812-15

‘iKoPA

53
55
55
56
56
57
57
58
58
60
61
62
64
64
65
66
67
68
69
70
71
72
73
74
75
76
77
77
79

Vi



CONTENT (((i)‘\kO PA

4.1.2.1.4)C4: Receive entrance clearance for car park via V2X authentication 91
4.1.2.1.8JC5: Park (partly) automated at charger 92
4.1.2.1.8JC6: Pay parking and charging 92
4.1.2.1. UC7: Camerhased inCar Park positioning 92
4.1.2.1.8JC8: Get access to parking lot via RFID Identification 93
4.1.2.1.9JC9: Communicate with charger & charge 93
4.1.2.1.10 UC10: Receive state of charge of Vehicle 93
4.1.2.1.11 UC11: Request vehicle 94
4.1.2.1.12 UC12: Drive informed and safe 94
4.2 CONVERGE ... e e 95
4.2.1 CONVERGE as a basis for iKoPA 95
4.2.2  Architecture Overview 96
4.2.3 Components 98
4.2.3.1 Car2X Initialization Body (GE) 98
4.2.3.2 Service Test and Certification Institute (SYC 99
4.2.3.3 Contract Supervision Authority (CSA) 99
4.2.3.4 Root CA 100
4.2.3.5 Long Term CA (LTCA) 101
4.2.3.6 Pseudonym CA (PCA) 101

4.2.3.7 Enrolment Authority (EA [C2CC: Long Term Certification Authority (LTCA)]) 101
4.2.3.8 Authorization Authority (AA [C2QC: Pseudonym Certification Authority (PCA)]) 102

4.2.3.9 Service Provider (SP) 102
4.2.3.10Service Directory (SD) 104
4.2.3.11Exception Posting Board (EPB) 104
4.2.3.12Misbehavior Posting Board (MPB) 105
4.2.3.13Geo Messaging Proxy (GE®W 106
4.2.3.14Geo Messaging Server (GEGM 106
4.2.3.15Bridge 107
4.2.3.15.1 Communication Network (CN) 107
4.2.3.16Mobile ITS Stations 108
4.2.317ITS Vehicle Station (IVS) 109
4.2.3.18ITS Roadside Station (IRS) 109
4.2.4  Architecture concepts 110
4.2.5 Role model 114
4.3 Analyss of Communication Protocols and Security.............ccccceeeeeveiiennns 115
4.3.1 Communication Protocols 115
4.3.1.1 The DAB standard 115
4.3.1.2 TPEG Communication Protocol 117

Fehler! Kein Text mit angegebener Formatvorlage im Dokumegntversion2.0 | 201812-15 VII



CONTENT

4.3.1.3 V2X protocols in general

4.3.1.4 RFID

4.3.1.4.Basic Concept

4.3.1.4.Zommunication protocol RFID interrogatpCar Park electronics
4.3.1.4.Xey handling using RFID UCODE DNA
4.3.1.4.Authentication and Privacy using RFID UCODE DNA features
4.3.2 Existing Security Mechanisms

4.3.2.1 Trusted Platform Modules

4.3.2.2 Transport Layer Security

4.3.2.3 Security in V2X communication

4.3.2.4 Authentication Mechanisms

4.3.2.5 Signature Schemes

4.3.2.6 ldentification Schemes

4.3.3 Challenges and Problem statements in iKoPA

4.3.3.1 TPEG Electric mobility charging Infrastructure (TPEGQ
4.3.3.2 TPEG Parking Information Application (TRE&D

4.3.3.3 Considerations for Reservation servicelaautomated CaPark entry
4.3.3.3.]Access control via V2X

4.3.3.3.2Access Control with RFID Tags

4.3.3.4 Conclusion

4.3.4 Security

4.3.4.1 Authentication mechanism fdReservation Functionality

4.3.4.2 Key handling principles and considerations for RFID Authentication
4.3.4.2.1KoPA RFID tags, Examples and Test environment
4.3.4.2.5ecure Key distribution between the systems components
4.3.5 Outlook DAB Geest

4.3.5.1 Current situation

4.3.5.2 Merging approaches

4.3.5.2.1GeoCast transported in TPEG

4.3.5.2.%/irtual Mult-Regional Broadcast Network

4.3.5.2.35e0Cast transported in DAB

4.3.5.2.3.1 GeoCast transported in TDC

4.3.5.2.3.2 GeoCast transported in MOT

4.3.5.2.3.3 GeoCast transported with a new protocol

4.3.5.2.&/PEG transported as GeoCast

4.3.5.2.55e0Cast as routing mechanism in TPEG
4.3.5.2.65eographical areas

4.3.5.3 Résumé

Fehler!Kein Text mit angegebener Formatvorlage im DokumehtVersion2.0 | 201812-15

‘iKoPA

119
122
122
125
126
127
128
128
129
130
130
131
131
134
134
137
137
138
138
139
140
140
141
141
141
143
143
146
146
147
149
149
150
151
151
152
153
156

VIlI



CONTENT

4.4 Electric MODIlity.........coooo e
4.4.1 Electric vehicles

4.4.2 Overview of electric mobility related standards

4.4.3 Charging of electric vehicles

4.4.3.1 Charging modes

4.4.3.2 Connection to the electrical power supply grid

4.4.3.3 Connection to the electric vehicle for AC charging

4.4.3.4 Connection to the electricehicle for DC charging

4.4.4 Communication of electric vehicles with the charging infrastructure
4.4.4.1 Basic signaling during electric vehicle charging

4.4.4.2 Connecting electric vehicle to infrastructure (V2G)

4.4.5 Key actors and market models for the public charging infrastructure
4.4.5.1 The independent enobility market model

4.4.5.2 The integrated infrastreture market model

4.4.6  Connectivity for the charging infrastructure

4.4.6.1 The Open Charge Point Protocol (OCPP)

4.4.6.2 The Open Clearing House Protocol (OCHP)

4.4.6.3 The Open Smart Charging Protocol

4.4.7 Charging stations equipment

4.4.7.1 AC charging stations

4.4.7.2 DC charging stations

4.4.7.3 Typical charging station configurations

4.4.8 User interaction and authentication with public charging stations

5 REQUIREMENTS. ... oo e
51 Requirement SITUCTUIE...........uuiiiiieeiieeeee e
52 Detailed description of each requirement................evvvvvvveevimiiiinnnns
5.2.1 Privacy Requirements

5.2.2  Security Requirements

5.2.3 System Requirements

6 THE ARCHITECTURE ...
61 h@SNBASG GLAIK..L.SASE Lo,
6.2 CompPoNeNts & INLEITACES........coiiiiiiiii e
6.2.1 Governance plane

6.2.1.1 Contract Supervision Authority (CSA)

6.2.1.2 Enrolment Authority (EA)

Fehler! Kein Text mit angegebener Formatvorlage im Dokumegntversion2.0 | 201812-15

........ 180

........ 180

181
198
198



CONTENT

6.2.1.2.Interfaces provided
6.2.1.2.2nterfaces used

6.2.1.3 Root CA (RCA)
6.2.1.3.Interfaces provided
6.2.1.3.2nterfaces used

6.2.2 Backend Plane

6.2.2.1 Authorization Authority (AA)
6.2.2.1.Interfaces provided
6.2.2.1.2nterfaces used

6.2.2.2 Exception Posting Board (EPB)
6.2.2.2.Interfaces provided
6.2.2.2.2nterfaces used

6.2.2.3 Geomessaging Proxy (GE®W
6.2.2.3.1nterfaces provided
6.2.2.3.2nterfaces used

6.2.2.4 ldentity Provider (IDP)
6.2.2.4.1nterfaces provided
6.2.2.4.2nterfaces used

6.2.2.5 Misbehavior Posting Board (MPB)
6.2.2.5.1nterfaces provided
6.2.2.5.2nterfaces used

6.2.2.6 Reservation Service (RESS)
6.2.2.6.1nterfaces provided
6.2.2.6.2nterfaces used

6.2.2.7 Service Directory (SD)
6.2.2.7.Interfaces provided
6.2.2.7.2nterfaces used

6.2.2.8 Service Provider (SP)
6.2.2.8.1nterfaces provided
6.2.2.8.2nterfaces used

6.2.2.9 TimeSynchronization (TS3
6.2.2.9.1nterfaces provided
6.2.2.9.2nterfaces used

6.2.3 Communication Network plane
6.2.3.1 Entities
6.2.3.1.Lanmunication Network
6.2.3.1.1.1 Interfaces provided
6.2.3.1.1.2 Interfaces used

Fehler! Kein Text mit angegebener Formatvorlage im Dokumegntversion2.0 | 201812-15

‘iKoPA

236
237
238
238
238
239
239
240
240
241
242
243
243
244
245
246
248
248
248
249
250
251
251
252
252
253
255
255
256
257
260
260
260
260
260
261
262
263



CONTENT

6.2.3.1.ZellularNetwork (CEN)

6.2.3.1.2.1 Components

6.2.3.1.2.1.1 Mobile Edge Service Provider
6.2.3.1.2.2 Interfaces provided

6.2.3.1.2.3 Interfaces used
6.2.3.1.3RSNetwork (IRSN)

6.2.3.1.3.1 Components

6.2.3.1.3.1.1 Geomessaging Server
6.2.3.1.3.1.2 IRS

6.2.3.1.3.1.3 IRS Management
6.2.3.1.3.1.4 Mobile Edge Service Provider
6.2.3.1..DAB Network (DABI)

6.2.3.1.RFID (RFN)

6.2.3.2 Geomessaging
6.2.3.2.1GeomessagingServer (GEOMS)
6.2.3.2.1.1 Interfaces provided

6.2.3.2.1.2 Interfaces used
6.2.3.2.eomessagingServerDAB (GEEAWS
6.2.3.2.2.1 Interfaces provided

6.2.3.2.2.2 Interfaces used
6.2.3.2.3eomessagingServerG5 (GEQH)S
6.2.3.2.45eomessagingServerCellular (GEEAWS
6.2.3.3 TimeSynchronization (T€J

6.2.4 Remote Station Plane

6.2.4.1 Remote Station

6.2.4.1.Interfaces provided
6.2.4.1.2nterfaces used

6.2.4.2 Components

6.2.4.2.Smartphone

6.2.4.2.1.1 Interfaces provided

6.2.4.2.1.2 Interfaces used
6.2.4.2.2/ehicle

6.2.4.2.2.1 Interfaces provided

6.2.4.2.2.2 Interfaces used
6.2.4.2.LarParklInfrastructure
6.2.4.2.£hargingStation
6.2.4.2.9rafficLightController
6.2.4.2.6\ccess Barrier

Fehler! Kein Text mit angegebener Formatvorlage im Dokumegntversion2.0 | 201812-15

‘iKoPA

265
265
265
266
266
267
267
267
268
269
270
270
271
271
271
272
273
274
275
275
275
275
276
276
276
277
278
279
279
279
279
280
280
280
281
281
281
281

Xl



CONTENT

6.2.4.2.6.1 Interfaces provided
6.2.4.2.6.2 Interfaces used
6.2.4.2.6.3 Components
6.2.4.2.6.3.1 RFID Reader
6.2.4.2.6.3.1.1 Interfaces provided
6.2.4.2.6.3.1.2 Interfaces used
6.2.4.2.6.3.2 TPM

6.2.4.2.6.3.2.1 Interfaces provided
6.2.4.2.6.3.2.2 Interfaces used
6.2.4.3 TimeSynchronization (TS

6.3 Low Level CONCEPLS......uvviiiiiieeeeiieeiiiiime et

6.3.1 MobileEdgeServiceProvider (MESP)
6.3.1.1 CarParkAutonomuosDrivingSupport (CPADS)
6.3.1.1.1nterfaces

6.3.2 ServiceDirectory (SD)
6.3.2.1.1nterfaces

6.3.2.1.Zomponents

6.3.2.1.2.1 ServiceDatabase

6.3.2.1.2.2 SyncAdapter

6.3.2.1.2.3 WebServiceAdapter
6.3.2.1.2.4 Interfaces

6.3.3 ServiceProvider (SP)

6.3.3.1 SP_BillingService
6.3.3.1.1nterfaces

6.3.3.2 SP_CarRequestService
6.3.3.2.1nterfaces

6.3.3.3 SP_CarStateOfChargeService
6.3.3.3.1Interfaces

6.3.3.4 SP_Charging&ParkingManagement
6.3.3.4.Interfaces

6.3.3.4.Zomponents

6.3.3.4.2.1 Charge Point Management
6.3.3.4.2.2 Parking Infrastructure Status Monitor
6.3.3.4.2.3 Reservation Handler

6.3.3.5 SP_BEMobilityProvider
6.3.3.5.Interfaces

6.3.3.6 SP_ReservationService
6.3.3.6.Interfaces

Fehler! Kein Text mit angegebener Formatvorlage im Dokumegntversion2.0 | 201812-15

‘iKoPA

282
282
282
282
283
283
283
283
283
283

284
284
286
286
288
289
289
289
290
290
291
291
292
292
293
293
294
294
295
296
297
297
297
297
298
298
299

Xl



CONTENT

6.3.3.7 SP_TrafficLightsForecastService
6.3.3.7.Interfaces

6.3.4 Ticket Authentication System
6.3.4.1 Components
6.3.4.1.Reservation Service

6.3.4.1.1.1 Interfaces

6.3.4.1.2dentity Provider

6.3.4.1.2.1 Interfaces

6.3.4.1.3Access Barrier

6.3.4.1.3.1 Interfaces

6.3.4.1.3.2 Components

6.3.4.1.3.2.1 RFID Reader
6.3.4.1.3.2.1.1 Interfaces
6.3.4.1.3.2.1.2 Components
6.3.4.1.3.2.1.2.1 TPM

6.3.4.1.3.2.1.2.1 Interfaces
6.3.4.1.6P_Charging&ParkingManagement
6.3.4.1.%Car Park

6.3.4.15.1 Interfaces
6.3.4.1.66P_ReservationService
6.3.4.1.6.1 Interfaces

6.3.4.1. ¥ehicle

6.3.4.1.7.1 Interfaces
6.34.1.8Smartphone

6.3.4.1.8.1 Interfaces

6.3.5 Traffic Message Distribution
6.3.5.1 Traffic Message Distribution DAB
6.3.5.1.Components

6.3.5.1.1.1 DAB Transmitter
6.3.5.1.1.1.1 Interfaces

6.3.5.1.1.2 DAB Multiplexer
6.3.5.1.1.2.1 Interfaces

6.3.5.1.1.3 Geomessaging Server DAB
6.3.5.1.1.3.1 Interfaces

6.3.5.2 Traffic Message Distribution TPEG
6.3.5.2.Components

6.3.5.2.Zontent provider

6.3.5.2.2.1 Interfaces

Fehler! Kein Text miangegebener Formatvorlage im Dokumenit. Version2.0 | 201812-15

‘iKoPA

299
300
301
301
301
302
302
302
302
303
303
303
304
304
304
304
304
305
305
305
305
306
306
306
307
307
308
309
309
310
310
311
311
312
312
313
313
313

X1l



CONTENT

6.3.5.2.3 PEG Playout Center
6.3.5.2.3.1 Interfaces
6.3.5.2.45eomessagingProxy
6.3.5.2.4.1 Interfaces

6.3.6  Vehicle ITS Station

6.3.6.1 Autonomous Driving Unit
6.3.6.1.Interfaces
6.3.6.1.Zomponents

6.3.6.1.2.1 Collision Check
6.3.6.1.2.1.1 Interfaces

6.3.6.1.2.2 Position Estimator
6.3.6.1.2.2.1 Interfaces

6.3.6.1.2.3 RealTime Control Box (RT Ctrl)
6.3.6.1.2.3.1 Interfaces

6.3.6.1.2.4 Trajectory Calculator
6.3.6.1.2.4.1 Interfaces

6.3.6.2 Application Unit (AU)
6.3.6.2.Interfaces
6.3.62.2Components

6.3.6.2.2.1 Coupling Management
6.3.6.2.2.1.1 Interfaces

6.3.6.2.2.2 BackendConnectionManager
6.3.6.2.2.2.1 Interfaces

6.3.6.2.2.3 Configuration Management
6.3.6.2.2.4 DAB Middleware
6.3.6.2.2.4.1 Interfaces

6.3.6.2.2.5 GlobalTransactionLogging
6.3.6.2.2.6 Monitoring

6.3.6.2.2.7 SoftwareManagement
6.3.6.2.2.8 TimeSyncServer
6.3.6.2.2.8.1 Interfaces

6.3.6.2.2.9 RFID Management
6.3.6.2.2.9.1 Interfaces
6.3.6.2.2.10  Security

6.3.6.2.2.11  ServicePlattform
6.3.6.2.2.11.1 Interfaces
6.3.6.2.2.11.2 Components
6.3.6.2.2.11.2.1 ApplicationProcessor

Fehler! Kein Text mit angegebener Formatvorlage im Dokumegntversion2.0 | 201812-15

‘iKoPA

313
314
314
315
315
315
317
317
317
318
318
318
319
319
319
320
320
322
323
323
323
323
323
324
324
324
324
324
324
324
325
325
325
325
325
326
327
327

X1V



CONTENT

6.3.6.2.2.11.2.1.1 Interfaces
6.3.6.2.2.11.2.2 CommunicationHub
6.3.6.2.2.11.2.3 Interfaces
6.3.6.2.2.11.2.4 FacilityProcessor
6.3.6.2.2.11.2.4.1 Interfaces
6.3.6.2.2.11.2.5 LDM
6.3.6.2.2.11.2.5.1 Interfaces
6.3.6.2.2.11.2.6 SensorDataProvider
6.3.6.2.2.11.2.6.1 Interfaces

6.3.6.3 Cellular Module
6.3.6.3.1nterfaces

6.3.6.4 Communication and Control Unit (CCU)
6.3.6.4.1nterfaces

6.3.6.5 DAB+ Modul
6.3.6.51Interfaces

6.3.6.6 HMI

6.3.6.6.1nterfaces

6.3.6.7 Personal Device
6.36.7.1nterfaces

6.3.6.8 RFID Tag

6.3.6.8.1nterfaces

6.3.6.9 Vehicle Access
6.3.6.9.1nterfaces

6.3.610 WLAN Module

6.3.6.10.1 Interfaces

7 CONCLUSION. ....cuiiieeiie et

7.1 Data protection and the architecture..............ccccoeeeeieieiiennnn.
7.2 RESUME. ...ttt et et e e e e e eeanas

8 BIBLIOGRAPHY. ...

9 TERMS AND ABBREVIDIE........ooviiiiiee

Fehler! Kein Text mit angegebener Formatvorlage im Dokumegntversion2.0 | 201812-15

‘iKoPA

328
328
329
329
330
330
330
331
331
331
331
332
332
332
332
333
333
333
333
333
334
334
334
334
334

................. 335

................. 339

XV



CONTENT (((i)‘\kO PA

Figures

Figure 1: ArchiteCture deSIgN PrOCESS. .....c.iiiiiiviiiiiie e e et e e e e s e e e e e e e e e e e s e s reeaeeee e s 3
Figure 2: IKOPA SCENAIMO (PANL).....eeiiiitiiiiee ittt e ettt a e e 7
Figure 3: iIKoPA communication tEChNOIOGIES. ........cccoiiiiiiiiiieiieie e 8
Figure 4: Helena H. DIiVING........eiiiiiiii ettt 8
FIQUIE 5: ACLOIS OVEIVIEW. ...ceiiieeeeii i ittt eee et e e e e e e s e e ettt e e e e eaaaeee e s s s st et aeeaeaaaeeeaeeeseannnnnreees 9
FIGUIE 6: USE CASE OVEIVIEW........eeiiieiiiiiiie ettt ettt e e e annnee e s 20
Figure 7: U@1: Ensure parking and charging facility.............cccoooeiiiiiiiiieeieeeee e 21
Figure 8: U@2: Follow navigation QUIES............coiuiiiiiiiiiieiee et 30
Figure 9: U@3: Use Traffic Light Forecast for energycedht behavior......................cooeeees 36
Figure 10: U@4: Receive entrance clearance for car park..........cccooovveeiiniiineeniiiieeenee 38
Figure 11: UD5: Park (partly) automated at charger...........ccccoooiiiiiiiieeiee e 42
Figure 12: U©6: Pay parking and Charging...........ocuveiioiiiiieieiiiiiie et 44
Figure 13: U@7: Camerdased incar park poSitiomig............ccoocvvveeriiiiieeeiiniiiieenniieneenn 48
Figure 14: UD8: Get access to parking lot.........coooeeeiiiiiiiiieee e 50
Figure 15: U@9: Communicate with charger & charge.........cccoocvviviiiiiiiiie e 53
Figure 16: UQ0: Receig state of charge of VEhiCle..............oevviiiiiiiiiiiiiiee, 55
Figure 17: UQ1: ReQUESE VENICIE. .....ciiiiiiiiiiiie e 57
Figure 18: UQ2: Drive informed and Safe.............ooovviiiiiiiiiiiiiie e 61
Figure 19: U@2.1.0: DIHVE SALE.......uuiiiieiiiiiiee ettt 62
Figure 20: UQ2.2: Drive iINfOrMEed............oooiiiiiieeee e 6.7
Figure 21: U@2.3 Acquire information............ccooiiiiiiiiiiiiiii e 73
Figue 22: CONVERGE Car2X Systems NetwWork. [1].........coooviiiiiiiieiiiiiiiicieee e eee e 96
Figure 23: Overview on Car2X Systems Network Architecture.[1].........ccocvveiiniiiiiiennnne. 97
Figure 24: CONVERGE security pPrinCIPLe..........vviviiiiiicee e 112
FIQUIe 25: SEIVICE CONCEPL- .. eiiiiiitiiie ettt ettt e e et e e et e e e et e e e e e e 113
Figure 26: PSEUdONYMOUS SEIVICE USAOE. . .. uuureeteeeeaatiaiaaaaiiretieeeeaaaaaaaa s s ansnnsssbeeeeeeaaaaaaas 114
Figure 27: Distribution 0f DAB/DAB........ciiiiiiiiiie ittt 116
Figure 28: Principle structure of a TPEG message [5] (0-15)....ccceeeiiiiiiiiiiiiiiiiieeeeeeeeeas 117
Figure 29: TPEG propagation technologies (OWn fIQUIe)...........ceeeiiiiiiee i 119
Figure 30: ITS Station architeCture.[9]........ooi i 121
Figure 31: Example of an RFID Identification &AG numbr #5 iKOPA..........ccccccevviieneenn. 123

Fehler! Kein Text mit angegebener Formatvorlage im Dokumegntversion2.0 | 201812-15 XVI



CONTENT (((i)‘\kO PA

Figure 32: TID structure based on NXP Semiconductors SL3S50xxx UCQDE.DNA.......124

Figure 33: Authentication with PasSWOLAS............uuviviiiieeiiie e 132
Figure 34: Basic challenge response authentication with a symmetric cipher.................. 133
Figure 35: A relay attack on a challenge response authentication................ccccvvveeeereeennn. 133
Figure 36: A basic distance bounding protocol.............cocoueiiiiiiiiiiiiiiee e 134
Figure 37: Message SeqUENCE reServation PrOCESS.......uuuurerrieeeeeeeeiiiiiiirrrnrereeeeeessssnananns 140
Figure 38: RFID EPGpregraming iKOPA fOrmat............ocovviiiiiiiiieiiiiiec e 141
Figure 39: Common EWive teChNOlOgY........cc.vvviiiiiiiie e 157
Figure 40: Overview of electric mobility related standards............cocooeeeiiiiiereeiniiiee e 158
Figure 41: Mode 1 ChargiNg.........ooeueieiiiiiiiiiiciie e e e e e e e e e e e e e e e e e aeaees 161
Figure 42: MO CRArGING ... ..coiiueeiieiiiiiii ettt e et e e 161
Figure 43: MOde 3 ChargiNg.........ouveiiiiiiiiiiiiiceis e e e e e e e e e e aeaees 162
Figure 44: Mode 4 ChargiNg.........uueeeeiiiiiii ettt e s 162
Figure 45; PWM signaling for Pilot control functf@f]...............cccoovvieiiiiieee e 166
Figure 46: Typical communication architecture for mode 4 charging.[8]............cccceeeene 167
Figure 47: The independentraobility market model [11]......cccooeeeiiiiiiiiiiiiiiiieeeeiies 170
Figure 48: Charging GCTOLS.........uueiiiiiiiiiie ettt ettt e s eaeaeee s 172
Figure 49: OCHP INterfaces [L3] .. uuuuuieiiiiieieee e eeee et e e e e e e e e e e e e e aaaeaeaens 174
Figure 50: OSCP PrinCIPIE [14].....ueeiieiiiiiiiee et 175
Figure 51: Typical Mode 2 charging connection [15]............uuiiiiiiiiiiiiiieieieeeee e 177
Figure 52: Typical Mode 3 charging connection [A5]..........cccovieiiiiiieieiiiiie e 177
Figure 53: Typical Mode 4 charging connection [15]............uuuiiiiiiiiiiiiiiieie e 178
Figure 54: Charging station ConNfigurations.............ccouiiiiiiiiniiiiie e 178
Figure 55: iIKOPA highvel arChiteCtUIe...........ovvvviiiiiiiicee e 234
Figure 56: Contract SUPErVISIBITNONITY........c.ueiiiiiiiiiie e 235
Figure 57: ENrolment AUTNOTILY........oooi i 236
FIGUIE 58: ROOE CA ...ttt ettt e e et e e e et e e e et e e e e s 238
Figure 59: AUthOrization AUNOIILY..........eiiiiiiii et 239
Figure 60: Exception POSHING BOAIA..........cuueiiiiiiiiiiee ettt 242
Figure 61: GEOMESSAGINGPTOXY. ... ttiieiaiiiiiiiitieeee it e e e e e e et e e e e e e e e e e s e e annbbebreeaaaaaaaeaeas 244
Figure 62: [dentity PrOVIAEI........coiuiiiieiiiie et e e 247
Figure 63: Misbehavior POSting BOArd.............uueiiiiiiiiiiiiiiiiece e 249

Fehler! Kein Text mit angegebener Formatvorlage im Dokumegntversion2.0 | 201812-15 XVII


file:///C:/Users/jonas/Desktop/D1v2/iKoPA-D1v2.docx%23_Toc532393715
file:///C:/Users/jonas/Desktop/D1v2/iKoPA-D1v2.docx%23_Toc532393716
file:///C:/Users/jonas/Desktop/D1v2/iKoPA-D1v2.docx%23_Toc532393717
file:///C:/Users/jonas/Desktop/D1v2/iKoPA-D1v2.docx%23_Toc532393718
file:///C:/Users/jonas/Desktop/D1v2/iKoPA-D1v2.docx%23_Toc532393719

CONTENT (((i)‘\kO PA

Figure 64: RESEIVAtiON SEIVICE......cciiiiiiiiiiiiiiiee ettt aeeeeee s 251
FIQUre 65; SEIVICE DIr€CIOLY........ii i ittt e e e et e e e s e e e e e s e e e e e e e e e e s s e nnnnnes 253
FIgUIe 66: SEIVICEBVIAET ........eiiiiiiiiie et e e 256
Figure 67: COMNEENTILIES......uueeiiiieeeii i r e e e e e e e e e s e s e ar e e e e aaaeaeaeas 261
Figure 68: Cellular NEIWOIK .........ccuuiiiiiiiiiie et e e 265
Figure 69: Mobile EAge SErvice ProVIQer...........uuiiiie i e e eesivrnen e e e 266
FIgure 70: IRS NEIWQALK.........eiiiiiiiiiii et 267
Figure 71: GEOMESSAGHRINTITIES. .. ..ieeee ittt ie e e e e e e e e r e e e e e e e e e e 271
Figure 72: GEOMESSAGINGSEIVEL .....ciiiiiiiitie ettt e ettt e ettt e et e et e e et e e e ebees 272
Figure 73: RemOte STAtiIQD..........cooiiiiiiieeeee e e e e e e e e e e e e e eaees 276
Figure 74: MobileEdgeServiCeProVIdBYEIVIEW. ............coouiiiiiiiiiiieie i 284
Figure 75: CarParkAutonomousDrivingSupport (CPADS)..........ccooo i 285
Figure 76: ServiceDirectoryNeighbornood............cooiiiiiiiiiiiii e 287
FIQUIE 77: SP OVEIVIEW......ceiiiieieietitieit e e ettt e e e e e e e e e e e e et e e e e et a s e e e e e aaaaeaaaeees 291
Figure 78: SP_CarREQUESISEIVICE. ... .uuiiiiiiiiiie ittt ettt e e s 292
Figure 79: SP_CarStateOfChargeSerINICE...........uvuiviiiiiieiie e 294
Figure 80: SP_Charge&ParkManagementService internal overview..............cc.ocvveeeeenns 296
Figure 81: SP-HoDilityProVIAEL...........cooieieeeeeeeee e 297
Figure 82: SP_RESEIVALIONSEIVICE. .....cciiiiiiieeiitieiee ettt e sttt ettt e e et e e e sibee e e e nnnes 299
Figure 83: SP_TrafficLIghtSFOreCastSErVICE. .........covvvviiiieicee e 300
Figure 84: Ticket AUthentiCation SYSEML.........ocuuiiiiiiiiiiie e 301
Figure 85: Traffic Message DistribUtloDAB..............ccoooiiiiiiie e 309
Figure 86: Traffic Message Distribution TREG..........cccooiiiiiiiiii e 312
FIQUIE 87: MT SStatiON......ccci it e e e e e e e e e aeaeees 315
Figure 88: AutonOmMOUS DriviNg UNIL......cuuiiiiiiiiiiie et 316
Tables

Table 1: UC1 communication CharaCteriStCS.........uuiiiiiiiiieiiiiiee e 82
Table 2: UC2 communication CharaCteriStiCS...........couiuiiiiiiiiiieeiie e 82
Table 3: UC3 commuNicati@MaracteriStiCS.........uuvrrieiiiiieee et 83
Table 4: UC4 communication CharaCteriStiCS...........couiiiiiiiiiiiii e 84

Fehler! Kein Text mit angegpener Formatvorlage im Dokument. Version2.0 | 201812-15 XVIII



CONTENT (((i)‘\kO PA

Table 5: UC5 communication CharaCteriStiCS..........ocuuiiiiiiiiiiiieeiee e 84
Table 6: UCBommuUNICation CharaCteriStCS. .......uuivvieriiieiiiees e 85
Table 7: UC7 communication CharaCteriStiCS..........uouiiiiiiiiiiiiiie et 86
Table 8: UC8 communication CharaCteriStiCSs..........uiuvuiiiiiiieriiiieieeese s 86
Table 9: UC9 communication CharaCteriStiCS..........uiiiiiiiiiiiiiiieee e 87
Table 10: UC10 communication CharaCteriStiCS..........cvviriiiiiiereiiieeiii e 87
Table 11: UC11 communication CharacCteriStiCS.........ocuvuriiiiiiirerieiiiiie e 88
Table 12: UC12 communication CharaCteriStiCS..........cvviiiiiiiiereiiiieeiie e 88
Table 13: UC1 communication technology MAatriX...........cooiueiiiiiiiiiiiieiiiiieee e 90
Table 14: UC2 communication technology MatriX..............uuvvveiiiiiiniiiniiieeeeeeeeeeeeeeeeeeeeiainnn 91
Table 15: UC3 communication technology MatriX...........coocueiiiiiiiiiiieeiiiieee e 91
Table 16: UC4 communication technology MatriX..............euvvverviiiiniiiniiiieeeeeeeeeeeeeeee e 92
Table 17: UC5 communicationCEN0logy MatriX.........couveieiiiiiiiieeiiiiiiee e 92
Table 18: UC6 communication technology MatriX..............euvvievuiiiiiiniiiiiieeeeeeeeeeeeeeee e 92
Table 19: UC7 communication technology MAatriX...........cooiueiiiiiiiiiiiieiiiiieee e 93
Table 20: UC8 communication technology MatriX..............euvuveriiiiiiiiiniiieeeeeeeeeeeeeeeeeeeeiainnn 93
Table 21: UC9 communication technology MAatriX...........cooiuviiiiiiiiiiiieiiiieee e 93
Table 22: UC10 communication technology MatriX........ccceeeeieiiiiiieeeiiiiiiiiieeeee s 94
Table 23: UC11 communication technology MatriX..........coeoiiiiiiieiniiiiieeeiiiee e 94
Table 24: UC12 communication technology MatriX........ccceeeeieiiiiiieieiiiiiiiiieeeeee s 94
Table 25: TPEG via Digital Radio and Cellular...............ooiiiiiiiieeee i 118

Fehler! Kein Text mit angegebener Formatvorlage im Dokumegntversion2.0 | 201812-15 XIX



iKoPA

Automated driving functions are a necessity éfficient electric driving. Missing and non
transparent communication structures and amsistent information quality exacerbate a
vehiclemanufacturer independent integration of automated drivinghe integrated
communication platform for automated electric vehicles (iKoPA) combines technologies
in an innovative way. This includes the intipn of multiple communication
technologies (e.g. V2X, cellular, DAB, RFID) and of -dggéstant system architectures

for high and fulautomated driving functionsThe electronic systems of the electric
vehicles, traffic lights, charging stations anthny other traffic related systems can
communicate via the extended Car2X Systems Network. This connection is the foundation
for new and optimized (fully) automated driving, parking and charging services.

iKoPA develops the basic design for a system, v@@ples as an open integrated platform
for future intelligent transportation services. These services for automated driving will be
connected in an innovative, futugeroof and comprehensive way. Tl&roduction of
electric mobilityserviceswill be accatrated through tlis additional benefits. The system

is basis for the vision of automated and electric powered future mobility concepts.

The deliverable D1 presents the architecture foatteystem and the wajn whichthis
archiecture was derived from the visionary scenarequirementsand external factors
that enframe the system



iKoPA

The iKoPA project aims at designing and verifying a system architecture for flexible
interaction between differenterviceProviders and communications network operators
andremote nodes in a decentralized, scalable structure.

The network will extend the exiting architecture developed in the research project
CONVERGE. It includes apen architecture for communicatien services and
organization. Througlservicesaccess points, évice Providers likeelectric mobility
providersor vehicle manufacturers can be integrated into the open and secure network.
The goal isa decentralized and dynamic coupling of all systemd atakeholders in a
secure, distributed, privacyfriendly, scalable, flexible and hybridcommunicating
network.

The architecture of iKoPA will be specified in two st&ash of which is resulting in an
own deliverable referred to as D1v1 and D1v2. This document seitend and finabne

of this seriesIn the second version, the results and experiences form the demonstration
implementation and real world verificaticare alsancluded.

In a first step, an overall architecture is drafted and documented. The specification level
is divided in two layers a highvel and a lowevel architecture. The higkevel
architecture describes the overall architecture and the comioacbetween the different
planes and components. The ldevel architecture focuses on the details. It describes
components and interfaces morerecise and presents important communication
concepts.

These major functional components amn one side takefrom the CONVERGE
architecture and on the other sidgerived from an analysis of all functions necessary to
support the use cases and requirements defined. Implementation details like hardware
separation, interface bit level specifications and internatifaces wilhot be specified.

The reason and motivation for this deliverablé &e to achieve the following:

A To take the architecture proposal ¢i] and generate a more detailed and
elaborated view on the overall architecture

A To split the overall architecture in reasonable structural blocks

A To identify interfaces which are necessary between the different comporaerts
to specify those interfaces

A To further detail and elaborate the major architectural challenges

The documents structured as follows:

A Chapter 2describes the methodology avday how the architecture was created
and which factors were considered.

A Chapter 3provides an overview about the goals that iKoPA tries to archive, the
visionary scenario of iKoPA and the uszses derived from the goals and
scenarios.

A Chapter 4gives an overview about statef-the-art technologies important for the
architecture and describes other technological determining factors.
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iKoPA

Chapter 5summarizes the requirements that were derived frdine work in the
chapters 2, 3 and 4.

Chapter 6specified the architecture itself. A higével architecture, a description

of the functional blocks and interfaces, and a ®wel description of important
blocks and concepts are given.

Chapter 7concludeghe document. A short description about the legal aspects of
data protection deliberations are presented and a résumé about the process and
the architecture is drawn.
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How did the architecture develop? What steps were taken? In addition, which were the
goals to be fulfilled? These are the questions chapter two answers. First, the process goals
are described and in the secostep,the process itself isxplained

2.1 Goalsof the process

The Deliverable D1 is the result of the work packad@/P1)in iKoPA. It presents the
requirements, the technical environment and the system architecture. Whertizy
work package 1 channels the requirements on the system and the teclstétas quo in
a formal process and describes the use cases. Together with work packsgéa Sefines
means of verificatin for those requirements. With the requirements, the technical
system is specified and described formally.

2.2 Description

In WP1,a formal way for the development of the architectuveas specifiedThis way is
described irFigurel.

Visionary Scenario

divide into — —

Technology Studies
(communication, electric
mobility, security)

CONVERGE

Architecture

derive — — — e e e =i =

Requirements

design basedon — — — — — e e e e ]

iKoPA
Architecture

Figurel: Architecture design process

During the application phase tife project a scenario about the usageloé technologies

and the proposed innovations was developed. As one of the first tasks in the project,
based on this initial description a visionary scenario was created. It desthiéelay of a
young woman in Berlin and her interaction with automated vehicles, traffiastructure

and traffic related communication technologieswith all communication secured and
privacy friendly solutions.

Deliverable D1v3] Version2.0 | 201812-15 3
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The visionary scenario was then dividedo segments. Those segments agamre
formally described as uses cases. At the same time, an overview about state of the art
technologies was created. The studies comprised communication technologies, security
technologies and the status of electric bility. The last one especially regarding the
interconnection of electric vehicles and the charging infrastructure. In addition, the
baseline architecture planned to be used in iKoPA from the CONVERGE project was
analyzed and the relevant parts described.

From the studies and use caséise requirements were derived. The requirements are
divided in different categoriesThe categories are privacy, security and system.
Requirements were also classified as technical or organizational and as relevant for the
architecture or the implementation.

In the final step, based on the requirements and the CONVERGE architecture, the iKoPA
architecture was specified. The specification wiasdedinto two layeis. The higHevel
architecture presents an overview about trechitecture the components and the
interfaces. In the lowevel architecture a more depth description of important
components and overall concepts are described.
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Following the architectural process, first tpeoject goals and the visionary scenario are
described. The scenaristhen divided into individual use cases. The uses cases are the
foundationfor the following steps.

To specify the project outcomes, iKoPA defines five project goals. répegsent the
technical and organizational guidelines during the project.

Linkage of automated driving functions with infrastructuseased data to improve
electric mobility

Until now, up to a few exceptions, automated navigation functions have been self
sufficient. The vehicles use only integrated data sources, in particular sensors and
map data, for the driving function. The integration of external information into the
sequence of an automated function, especially in the context of electric mobility,
represents a significant research task since the possible increased driving efficiency
has a direct effect on achievaldang of the carBy integrating the data received

via communication into the timetable, a more efficient "intelligent" approach can
be achieved in all automation stages. In particular, the external data must be linked
to vehicledriven perception by means of an intelligent fusion. This fusion differs
from existing approaches to sensor fusion due to the unique properties of
communication & a sensor.

Secure communication on a hardware basis, considering data protection aspects

A hardwarebased, uniform, scalable IT security platform is developed, which can
be integrated into all relevant iKoPA components and offers both measures to
ensure system integrity (i.e. protection against tampering of the systems
themselves) as well as to secure communication. On this platform, all
communication paths, e.g. cellular radio, GA@®igital Audio Broadcasihd V2X
(Vehicle2-X communication) An integal part of all paths is hardwaifeased
encryption, authentication and pseudonymization to ensure security and privacy.
The project aims to provide a data protectienhancingsolution that not only
complies with the legal requirements of ti@ermanFederalData Protection Act
(Bundesdatenschutzgesetz, BD5@)d the European General data protection
Regulation (GDPR)ut also maintains the privacy interests of the vehicle drivers
well beyond the minimum requirements. Damainimization procedures and
techniques will be implemented. It is to be determined which data is necessary in

1German versiomttps://www.gesetzeim-internet.de/bdsg_1990And English translation
https://www.gesetzeim-internet.de/englisch_bdsg/index.html

2http://ec.europa.euljustice/dataprotection/reform/files/regulation_oj_en.pdf
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order to operate the developed technology, so that only the latter have to be
collected in compliance with the principle of necessity.

Converged unified communication across muligcommunication systems

Uniform communication on very divergent communication technologies, a uniform
architecture and data management will allow to decouple applications from the
transmission path and to combine the individual advantages of the divergent
technologies of cellular radio, DAB and M2X)il now, applications have to be
adapted to the communication system. Therefore, in the fututeyelopers of
applications can concentrate on their actual task and only havetipulate the
requirementsregaidingcommunication. The communication system takes care of
the transfer. This allows the specific advantages of the different systems to be
combined and the correspondingly scarce resource radio bandwidth to be used
more efficiently

Multimodal interaction of the mobile nodes cellphone and vehicle

Both, equipped vehicles and commercial smartphones are supported as end nodes.
This makes access to traffielevant information available to a large amount of
user. Previous solutions that connect vehicles tokberd services in the cloud or
offer local access to smartphones are generally based on proprietary interfaces
with limited functionality. The main objectives the linking of the vehicles with
remote backend systems via standardized interfaces and pomis, taking into
account established:€llularradio, WiFi) and novel (DAB TPHE®ansport Protocol
Experts Group)ETSI ITS5) wireless communication technologies

Integration of traffic and charging infrastructure

The aim of the integration is tprovide a network of charging infrastructure,
electric vehicleand infrastructure for traffic control in a manner appropriate to the
needsof the market, in order to achieve appropriate support for automatic driving
functions for electric driving. The mgration provides the basis for applications
such as optimized range planning, optimization of energy consumption, timely and
locally precise automatic reservation of charging stations and charging
management. The identification of gaps in the area ofdbmmunication protocols

of the charging infrastructure and the cHgased V2X communication is to be
achieved from the comparison of the demand with the current state of the art. The
necessary interlocking of the communication techniques for the implentemaf

the application cases is developed both in general and defined specifically on the
basis of the state of the art as well as a realistic economic implementation.

The visionary scenario describes the ideas and possibilitiesdhabe achieved with the
architecture andechnologies developed in iKoPA.

Berlin, the communicative city

In the beautiful city of Berlin, young Helena H. is working and living. Slee is
technical enthusiastind just bought her first sengsiutomated electrid/ehicle. This
vehicle is also equipped with statd-the-art communication technologies.
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On a sunny Tuesday morning during hefiday,Helena H. drives from her home

in Grunewald to the nearby nursery of hmmnfidence in GrunewaldJnfortunately,

not dl plants are available. Due toracommendation,she wants to try a new

nursery in Berlin Mitte. To find parking lotwhere she also will be able to charge

KSNJ OSKAOES 1 StSyl | & dzzSadzNXKEX F O8) @2 SNE A
a newfeature, the app now allows the search fan automated parking lot. She

wants to try this service today. Adanefit,the usage of the service is free of charge

for people living in Berlin and the app can be ugestudonymously The

information about the car p#&r is transmitted via DAB/TPEG to her vehicle. Now

she books a suitablparkingloth y G KS OF NJ LI NJ &St Nyl € ySE
mobile phones cellular connection. Following the booking the destination

information will be automatically transferred Y@®D- Bring your own devigdo the

navigation system in her vehicénd used by the BerlinEnergyWay app. She uses
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transmitted via V2X for an energy and emission optimized trip. The local traffic

lights alsoconsider this informationThis leads to smooth traffic flow and Helena

H. arriving relaxed at the destination.

UMTS / LTE
' &)

Figure2: iKoPA scenario (part)

At the automated capark,Helena H. can lean back. After thateway the vehicle
takes control. Affirst, it gets the necessary informationa//2X communication
about the location of theparking lot With that information, the vehicle safely
drives to the bookedparking lotwith charging capacity. During thérive, the
vehicle is tracked through latest in camera technology. This position information is
transmitted back to the vehicle for the automated drive. Arriving & ghrking lot

the vehicle is authorized through its pseudorgus RFID tag and thparking lot
barrier is lifted, so that the vehicle can drive on the spot. Helena H. can leave the
car and go to the nursery. During h&lay, the vehicle is charged at thénarging
station.
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Figure3: iKoPA ommunication technologies

With the help of modern communication technology § - = wCL 3 fhe 5! . b X
charging station can optimize the charging and additionally provide further
information (e.g. updates) to the vehicle. When the vehicle is fhérgedjt drives
autonomously to an emptyparking lot clearing the charging spot for other
customers After Helena H. has finished her shoppinig, she ordersthe vehicle

via a smartphone apf comeand pick her ugn front of the car park. She psiher

purchases into the vehicle and drives home.

e/ W0

Figure4: Helena H. Driving

Onthe nextday,Helena H. wants to go a hiking trip in the near Brandenburg. The

first stage of the Oderlandweg from Wriezen to Falkenberg/Mark is her goal today.

The way starts in one of the beautiful rural ased Brandenburg. Because of the

landscape anthe low population density of the area the connection to information

and warning services is limited, but Helena H. booked the full communication

service and so her systealwaysutilizes the communication system available

(cellular or DAB). In thigay,Helena has a hidikelihood to stay informed and saf

with up-to-date information and does noneed to worry about unpleasant

AdzNLINR &ASa 2y (GKS NRIR® ¢KS KA(TAYy3d LI GK Aa
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The visionary scenario was the starting point for degelopment of the iKoPhAse cases.

First, it was split in individual technical parts. Afterwards, these parts were then
formalized into use cases. Each use case has a description, the necessary steps and the
related actors for the use case. In this chaptirst the identified actors are desbgd

followed by the use casethemselves

3.3.1 The primary actors

IniKoPAhuman and technical actossere identified in the visionary scenario and in the
use casesThe following figureshows those identified actors Thereby a stick man
represents human actors and a rectangular represents a technical actors.

Tl Ol2Ny Tl Ol 2Ny 1 Ol 2Ny 1 Ol 2Nj
Forecast Service (TLF) Charge Point Management| SP_RoutingServer SP_CarRequestService
System
Tl Oi2Nj L o6
{Fou2Ny | Service Provider Z_ _ Qi QINJ]
SP_CarStateOfChargeSeryfice SP_BilingService
oo
1 02Ny
Identity Provider

{hOd2Ny ZF 062Ny ZF 062Ny ZF Oh6 2Ny
App_TrafficLightAssistant Car Park Barrier Traffic Light Controller Car Park
(TLC)
Lk Oh2Ny L+ Oh2Ny
I Ou 2Ny . . 5
App_ParkingLotReservation VA= SEE Ve
I Oi2 Ny
App_CarStateOfChargeService
— Driver User Car-Park Service Staff
1k Oh2Ny
App_CarRequestService

Figure5: Actors overview
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For every actor the associated use cases, drapplicable the inheritance structurere

listed¢ KS al 3a20AlGA2yae GlFofSa fAaald 2y GKS tS¥
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relationship of the actor. Meaning that this actor is a specialization of on moreaaist
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a generalization of the actors mentioned in the table.

3.3.1.1 App_CarRegestService
This is amartphoneapp to requesta vehicle. TheVehicle shalld drive automatically to

the position specified bthe Driver.

ASSOCIATIONS
Source: U€1.3: Drive automated to the requested position Target: App_CarRequestService
Source: U€l1.1: Register for Car Regest Service Target: App_CarRequestService
Source: Ua1.2 Request Vehicle Target: App_CarRequestService

3.3.1.2 App_CarStateOfChargeService
This is amartphoneapp to remotely requesthe charging status of thewn Vehicle and
to inform the Wser, when théVehicle is fully charged.

ASSOCIATIONS

Source: UAO: Receive state of charge\é&hicle Target:
App_CarStateOfChargeService

Source: UdO.1l: Receive state of charge ofehicle to Target:
registered App App_CarStateOfChargeService
Source: UA0.0 Regitration for state of charge of &hicle via Target:
App App_CarStateOfChargeService

Source: Ua0.2 Send state of chargef Vehicle to registered Target:
App App_CarStateOfChargeService

3.3.1.3 App_ParkingLotReservation
This is amartphoneapp, which allows lookup and reservation of a parking lot.
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ASSOCIATIONS

Source: U@1.4: Designhate destination location Target:
App_ParkingLotReservation

Source: U@1.1: Seek and select charging park Target:
App_ParkingLotReservation

Source: U@1.2: Reserve charging point Target:
App_ParkingLotReservation

Source: U@2.0: Follow navigation guides Target:

App_ParkingLotReservation

3.3.1.4 App_TrafficLightAssistant

This is a app that could either exist/run on a smartphone or on an-board vehicle
multimedia platform. Theapp uses Traffic Light Forecast (TLF) data to produce useful
information to the driver like Green Light Optimal Speediisary (GLOSA) or Time to
Green (TTG).

ASSOCIATIONS

Source: U@3.0: Use speed advisory on traffic lights Target: App_TrafficLightAssistant
Source: U@3.2 Provide brecast centrally Target: App_TrafficLightAssistant
SourcelUGO03.1 Provide érecast locally Target: App_TrafficLightAssistant

3.3.1.5 Car Park
This is an actor, which represetite ITSystems of the car park.

ASSOCIATIONS

Source: UCG07.1: Initial assignment of élicle to the Target: Car Park
infrastructure of theCar Park

SourcelUC07.2: Track ghicles using cameras Target: Car Park
Source: U@9: Communicate with charger & charge Target: Car Park
Source: U@4.1: Authenticates at th€ar Park via V2X Target: Car Park
Source: UD6.2 Register arrival and departure fro@ar Park Target: Car Park
Source: UD6.1: Report reservation t&P BillingService Target: Car Park

Source: U@6.3 Register arrival and departure from charging  Target: Car Park
space
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ASSOCIATIONS

Source: U@7.0:Camerabased inCar Park positioning Target: Car Park
Source: UD4.2: Get entrance permission Target: Car Park
Source: U@8.1: Makes use of a charging / parking service Target: Car Park
Source: UD5.0: Park (partly)automated at charger Target: Car Park

3.3.1.6 Car Park Brrier
The barrier is the access control of tGar Park. Only ¥hicles with a valid reservation or
if parking space is avable are allowed to enter theaEPark.

ASSOCIATIONS
Source: U@8.0: Get access @ar Park Target: Car Park barrier

Source: UD4.2: Get entrance permission Target: Car Park barrier

3.3.1.7 CarPark Service Staff

Persons within a & Park who can take care of premium car services such as cleaning,
inspection, 'manual’ valet parkingic. In ourscenariothis actor plugin electricVehicles

to the EMCharging Statioafter they arrive autonomously at the chargisgace if they
cannot charge inductively

ASSOCIATIONS
Source: UD9: Communicate with charger & charge Target: CaParkService Staff

3.3.1.8 Charge Point Management System
An EMCharging Statiooperator runs such a technical system to 'manageEM&hargng
Station This can be a syst in the cloud or a part of aa€Park management system.

OUTGOING STRUCTURELATIONSHIPS

4= Generalization from Charge Point Management System to Service Provider

ASSOCIATIONS

Source: U@9: Communicate with charger & charge Target: Charge Point Management
System
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3.3.1.9 Driver
The Driver is Alumanperson whichoperates a ¥hicleor is going to operate aahicle in
the near future, e.g. because he is entering the vehicle.

OUTGOING STRUCTURAL RELATIONSHIPS

= Generalization from Driver to User

ASSOCIATIONS

Source: U@2.0: Follow navigation guides Target: Driver
Source: U@2.1.0: Drive safe Target: Driver
Source: U€0.1: Receive state of charge &fehicle to Target: Driver
registeredapp

Source: U€2.3.0: Acquire information supply Target: Driver
Source: U 0.0 Regitration for state of charge of ®hicle via Target: Driver
app

Source: U@2.2.0: Drive informed Target: Driver
Source: UD6: Pay parking and charging Target: Driver
Source: U€1.1: Register foBP CarRequestService Target: Driver
Source: U@ 1.2 Request Vehicle Target: Driver
Source: UD2: Follow avigation guides Target: Driver
Target: UEL1: Request &hicle Target: Driver
Target: UEL1.0: Requestehicle Target: Driver
Target: UD1.0: Ensure parking and charging facility Target: Driver

Target: UD3: UseTraffic LightForecast for energy efficient Target: Driver

behavior
Target: UEL2.1.1 Get TPEG hazard warning Target: Driver
Target: UEL0: Receive state of charge\éhicle Target: Driver

Target: U1: Ensure parking and charging facility Target: Driver



iKoPA

ASSOCIATIONS
Target: UEL2.0: Drive informed and safe Target: Driver
Source: U€2.2.2: Initiate a rerouting task Target: Driver
Source: U€2.2.5: Alert about significant ETA change Target: Driver
Source: U@2.4: Update routing information Target: Driver
Source: U€2.2.3: Alert Diver about a range problem Target: Driver
Source: U@3.2 Provide brecast centrally Target: Driver
Source: U@3.0: Use speed advisory on traffic lights Target: Driver
Source: U@6.0: Pay parking and charging Target: Driver
Source: U@2.2.1: Show information status quality Target: Driver
Source: U@3.1: Provide brecast locally Target: Driver
Source: U@2.0: Drive informed and safe Target: Driver
Source: U@1.2: Reserve charging point Target: Driver
Source: U@2.1.4: Driver is sure to be informed Target: Driver
Source: U 1.3: Drive automated to the requested gition Target: Driver
Source: U@2.1.3: Warning about information supply stall Target: Driver

3.3.1.10 EMCharging Station

An EMCharging Station isdevice that is used fagxternal charging ainelectric \&hicle's
battery. The electrical currenis delivered to the ¥hicle's onboard battery system
through standard cable connector (plug). TBeChargingSation can be connected to

and managed by a remote system. The interface to the remote system is implemented by
standard communication protoco(ike OCPP @omethingsimilar).

ASSOCIATIONS

Source: UD6.3 Register arrival and departure from charging  Target: EMCharging Station
spot

Source: U@9: Communicate with charger & charge Target: EMCharging Station



iKoPA

3.3.1.11 Forecast Servic€TLF)
The taffic light Forecast Service creates a forecast for each intersection. An intersection
is represented by its Traffic Light Contraller

OUTGOING STRUCTURAL RELATIONSHIPS
{4= Generalization from Forecast Service (TLF) to Service Provider

ASSOCIATIONS

Target: UD3: UseTraffic LightForecast for energy efficient Target: Forecast Service (TLF)
behavior

Target: U3.1: Provide brecast locally Target: Forecast Service (TLF)
Source: U@3.2 Provideforecast centrally Target: Forecast Service (TLF)
Source: U@3.0: Use speed advisory on traffic lights Target: Forecast Service (TLF)

3.3.1.12 Identity Provider
The ldentity Providermanages the activésers of the iKoPA System and serves as a
trusted third party toauthenticate $ers.

ASSOCIATIONS

Source: U@8B.2: Register iniilly as potential customer and Target:ldentity Provider
User

3.3.1.13 SP_BillingService
A service, whichhandles the billingorocesses e.dor a Driver/Vehicle reserving mEV
ChargingSation.

OUTGOING STRUCTURAL RELATIONSHIPS

4= Generalization from SP_BillingService to Service Provider

ASSOCIATIONS
Source: UD6.2 Regiter arrival and departure fromaz Park Target: SP_BillingService

Source: U@6.3 Register arrival and departure from charging  Target: SP_BillingService
spot
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ASSOCIATIONS
Source: U@6.1 Report reservation t8P BillingService Target: SP_BillingService

3.3.1.14 SP_CarRequestService
This is &ervice Provider for the Car Request Sernvite SP_CarRequestService allows
Users to request a connected Vehicle. The Vehicle will drive autonomously to the User.

OUTGOING STRUCTURAL RELATIONSHIPS

4= Generalization from SP_CarRequestService to Service Provider

ASSOCIATIONS

Source: U@ 1.1: Register foBP CarRegestService Target: SP_CarRequestService
Source: U@1.3: Drive automated to the requested position Target: SP_CarRequestService
Source: U€1.2 Request Vehicle Target: SP_CarRequestService

3.3.1.15 SP_CarStateOfChargeService
The @rviceProvider SP_CarStateOfChargeSerigdbe broker between the ahicle and
the User to provide thdJser with the information about the charging status of ¥ehicle.

OUTGOING STRUCTURAL RELATIONSHIPS

= Generalization from SP_CarStateOfChargeServiSernce Provider

ASSOCIATIONS
Source: UQ0.0 Registration for state of charge Wehicle via Target:
app SP_CarStateOfChargeService

3.3.1.16 SP_RoutingServer
The SP_RoutingServer isaver, whictprovides routing advice to clients by performing
a strategic routing for the whole traffic network ¢ region. (e.g.a city)
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OUTGOING STRUCTURAL RELATIONSHIPS

4= Generalization from SP_RoutingServer to Service Provider

ASSOCIATIONS
Source: U@2.2: Calculate routes on central server Target: SP_RoutingServer

3.3.1.17 Service Provider
The Service Provider is enstance managing the availabjlof information to consumers

INCOMING STRUCTURAL RELATIONSHIPS

=} Generalization from Forecast Service (TLF) to Service Provider

=} Generalization from SP_CarRequestService to Service Provider

=k Generalization from SP_CarStateOfChargeService to Service Provider
=k Generalization from SP_BillingService to Service Provider

=} Generalization from SP_RoutingServer to Service Provider

= Generalization from Charge Point Management System to Service Provider

ASSOCIATIONS
Source: U@3.2 Provideforecast centrally Target: Service Provider

3.3.1.18 Traffic Light Controller

The Traffic Light Controller can be described as the "computer in the grey cabinet"
somewhere at an intersection, which executes all traffic light progrdmsan also
communicatewith the Traffic Managem& Centre (TMQ)if there is one.

ASSOCIATIONS

Target: U3: UseTraffic LightForecast for energy efficient Target: Traffic Light Controller
behavior (TLC)
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ASSOCIATIONS

Target: U3.1: Provideforecast locally Target: Traffic Light Controller
(TLC)

Source: U@3.0: Use speed advisory on traffic lights Target: Traffic Light Controller
(TLC)

Source: U@3.2 Providdorecast centrally Target: Traffic Light Controller
(TLC)

3.3.1.19 User

The User is a persdhat interacts with the systemrhe User is generalization of the
Driver.

INCOMING STRUCTURAL RELATIONSHIPS

= Generalization from Driver to User

ASSOCIATIONS
Source: U@9: Communicate with charger & charge Target: User

3.3.1.20 Vehicle
The actorVehicle epresents almechanical and IT parts of theMcle including (parthy
automateddriving facilities

ASSOCIATIONS
Target: U9: Communicate with charger & charge Target: Vehicle

Target: UD3: UseTraffic LightForecast for energy efficient Target: Vehicle
behavior

Target: UED8: Get access to Car Park Target: Vehicle
Target: U3.0: Use speed advisory on traffic lights Target: Vehicle
Target: UD8.0: Get access t@ar Park Target: Vehicle
Target: U5.0: Park (partly)automated at charger Target: Vehicle

Target: UD4.0: Receive entrance clearance @Gar Park Target: Vehicle
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ASSOCIATIONS

Source: U@6.3 Register arrival and departure from charging  Target: Vehicle
spot

Source: U@7.2:Track hicles using cameras Target: Vehicle
Source: U@3.1: Providedrecast locally Target: Vehicle
Source: UD4: Receive entrance clearance €ar Park Target: Vehicle
Source: U@8.1: makes use of a charging / parking service Target: Vehicle

Source: U@2.1.2: Vehicle takes preventive safety Target: Vehicle
measurements

Source: U@3.2 Provideforecast centrally Target: Vehicle

Source: U€0.2 Send stateof charge of ¥hicle to registered Target: Vehicle
app

Source: U 0.0 Regitration for state of charge of &hicle via Target: Vehicle
app
Sairce: UAD7.0: Camerdased inCar Park positioning Target: Vehicle

Source: U@2.1.2: Vehicle takes preventive safety Target: Vehicle
measurements

Source: U@ 1.1: Register foBP_CarRequestrvice Target: Vehicle
Source: UD4.2: Get entrance permission Target: Vehicle

Source: U@8.2: Register iniily as potential customer and Target: Vehicle
User

Source: UD6.2 Register arrival and departure fro@ar Park Target: Vehicle
Source: U@ 1.2 Request Vehicle Target: Vehicle
Source: U€1.3: Drive automated to the requested position Target: Vehicle
Source: U@7.1: Inital assignment of &hicle to the Target: Vehicle

infrastructure of theCar Park

Source: U@4.1: Authenticates at th€ar Park via V2X Target: Vehicle

3.3.2 Overview of primary system use cases

In iIKoPA 1Pnainuse cases were derived from the visionary scendit@seare:
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UGCO01:
UuGo2:
UGO03:
UGCo04:
UGCO5:
UGO06:
UCO7:
UGO08:
UGO09:
UG10:
UC11:
UcCiz:

iKoPA

Ensure parking and charging facility
Follow navigation guides

UseTraffic Lightorecasfor energy efficient behavior
Receive entrance clearance €ar Park
Park (partly)automated aharger

Pay parking and charging
Camerdbased inCar Park positioning
Get access toaCPark

Communicate with charger & charge
Receive state of charge afhicle
RequesVehicle

Drive informed and safe

The reldion between the use cases and the most important actors are descrildéidume
6. All use cases and sub use cases are described in theifgjleections.

Driver,

iKoPA System
UC‘OE_-O: E”Z”r 0C-04.0: Receiva
r;:ar ng fem_l_ entrance clearancg «actor»
EE gy el for car park Vehicle
— | N
for state of charge of] UC-05.0: Park
vehicle via App (partly)automated
at charger
with charger & park p oo )
charge oo
UC-11.0: Reque:
vehicles o
«actor»
Car Park
UC-12.0: Drive
informed and safe
oo

Figure6: Use case overview
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3.3.3 Detailed view of primary & secondary system use cases

Every use case and the sub use caseslescribed in detail-or every use case a diagram

is given. It describes the relation of the sub uses cases and the interaction with the actors.
The uses case is described in relation to the visionary scenario ifameécessary,
prerequisites are given. Additionally, every (subg casas described with a prose text

and a formal stegby-step description including alternatives and exceptions.

3.3.3.1 UGO1: Ensure parking and charging facility

iKoPA System of UC-01: Ensure parking and charging facility

UC-01.0: Ensure
parking and
charging facility /.

Driver

u\youjz\ésn

!
} \\A
A UC-01.2: Reserv

charging point

I
} ‘ «actor»

N App_ParkingLotReservatigr
|
‘ |
|
|

{SEGSYRnN

Information via
Hybrid appoach,

UC-01.5 Acquire
voucher from
registration server

UC-01.3.2: Acquire
e information via
internet/HTTP

Figure7: UGO01: Ensure parking and charging facility

3.3.3.1.1UC01.0 Ensure parking and charging facility
TheUser selects and reserves a facility at the destination, that allows parking and charging
(called charging point, in a chargipgrk).

SCENARIOS

# Basic Path.
Helena H. looks up and selects a parking location as her target. This includes information about ché
options and the reservation process for a suitable parking and charging point. Information about exis
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SCENARIOS

and available parking and charging sites is transmitted to her car by different communicat
technologies, like DAB and LTE.

1. The user seeks and selects the charging park.
UsesUGO01.1: Seek and select charging park

2. A TPEG EMI Charging Point intREG EMI Charging Park is selected.
UsesUGO01.2: Reserve charging point

3.Use casends.
Usesg

3.3.3.1.2UC01.1: Seek and select charging park
A charging park is searched and from a collection of suitable opfidret)ser reserves
suitableparking lot

EXTERNAL REQUIREMENTS

Requirement. REG001: TPEG traffic information is broadcasted via DAB

SCENARIOS

#f Basic Path.

A charging park near the destination location is searched and from a collection of suitable options,
user selects one. As a result, the system has a usable precise location whéfehtibkeneeds to go.
(Note: this location may diffefrom the location, where the er is willing to get, as no charging park
might be exactly at the desiredsér location).

1. User designates destination location.
UsesUGO01.4: Designate destination location
2. Information is acquired via hybrid approach.
UsesUGO01.3.3 Acquire Information via Hybrid approach
3. App_ParkingLotReservation shows compatible TPEG EMI Charging Park s in the relevant dest
area.
Usesg
4. Driver selects TPEG EMI Charging Park to access additional information
Usesg
Alternate: 4a. Reservation not possible
5. Driver decides to yra reservation and triggers aservationrequest
Usesg
Alternate: 5a.  No reservation
6. TPEG EMI Charging Point is reserved.
UsesUGO01.2: Reserve charging point
7.Use casends.
Usesg
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SCENARIOS

! Alternate. No reservation

1. Driver decides not to try a reservation
Usesg

2.Use casends.
Usesg

1 Alternate. Reservation not possible
1. Reservation is not supported by the TPEG EMI Charging Park
Usesg

2.Use casends.
Usesg

CONSTRAINTS

@B Invariant. Transmitted and available information through DAB and HTTP/Internet must be consis
and compatible.

There shall not be a significant difference between the information available through DAB reception
HTTP/Internet. Theeceiver does not try to check for inconsistencies and conflicts but is satisfied if it ¢
acquire a sufficient information set through one method.

3.3.3.1.3UC01.2 Reserve charging point
The user reserves parking lot with an EVChargingStation(called a'charging point" in

a "charging park"). The charging paiik e.g. Car Parkinust be near the desired
destination of theuser, and is selected by thdser.

PRECONDITION CONSTRAINT

“b Specific hargingpark was selected by the user

The user has selectedchargingpark where he likes to make a reservation for a charging point (includin
parking space). The charging park is described by a specific location and a reference to Enekpgrid
provided. The charging park may contain multiple charging points.

¥ User has decided to trg reservation in the specifiedargingpark.

“b TheUser is registered with th&-Mobility Provider

The User has received an-Mobility Account Identifier (EMAID) that it can use to make reservation
requests
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SCENARIOS

#! Basic Path.

The appApp_ParkingLotReservation sends a reservation request to the server. The server responds
acknowledges the reservation, including a reservation voucher that may be used to proof the
reservation was requested and acknowledged.

1. Request and receive sigd voucher fronmidentity provider
Usesg
2. App_ParkingLotReservation sends the voucher (previously receivedidemtity provide) and a
reservationrequest to thereservationserver.
Usesg
Exception:2a. Impossible to sendaservationrequest
3. The eservationserver answers with aeservationresponse, confirming the reservation
Usesg
Alternate: 3a. No confirmation
Exception:3b. No response; Timeout
4.Use casends.
Usesg

#f Alternate. No confirmation

1. Reservatioserver answers with aeservationresponse, but without confirming the reservation
Usesg

2.Use casends.
Usesg

) Exception. No response; Timeout

1. No Reservation Response is received frontéservationserver within a given amount of timeausing
a timeout

Uses(
2.Use casends.

Usesg

I Exception. Impossible to send Reservation Request

1. The underlying transport layer tells the App_ParkingLotReservation that no Reservation Request
be send (either due to a timeout or bagse of a lack of a bidirectional connection)

Usesg
2.Use casends.

Usesg

3.3.3.1.4UC01.3.1: Acquire information via DAB
To acquire DAB information the DAB receiver has to be tunes accordingly, so tbaBhe
TPEG serviaan receivdhe information about the relevant destination area.
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SCENARIOS

#! Basic Path.

The appropriate service is tuned, using the DAB receiver. The data takes some time for recef
depending on the reception quality and the amount of data. If reception quality is bad or the amoun|
data exceeds certain limits a timeout may occur or tlser may decide to wait no longer to receive data
via DAB, but to use other means of communication.

1. TPE@rafficinformation-Storage loads and decodes data from DAB receiver
Usesg

Exception:1a. Timeout while trying to load all data

Alternate: 1b. User becomes impatient

2. TPE@rafficInformation-Storage estimates (guesses) that all data is loaded andtis-date.
Uses(

3.Use casends.
Uses(

¥ Alternate. User becomes impatient

1. TheUser decides that loading data via DA&eption takes too long and it prefers to use Internet
Connectivity instead
Usesg
2. Information is acquired viatiernet connectivity.
UsesUGO01.3.2: Acquire information via internet/HTTP
3.Use casends.
Usesg

i Exception. Timeout while trying to load all data

1. Loading all data using DAB reception takes too long, causirepam and failback to Internet
connectivity.
Usesg
2. Information is acquiredia Internet onnectivity.
UsesUGO01.3.2: Acquire information via internet/HTTP
3.Use casends.
Usesg

3.3.3.1.5UC01.3.2: Acquire information via internet/HTTP
Load the required information about the relevant destination area, directly via Internet
Connectivity from a known internetddress.
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SCENARIOS

#! Basic Path.

First, a voucher is requested and received from ltfentity Provider to assure anonymity against other
servers.The voucher isised to authenticate against the server that provides the information abot
parking and charging availabilities.

1. Rguest and receive voucher froldentity Provider
Usesg
2. Establish a connection via Interreeinnectivity, handover voucher (previaly received fromdentity
Provide) and request the desired information
Usesg
Exception:2a. Unable to make internet/HTTP connection
3. Receive the desired mimation via the same Internebainectivity.
Usesg
Exception:3a. No reception ofthe desired data or nodecodable
4. Use casends.
Usesg

) Exception.Unable to make internet/HTTP connection

1. No connection via internet/HTTP can be established, thus no Inteoretectivity.
Usesg
2. An error message is shown to thiser.
Usesg
3. Acquiring information has failed
Usesg
4.Use casends.
Usesg

¥ Exception.No reception of the desired data or natecodable

1. No response is received, it is not the desirddrimation or the response is natecodable
Usesg
2. The user is informed about the error
Usesg
3. Acquiring the desired information has failed
Usesg
4. Use casends.
Usesg

3.3.3.1.6UC01.3.3: Acquire Information via Hybridpproach
Use anappropriate TPEG service and load the desired information, about available
charging parks in the relevant destination area.
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PRECONDITION CONSTRAINT

%5 EMobility Provider must have provided a basic configuration

This includes static information about

I access information where updates for this base information can be loaded directly frof the
Mobility Provider via internet/HTTP

I which DAB TPEG EMI services provide current information @éGhargingSations, that are
provided by or lve roaming contrets with theE-Mobility Provider

I where to load ordemand TPEG EMI data directly via internet/HTTP aB®Eharging Stations
that are provided by or &ve roaming contracts with thE-Mobility Provider

I where to make a reservation request via internet/HT Bihg the TPEG EMI protocol/application

This might overlap or maltchybrid orientation information.

SCENARIOS

# Basic Path.

Preferably a DAB based transmission is used to receive information @bangingand Car Parks
including free andeservable capacities. The reception is monitored and different communications &
used in case the preferred options are unavailable or fail to deliver sufficient information in time.

1. TPE@rafficinformation-Storage tunes the DAB receiver dppropriate TPEG EMI service (by usin(
predefined information which DAB TPEG EMI service to use)
Usesg
Exception:1a. Unable to tune DAB receiver to TPEG service
2. TPE@rafficinformation-Storage checks minimum reception quality (signal strergyttor rate) on the
DAB reception
Usesg
Exception:2a DAB reception quality insufficient
3. Information is acquire via DAB reception.
UsesUGO01.3.1: Acquire information via DAB
4.Use casends.
Usesg

¥ Exception.Unable to tune DAB receivéo TPEG service

In case the information may not be available through DAB, other means of communication are used,
as cellular based transmission. The same TPEG based information shall be available through diffq
carriers, while not all of them rght be available at a certain point in time.

1. TPE@rafficinformation-Storage fails to tune DAB receiver to appropriate service
Usesg

2. Information is acquired via Internebanectivity.
UsesUGO01.3.2: Acquire information via internet/HTTP

3. Use casends.
Usesg
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SCENARIOS

) Exception. DAB reception quality insufficient
In case the retrieval of information through the preferred communication path fails, other means
communication are used, such esllularbased transmission. The same TPEG based information shall
available through different carriers, that might have different quality and performance in differe
situations and the system selects the best option.

1. Quality of the DAB reception is estited as insufficient
Usesg

2. Information is acgjred via Internet Connectivity.
UsesUGO01.3.2: Acquire information via internet/HTTP

3. Use casends.
Usesg

3.3.3.1.7UC01.4 Designate destination location

The user types in an address and the navigation system finds the location and matches it
to its map. As aesult, the system has aufficientlypreciselocation thatdescribes the
dedination desired by the kkr.

SCENARIOS

#f Basic Path.

The useenters information, describing the intended target of the voyage. The navigation system use
internal logical map to match this information and to pin it down to a specific precise reference in 1
internal logical map that can be used to plan theteoand guide the travel.

1. The user types in the desired location address.
Usesg

Alternate: la. Incomplete address

2. The Navigation system (local autarkic) finds a perfect match in its logic location database.
Usesg

Alternate: 2a. Imperfectmatch

3. Use casends.
Usesg

1 Alternate. Incomplete address

In case the entered information is not complete, thus does not allow to match to one specific locatio
the logical map, the user tries to make a beffort guess, offer sompossible completions to the user
and ask him to select a specific option.

1. The user gives an incomplete address
Usesg

2. The Navigation System searches for possible completions and shows them to the user
Usesg

3. The user selects one of the giveptions
Usesg
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SCENARIOS

' Atternate. Imperfect match

In case the entered information do not make a match with the internal logical map, the system maki
0Said STTF2NI 3IdzSaa Foz2dzi GKS aySIENBad YIGOwrE:
presented to the user that is ask to pick one of them.

1. The Navigation System does not find a perfect match
Usesg

2. The Navigation System searches for similar options and presents them to the user
Usesg

3. The user selects one of the givastions
Usesg

3.3.3.1.8UC01.5 Acquire voucher frondentity provider
A voucher isequested and received from tHeentity Provider

SCENARIOS

! Basic Path.

A voucher is requested and received from tientity Provider which is the only servevho knowsthe
true identity of the User The voucher from thédentity Provideris then used to makauthenticateto
other servers, while keeping anonymity or pseudonymity.

1. Contact Identity Providewia hternet/HTTR
Usesg

2. Authenticate with theldentity Provider
Usesg

3. Receive a voucher, signed by thaentity Provider
Usesg



3.3.3.2 UCO02: Follow navigation guides
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Figure8: UCG02: Follow navigation guides

3.3.3.2.1UC02.0: Follow navigation guides
Thisuse casealescribes how a system in the vehicle calculates possible routes to a given
destination and how it guidethe driver to this destinationln the visionary scenario,

Helena H. uses this use case to navigate to the new nursery.

PRECONDITION CONSTRAINT

&b Network connection for avigationsystem is present.

“b Destination has been obtained from other system.

SCENARIOS

#f Basic Path.

In this use case, the navigation system calculates possible routes to a destination given by the pe

NBaSNBIGA2Y |

LILID

¢ KA & -~v@Hicle ordodlineRvaitly the hSIA dof B Rating 2

Server. The navigation systetihhen prompts theroutes to the Diver for selectio. Afterwards, it provides
the Driver with driving commands to assist him in driving to the destination.
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SCENARIOS

1. Driver opens Navigation System (local autarkic).
Usesg
2. Navigation System (local autarkic)displays destination point, received from
App_ParkingLotReservatipon map.
Usesg
Exception:2a. Destination not received
3. UG02.1:Calculatepossible routes.
Usesg
Exception:3a. Nopossibleroute found
4. Navigation System (local autarkic) sh@assible routes to Driver and waits for route selection.
Usesg
5. Driver selects desired route.
Usesg
Exception:5a. No route selected
6. Navigation System (local autarkic) starts navigation to destination via selected route.
Usesg
7.Use casends.
Usesg

) Exception. Destination not received

1. Destination pint not received from App_ParkingLotReservation.
Uses(

2.Use casends.
Uses(

I Exception. N@ossibleroute found

1. No possible route returned by U2.1: Calculate possible routes.
Usesg

2. Inform Driver.
Usesg

3.Use casends.
Usesg

) Exception. No route selected

1. Driver does not select a route until the system is shut down.
Usesg

2.Use casends.
Usesg
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POST CONDITION CONSTRAINT

%B Route guidance in the navigation system is active.

3.3.3.2.2UC02.1: Calculate possible routes
The navigation system calculates possible routes.

SCENARIOS

! Basic Path.
The navigation system calculates possible routes, depending on the traffic Wiperit,preferences and
Vehicle properties.

1. Navigation System (local autarkic) calculates preliminary routes based on map data, preference:

currently know data.
Usesg

Exception:1a. No route possible

2. UG02.3: Calculate routes lodwplthis is the defaulk
Usesg

Alternate: 2a. Online route calculation

3. Navigation System (local autarkic) returns route.
Usesg

4.Use casends.
Usesg

¥ Alternate. Online route calculation
In this subuse case, the route to the destination is calculated, either purely llpeaby communicating
with a backend routing server.

1. UCG02.2: Calculate routes on central server (if online calculatichdsen)
Usesg

1 Alternate. Offline route calculation

1. UG02.3: Calculate routes lodwl
Usesg

ﬁ Exception. No route possible

1. Notify Navigation System (local autarkic).
Usesg

2.Use casends.
Usesg
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3.3.3.2.3UC02.2: Calculate routesn central server
Calculate routes remotgon a central server with all information available there.

PRECONDITION CONSTRAINT

@& Connection toSp_RutingServer is available.

@ Destination is known.

SCENARIOS

¥ Basic Path.
Calculate routesemotely on a central server with all information available there, evgraffic forecast
based on historical data.

1. Forward destination and vehicle information to SP_RoutingServer.
Uses(

2. SP_RoutingServer responds with route.
Uses(

Exception:2a. No route received

3. Traffic information from TPEGafficInformationStorage is added to route for clarification.
Uses(

4. Return received route.
Usesg

5.Use casends.
Usesg

# Exception. No route received
1. Inform Navigation System (local autarkic).
Usesg

2.Use casends.
Usesg

POST CONDITION CONSTRAINT

B Route is known.
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3.3.3.2.4UC02.3: Calculate routes locis
Calculate the routes locally with information available to the navigation system.

SCENARIOS

# Basic Path.
Calculate the routes locally with information available to the navigation system.

1. Destination is sertb the Navigation System (local autarkic).
Usesg

2. Navigation System (local autarkic) obtains traffic data fi(tRGT rafficInformation-Storage.
Usesg

Exception:2a. Destination not sent

Exception:2b. No TPEG Information available

3. Navigation System (local autarkic) calculates possible routes based on available data.
Usesg

4. Navigation System (localitarkic) returns optimal route.
Usesg

Exception:4a. No route possible

5. Use casends.
Uses(

™ Exception. Destination not sent

1. Return error indication.
Usesg

2.Use casends.
Usesg

I Exception. No TPEG Information available

1. No traffic information is obtained from TPH@fficInformation-Storage.
Usesg

¥ Exception. No route possible

1. No possible route is found.
Uses(

2. Inform User about routing problem
Usesg

3. Use case ends.
Usesg

3.3.3.2.5UC02.4: Updaterouting information

The navigation system updates the routing information, either because it has been
triggered to do so (e.g. as new traffic information is available) or because the driver has
left the route.
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PRECONDITION CONSTRAINT

5 Aroute has been selected and the navigation was running.

%k An eventoccurred which triggereda re-calculationof the route.

SCENARIOS

¥ Basic Path.

In this subuse casethe possible routes calculated by the navigation system are shown to the driver.
then selects one of the routeThe selectedoute is used by the navigation system to navigate to the
destination.

1. UG02.1: Calculate possible routes.
Usesg

Exception:1a. No possible route found

2. Navigation System (local autarkic) shows new route to Driver and waits for confirmation.
Usesg

3. Driver confirms new route.
Usesg

Alternate: 3a. Driver does not confirm new route

4. Navigation Systeiffocal autarkic) starts navigation to destination via selected route.
Usesg

5. Use casends.
Usesg

) Exception. No possible route found

1. UG02.1: Calculate possible routes does not return any usable route.
Uses(

2. Inform Driver thahavigation is not possible.
Uses(

3.Use casends.
Usesg

#f Alternate. Driver does not confirm new route

1. Driver does not confirm new route.
Usesg

2. Navigation System (local autarkiohtinuousnavigating on previously selected route.
Usesg

3.Use casends.
Usesg
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3.3.3.3 UGCO03: Use Traffic Light Forecast for energy efficient behavior

iKoPA System of UC-03: Use Traffic Light Forecast for gnergy
efficient behavior

_ «actor»
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g

I Ay Of dRSn «actor»
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Driver
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Forecast centrall

«actor»
Service Provider

Figure9: UG03: Use Traffic Light Forecast for energy efficient behavior

3.3.3.3.1UC03.0: Use speed advisory on traffic lights

The smartphone/evehicle app receives a Traffic Light Forecast (TLF) and uses it to display
information that could be used by the driver in order to optimize driving behavithdn

most energy efficient way. The displayed information can be in the formGifeen Light
Optimal Speed Advisory (GLOSA) or Time to Green (TTG). The TLF data could be further
usedby onboardautomated cruise control functionality in order to enable adaptive speed
adjustmentswhichcould increase efficiency and comfort of driving

SCENARIOS

! Basic Path.

The Traffic Light Forecast (TLF) data is generatedhéyForecast Servicbased on parameters
continuously provided by the localrdffic Light ©@ntroller. The forecast data is received by the
smartphone/evehicle app and is used to produce information for Green Light Optimal Speed Advig
(GLOSA) and/or Time to Green (TTG).

1. Traffic Light Controller (TLC) provides current detection and sigmab data to Forecast service
Usesg
Alternate: 1la. 11p local path
2. Forecast Service (TLF) generates a forecast based und current [and historic] data
Uses: ¢
3. The forecast is linked to the corresponding MAP representation anddretissued asa SPAT/MAP
message on a service interface
Uses: ¢
4. Dissemination & receptionSubUse casg
Usesg
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SCENARIOS

Alternate: 4a. Central path

5. Return from subuse case
Usesg

6. App_TrafficLightAssistarghows GLOSA or TTG
Usesg

7. Vehicle adapts itengitudinalmovementautomatically or manually
Usesg

8.Use casends
Usesg

1 Alternate. 11p local path

1. <include> U©3.1 Provide Forecast locally
Usesg

% Alternate. Central path

1. <include> U©3.2Provide Forecast centrally
Usesg

3.3.3.3.2UC03.1_local: Providedrecast locally
The TLF data is broadcasted locally within the area of the serviced intersection.

SCENARIOS

# Basic Path.

In this use case the TLF data is delivered toTitadfic Light @ntroller and broadcasted locally over a
standard V2X dedicated wireless interface.

1. Traffic Light Controller (TLC) uses the generated SPAT/MAP of the Forecast Service (TLF) to diss
it via 802.11p (locally)
Usesg

2. TheVehicle reachethe area ofthe intersection (recognized by 802.11p reception) and receives Traff
Light Forecast via 11p

Usesg
3. Subuse caseends: return to basic path
Usesg
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3.3.3.3.3UC03.2_central: Providedrecast centrally
The TLF data is disseminated aotisumed by others through a central service.

PRECONDITION CONSTRAINT

“b As the case may be tHdser must have registered to get access to the central seddpending on
if the service can be used free of charge or.not

SCENARIOS

! Basic Path.

The TLF data is disseminated globally to users by a Service Provider over a wireless netwode(IDiaB+,
or other).

1. SrviceProvider receivesigenerated SPAT/MAP from the Forecast Service.(TLF)
Usesg

2. Vehicle reaches area afitersection recognized by app functionality through GPS -fgmming
mechanism

Usesg

3. App TrafficLightAssistance acquires/filters out the TLF data for the recognized intersection
Usesg

4. SubUse casends: return to basic path
Usesg

3.3.3.4 UCO04: Receiveentrance clearance for car park via V2X authentication

iKoPA System of UC-04: Receive entrance clearance
for car park

UC-04.2: Get
entrance
permission

«actor»
Car Park Barrier

\

UC-04.0: Receiv
entrance clearanc
for car park

«actor»
Vehicle

/

Ay Ot dz2RSn
N

- «actor»
Authenticates at the Car Park

FigurelO: UG04: Receive entrance clearance for car park
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3.3.3.4.1UCG04 0: Receive entrance clearance foaPark
Vehicle authenticates itself at the car park via V2X and getsance permission via
opening a barrier or giving green light.

SCENARIOS

# Basic Path.

The sequence of V2X authentication follows: Vhkicle approaches th&r Park. When in reach of th€ar
Park RSU, i.e. 3000500 m distance, the V2X RSU regularly identifies itself as a barrier. The V2X V¢
OBU sends the V2X registration message requesting entrancézafRark RSU sends a challenge to ti
V2X OBU in the fornfa set of randonmumbers. The &hicle reacts by sending a signed response encryg
with its private key reeived during registration. Thea€Park RSU confirms the V2X response messag
valid using the public key. As a final action, @ Park barrier opens up the wapr the vehicle and the
vehicle enters the car park.

1. UG04.1: Authenticate at th&€ar Park via V2X
Usesg

2. UG04.2: Get entrance permission
Usesg

3.Use casends.
Usesg

3.3.3.4.2UC04.1: Authenticate at theCar Park via V2X

The Vehicle arrives at th&€ar Park. It sends its authentication request via V2X to the
barrier's V2X station. The barrier RSU checks the request by sending a challenge to the
Vehicle. The &hicle signs with the private key received during reservation. Theebar
checks authentication with the public key. If confirmed, the barrier opens. Traffic light
colors signal the authentication result option.

PRECONDITION CONSTRAINT

“b The \éhicle idenification is registered at thedentity Provider

“b The \¢hicle identification via V2X is implemented.

5 The \ehicle has a valid reservation ftbre Car Park.

5 The \ehicle is locatedhearthe Car Park.
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@l TheCar Rrk RSU has access to the reservation data.

SCENARIOS

# Basic Path.

Theauthentication procedure is basexh the following concept: Adhicle approaches th€ar Park with
the V2X OBU getting into the reach@dr Park RSU. Th€&ar Park RSU sends regular messages: "l am
barrier,Vehicles, please authenticdte TheVehicle'sV2X OBU sends the V2X authentication request; th
Car Park &rier challenges the vehicle and gets a signed response back. Astegxhe Car Park RSU
checks whether the signature from the V2X OBU is valid without involving the reservation backend se
and without knowledge of th&ehicle's identity.

1. Vehicle approachezar Parkwith the Vehicle V2X OBU getting into the reaciCafPark FSU.
Uses(

2. \khicle V2X OBU sending the V2Jistrationmessage carrying the identification information.
Uses(

3. Car park RSU checks whatliee registration message of Vehicle V2X OBU is valid involving t
reservation service backersgrvice

Uses:q
4. Use casends.
Usesg

POST CONDITION CONSTRAINT

“b The reservation status is updated in the reservation backend server.

3.3.3.4.3UC04.2 Get entrance permission

The @r Park barrier gets the authorization result from the local V2X statifter the
authentication procedure. If the &hicle is allowed t@ccessthe Car Park the barrier is
opened and thé/ehicle may pass.

PRECONDITION CONSTRAINT

“B The Vaicle identfication is registered in thidentity Provider

B The \ehicleidentification via V2X is implemented.
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@1 The \ehicle has a valid reservation f6ar Park.

@ Car Rrk RSU ofar Park has access to the reservation data.

SCENARIOS

% Basic Path.

Access to the&Car Park 5 granted with the following set of actions: First, t@a Park RSU confirms the
V2X reservation message as valitien theCar Park barrier opens up the way ftine Vehicle. Thé/ehicle
then enters theCar Park, which ends the use case.

1. Car Park RStdnfirms the V2X &jistrationMessage as valid to tMehicle V2X OBU.
Usesg

Exception:1la. Technical issue

Exception:1b. Authentication invalid

Exception:1c. Capacity not sufficient

2. CarPark barrier opens up the way fofehicle.
Usesg

3. Vehicle enters the & Park.
Usesg

4.Use casends.
Usesg

ﬁ Exception. Authentication invalid

1. Car park RSU denies the V2X reservation message since authentication is invalid.
Usesg
2. Car park barriestays in the blocking position.
Usesg
3. Car park RSU sends V2X denial message to Vehicle V2X OBU that the authentication is invalid.
Usesg
4.Use casends.
Usesg

# Exception. Capacity not sufficient

1. Car park RSU denies the V2X reservation message since the systeanhasl issues.
Usesg
2. Car park barrier stays in the blocking position.
Usesg
3. Car park RSU sends V2X denial message to Vehicle V2X OBU that the system does not work pr¢
Usesg
4. Use casends.
Usesg
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SCENARIOS

) Exception. Technical issue

1. Car park RSU denies the V2X reservation message since the system has technical issues.
Usesg

2. Car park barrier stays in the blocking position.
Usesg

3. Car park RSU sends V2X denial message to Vehicle V2XaOlBb system does not work properly.
Usesg

4. Use casends.
Usesg

POST CONDITION CONSTRAINT

“b Car park barrier closes after vehicle entered.

“B The reservation status is updated in the reservation backend server.

3.3.3.5 UGCO5: Park(partly) automated at charger

iKoPA System of UC-05: Park (partly)automated at cheiirger

«actor»
Car Park

«actor»
Vehicle

UC-05.0: Park
(partly)automated at
charger

szOt dzR &1

UC-07.0: Camera-base
in-car park positioning
SO

d

Figurel1l: UGO5: Park (partly) automated at charger
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3.3.3.5.1UC05.0 Park (partly) automated at charger
The \éhicle drives (partly) automated to tHeV*Charging Statioand parks there.

RESPONSIBILIT(B$TERNAL REQUIREMENTS)

. Use cas®4 has to be finished successfully.

In ordernot to check the autheritation and the reservation of theé¥icle twice use case 05 can only
start when use case 04 has finished successfully.

SCENARIOS

#f Basic Path.

Helena H. reaches th@ar ParlBarrier at the @r Park of the shopping maWith her Vehicle She leaves
the Vehicleand goes shopping. Meanwhile thehicledrives (partly) autmated from the entrance of the
Car Parkto the reserved chargingpot. After finishing her shopping tour, Helena returns to the barrier o
the Car Park and calls hevehiclevia theApp_CarRequestServic&/hen theVehiclearrives, Helena takes
it over and continues her travel. This use caselwiltriggered by use case 4after the authentication
procedure and theeservationcheck are completed.

Afterwards the @r Park checks the 2X canection betweenthe Vehicle andCar Pank the occupancy
status of chargingpot If the prereservedchargingspot is empty, the & Park calculates the indoor route
to the EM(Charging Statioand transmits it to thé/ehicle. Thé/ehicle calculates the real driving trajectory
from the received routing information. If these sigare preformedsuccessfully, theehicle starts driving
and the car park invokes use case 07.

1. Car Park check2X Connection between Vehicle and Car Park.
Uses(

2. Car Park checks occupancyarking lot
Uses(

3. Car Park calculates indoor route to therking lot
Uses(

4. Car Park transmits route to Vehicle.
Uses(

5. The Vehicle calculates a trajectory from the routing information.
Uses(

6. Vehicle starts driving.
Usesg

7. The U@7.0: Camerdased incar park positioning will be invoked.
Usesg

8. Use casends.
Usesg



3.3.3.6 UCO06: Pay parking and charging
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Figurel2: UGO06: Pay parking and charging

3.3.3.6.1UC06.0 Pay parking and charging

The Diver automatically pays the parking and charging bill.

SCENARIOS

#f Basic Path.

«actor»

EV-Charging Statid

=

The paymentnodel s based on the time spent in ai@Park and charging spot (as opposed to a mode
based on the poweconsumption). The time spent in theaCPark and charging spot is determined and
recorded separately to account for different costs and prices.

1.<include> U@6.1 Report reservation t8P BillingService

Usesg

2. <include> U06.2 Regier arrival and departure fromag Park

Usesg

3. <include> U©6.3 Register arrival and departure from charging spot

Usesg
4.Use casends.
Usesg
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3.3.3.6.2UC06.1 Report reservation toSP BillingService

The neessary information to bill the fiver for a reservation is reported to a
SP_BlingService.

PRECONDITION CONSTRAINT

B The User reserd a charging park-Hobility Provider.

@8 The reservation was confirmed

“B The user is registered at the SP_BillingService

SCENARIOS

# Basic Path.

Information about a reservation is passed on to B BillingService. The intent is to extend the-Ug
to enable automatic billing of eeservation, for example, by charging a reservation fee.

1. <extend> U®©1.2.
Usesg

2. The Car Park reports the information necessary for billing to the SP_BillingService.
Usesg

3. Use casends.
Usesg

3.3.3.6.3UC06.2 Regiser arrival and departurefrom Car Park

The time spent in th&ar Park is automatically determined by registering the arrival and
departure time.

PRECONDITION CONSTRAINT

&b The Vehicle received entrance permission

SCENARIOS

¥ Basic Path.

As the pricing model isased orthe time spent in the @r Park, the actual time spent of the Vehicle in the
Car Park must be determinedl'o determine the duration, thea€Park registers th¢ime of entry and exit
of the \khicle. After the time is determined, thear Park reports the tine spent to theSP_BlingService.
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SCENARIOS

1. <extend> UD4.02 and U®8.02.
Usesg

2. The Vehicle enters thear Park.
Usesg

3. The (I'Bystems of the)Car Park registers the time of entry.
Usesg

4. TheVehicle parks in the Canfk.
Usesg

5. TheVehicle leaves thedCPark
Usesg

6. The (I'Bystems of the)Car Park registers the time of departure.
Usesg

7. TheCar Park determines the time spent and reports to the SP_BillingService.
Usesg

8. Use casends.
Usesg

POST CONDITI@ONSTRAINT

“B The time spent in the car parkkaown.

3.3.3.6.4UC06.3 Register arrival and departure from charging spot
The time spent in the charging spot is automatically determined by registering the arrival
and departure time.

PRECONDITION CONSTRAINT

@1 The vehicle entered th€ar Park.

@B The Vehicle received entrance permission

SCENARIOS

# Basic Path.

Similar toUG6.2, the time spent of the &hicle at an EXCharging Station must be determined. To
determine the duration, the EXChargindstation registers the timefarrival and departure of thedhicle.
The arrival and depture times are reported to the & Park, which in turn determines the time spent at
an EMCharging Station. The duration is then reported to the billing service.
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SCENARIOS

1. <extend> U@6.2
Usesg

2. The Vehicle enters the E3harging Station.
Usesg

3. The EXCharging Station reporthe time of arrival to theCar Park.
Usesg

4. The Vehicle charges.
Usesg

5. The Vehicle deparfsom the EMCharging Station.
Usesg

6. The EXCharging Station ports time of departure to the & Park.
Usesg

7. The @r Park determines the time spent and reports to the SP_BillingService.
Usesg

8. The Vehicle leaves tha®ark
Usesg

Alternate: 8a. Continued parking (w/oharging)

9. Use casends.
Usesg

¥ Alternate. Continued parking (w/o charging)
1. The Vehicle moves to anothgarking lot
Usesg

2.Use casends
Usesg

POST CONDITION CONSTRAINT

“B The time spent at th&\tChargingQation is known
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3.3.3.7 UCO7: Camerebased inCar Park positioning

iKopA System of UC-07: Camera-based in-car park positioning

UC-07.1: Initial assignment O
vehicle to the infrastructure of

the car park
////7

- Ay Of dRSn

«actor»

Car Park «actor»

UC-07.0: Camera-base Vehicle

in-car park positionin
\\\ {AyOf dRSn
N
X\

UC-07.2: Track vehicles using
camaras

/1N

Figurel3: UCGO7: Camerebased incar park positioning

3.3.3.7.1UC07.0: Camer&ased irCar Park positioning
Theposition data of the ®hiclein enhancedby combining it with position imimation
created by the @r Parks camera system.

SCENARIOS

¥ Basic Path.

This use case tracks the autonomodehiclein the Car Park and provides it with precise position
information as a GPS supplemaaplacement This informations necessary to improve the internal
sensor information of therehiclewith additional information received by the camera system of Gae
Park.

This use case will be invoked by use case 05 "Park (pautlynated at charger". At the beginning, the
lane @meras capture theehicle which is waiting in front of th€ar Park &rier. In the following step,
the captured image of theehiclewill be assigned to the authenticated vehicle, which got the entranc
permission. The camera system pursues the movatgcle in a running loop and send the position date
back to the car. This process continues about every 100 ms until the car reaches its final chargi
parking position.

Mo ! asS diid &signmedtof véhicle to the infrastructure of the park” will be invoked.
Uses:

2. Use case 07.2 "Track vehicles usengera$ will be invoked.
Uses:

3.Use casends.
Uses:
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3.3.3.7.2UC07.1: Initial assignment of vehicl® the infrastructure of the @r Park
The opticaly captured vehicle at the entrance ofhe Gar Parkis assignedo the
authenticated éhicle connected vi&2X communication.

SCENARIOS

#f Basic Path.

In this initial step, theCar Park sets up an assignment between tfehicleswhich is waiting at the barrier
of the Car Park(captured bythe lane cameras) and theeWicle, which is swessfully registered via the
V2X communication to th€ar Park. The assignment procedure is based on tbkowing concept. First,
the Gar Park classifies the objeat the entrance barrier as aetficle. In he following stepthe Car Park
determinesthe current position of the ®hicle in front of the Car Park. Finally, tGar Parkassigns the
vehicle captured by the camera system in front of @z Park to the ghicleID of thevehiclg which gt
the entrarce permission via2X connection.

1. Car Park classifies the object at @&r Park &rier as a Vehicle.
Usesg
2. Car Park determines the current position of the Vehicle in front of the Car Park.
UsesTracking Camera System
3. Car Park assig the Véicle in front of the @r Park to the VehicldD of theVehicle which got entrance
permission via X connection.
Usesg
4.Use casends.
Usesg

3.3.3.7.3UC07.2: Track vehicles using cameras
The moving vehiclistracked by the camera system.

SCENARIOS

¥ Basic Path.

The aim of this sulise case is to provide the autonomdydrivingVehiclewith highly accurate and up
to-date position data captured by the camera system. This process will run in a loop so that about €
100 ms a new position will keent to the vehicle The loop will stop when theehiclereaches its charging
spot or, in the return casethe Gar Park Barrier.

1. Car Park tracks the position of the considered Vehicle every 100ms.
UsesTracking Camera System

2. Car Park transmits theosition to the assigned Vehicle.
UsesCar Park RSU, Vehicle V2X OBU

3.Use casends.
Usesg
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3.3.3.8 UCO08: Get access to parking lot via RFID Identification

iKoPA System of UC-08: Get access to car park

UC-08.2: Register
initially as potential
customer and user

«actor»
Registration
Service

Ay Of dzRSn

AN

NEISIER) UC-08.0: Get e

Vehicle access to car payk Car P_ark
™~ Barrier

\\z Ay Of dRSn

C-08.1: makes u
of a charging /
parking service

«actor»
Car Park

Figurel4d: UCGO08: Get access to parking lot

3.3.3.8.1UC08.0. Get access t@ar Park

TheCar Park Barrier checks aahicle'sidentificationand granting access to thea(Park
only if the identity of the ®hicle's RFID tag matches an entry afyaamicwhite list of
accepted vehicles.

SCENARIOS

¥ Basic Path.

The access to th€ar Park is granted based om¢ following RFID treatment: Aekficle approaches @ar
Park with its dynamicRFID license plate registered in a local white list. The RFID reader at the car
checks the RFID license plate of vehi€lee reader confirmghe RFID tag as valid by checking against
white list received from the cloud, stored locally, or commurechtluring the reservation. Thea€CPark
barrier opens up the way forelicle whereuponhe \&hicle enters theCar park.Thereafter,the Vehicle
candrive to the assigned parking lot.

1. UG08.1: Usagef a charging / parking service
Usesg

2. UG08.2: Register iniilly as potential customer andser
Usesg

3.Use casends.
Usesg

3.3.3.8.2UC08.1: Usageof charging / parking service

TheVehicle has access @ar Park. This is signaled by a barrier opening and/or a traffic

light showing greenThe vehicle charges ahd&\tChargingSation and/or parks on an
assigned or availablgarking lotby means of automatic parking
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PRECONDITIONLONSTRAINT

%5 The vehicle has a valid reservation floe parking lot

5 TheRFID reader dhe Car Parkhas access to the reservation data.

SCENARIOS

%! Basic Path.

After identification,the \ehicle can access th@ar Park with the following sequence of actions: the vehic
approacheghe parking lotwith the RFID licens@he RFID reader at theu@ark checks the RFID licens
plate ofthe \kehicle againsits white list or a list communicated during a reservation prased The €hicle
charges and/or parks, which ends the use case

1. Vehicle approaches parking lot RFID reader with the Vehicle RFID license.
Usesg

2.Parking lot RFID reader at thar®ark checks the vehicle RFID license plathefkhicle.
Usesg

3.Use casends.
Usesg

POST CONDITION CONSTRAINT

B The reservation status is updated in the reservation backend server.

3.3.3.8.3UC08.2: Register initially as potential customer andser
Before a customer can reserveparking lot it has to register as a potential customer.
After that, it canidentify andis allowed to enter.

PRECONDITION CONSTRAINT

“B TheVehicle has a valid reservation for qaarking lot

%k RFID reader dhe Ca Park has access to thvegistration data.
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SCENARIOS

#! Basic Path.

The vehicle needs to be registered as follows: The user registers for the service and regrigesramable
RFID tag as well as\&C Tag. The RFID tag is for the veltle\FC Tag is for pairing tbser/smartphone
to the \ehicle. ThiRFID tags used for the reservation using the smartphone in proximity to NFC. It is
used forgetaccess using the RFID reader at the barrier in distance to the RFID tag.

1. Parking lot RFID reader confirms théiete RFID license plate tag as valid.
Usesg
Exception:1a. Authentication invalid
Exception:1b. Technical issues
2.ReservatiorService opens up the way for vehicle
Usesg
3. Vehicle drives onto assignpdrking lot
Usesg
4. Use casends.
Usesg

I Exception. Authentication invalid

1. Parking lot RFID reader denesgry, becausehe authentication is invalid.
Usesg
2. Parking lot barrier stays in the blocking position.
Usesg
3. Parking lot RFID reader indicates that éluthentication is invalidhy showing e.g. a red light
Usesg
4.Use casends.
Usesg

H Exception. Technical issues

1. Parking lot RFID reader denies RIEID tag, becauske system has technical issues.
Usesg
2. Parking lot barrier stays in the blocking position.
Usesg
3. Parking lot RFID reader does not show any response to the RFID tag.
Usesg
4.Use casends.
Usesg

POST CONDITION CONSTRAINT

“b The reservation status is updated in the reservation backend server.
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3.3.3.9 UCO09: Communicate with charger & charge

iKoPA System of UC-09: Communicate with charger
& charge

«actor» Uc_og «actor»
Vehicle Communicate with EV-Charging
W & char Station

«actor» «actor»
Car Park Charge Point
Management
Car-Park Service System

Staff
Figurel5: UC09: Communicate with charger & charge

3.3.3.9.1UCG09: Communicate with charger & charge
TheVehicle is connected to thE\(ChargingSation and the charging process is taking
place.

PRECONDITION CONSTRAINT

“B For Service Provider pathlser has (registered) relation toeBsiceProvider.

The Wer has a contract with &rviceProvider. TheUser has a valid reservation fan appointed time
slot of the charging spot.

“B For Service Provider path wit@ar Park: Service Provider andCar Park operator havebusiness
relation.

CarPark operator andsrviceProvider must have a relation to alloveservations or billing information
to be exchanged and to allow thdser to access thparking lotwith the reservede\ChargingSation.

SCENARIOS

#f Basic Path.
Vehicle has arrived at the destination, which has a dedicated charging spot for electric vehicles.

1. Vehicle is parking in the reserved spot with€&narging Station.
Usesg
Alternate: 1la. Involve Service Providesrfd Gar Park) - Part 1
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SCENARIOS

2.Vehicleauthenticates to the EXCharging Station.
Usesg
3. Charging Point Management System aSksPark 8rviceSaff to connect Vehicle.
Usesg
4. CarPark ServiceSaff connects Vehicle anthe charging process is starting.
Usesg
5. Charging is iprocess (EXCharging Station reports status to Charge Point Management System).
Usesg
6. CarPark Service Saff disconnects Vehicle after charging is finished / on request that User wants
collect the Vehicle.
Usesg
7.EMCharging Station reportervice consumption information to Charge Point Management System.
Usesg
Alternate: 7a. Involve Service Providear(d car park- Part 2
8. Payment process (direct on site or via Service provider) is treated through the Charge F
Management Systerand its connection to the Car Park control.

Usesg

9. Vehicle is returned tblser
Usesg

10. Use Cases ends
Usesg

¥ Alternate. Involve Service Providem( car park- Part 1

1. User is checking for free spaces and books a charging space with his provider for a certain ch
point (in a certairCarPark).

Usesg
2. Electic mobility preservation systems execute reservatitmcally(and prepare to give User access to
the CarPark).

Uses(

3. User arrives with his Vehiclet(the Car P& and gets entry permissiprand garts (autonomous)
parking the #hicle atthe reserved charging point.
Usesg

1 Alternate. Involve Service Providem( car park- Part 2

1. Clarge Point Managemerflystem takes care of billing.
Usesg
2. Car park supports leave of useehcle by allowing to leave at the exit barrier
Usesg
3. Charge Point Management System use the B2B sexiteacting relation for clearing / billing
Usesg
4. ;d of use case path / back to Basic Path
Usesg
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3.3.3.10 UC10: Receive state of charge ¥Ehicle

iKoPa-System of UC-10: Receive state of charge of vehicle

«actor»
SP_CarStateOfChargeServic
SO

UC-10.0 Registratio
for state of charge of
vehicle via App

{SEGSYRN

C-10.1: Receive state «actor»
of charge of vehicle t App_CarStateOfChargeServ|c

registered App

Driver

O IRV
{AYyOf|gzRSn

«actor»
Vehicle

C-10.2 Send state &f
charge of vehicle to
registered App

Figurel6: UG10: Receive state of charge of vehicle

3.3.3.10.1 UC10.0G Registration for state of charge of vehicle via App
The Driver sends (vieApp_CarStateOFChargeSeryicegistration to receive state of
charge (SOC) of the vehicle.

SCENARIOS

¥ Basic Path.
In this path, the Dver tries to register for the service via smartphofidwe ServiceProvider confirms or
rejectsthe registration.

1. Driver sends registration for servioESP_CarStateofChargeServwizeApp_CarStateOfChargeSeevi
Uses(

2. SP_CarStateOfChargeService receives and checks registration.
Uses(

3. SP_CarStateOfChargeService send confirmatidppo CarStateOfChargeService and Vehicle
Usesg

Alternate: 3a. Rejection

4. App_CarStateOfChargeService recapemfirmation
Usesg

5. App_CarStateOfChargeService informs Driver
Usesg

6.Use casends
Usesg
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' Atternate. Rejection

1. SP_CarStateOfChargeService send rejection to App_CarStateOfChargeService
Usesg
2. App_CarStateOfChargeService receive rejection
Usesg
3. App_CarStateOfChargeService informs Driver
Usesg
4. Use casends
Usesg

3.3.3.10.2 UCI10.1 Receive state ofharge of vehicle to registered App

iKoPA

The driver receives state of charge (SOC) of the vehicle on his cell phone.

SCENARIOS

¥ Basic Path. Basic Path
Driver receives the state of charge via smartphone.

1. App_CarStateOfChargeServieeeives'state of charge".
Usesg

2. App_CarStateOfChargeService notifies the Driver.
Usesg

3.Use casends
Usesg

3.3.3.10.3 UG10.2: Send state of charge of vehicle to registered App

The vehicle sends the state of charge (S0@)e APP_CarStateOfChargeSetrvice

SCENARIOS

#¥ Basic Path. Basic Path
Vehicle sendthe state of charge to the smartphone.

1. Vehicle sends "state of charge of vehicle" to registered App_CarStateOfChargeService.

Usesg
2.Use casends.
Usesg
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3.3.3.11 UC11: Request vehicle

iKoPA System of UC-11: Request Vehicle

«actor»

UC-11.0: Reques SP_CarRequestServi

vehicle

(]

«actor»
[ S|App_CarRequestServite

UC-11.2 Reques!
Vehicle

-

Driver
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UC-11.3: Drive
automated to the
requested positio

—D— «actor»
— P Vehicle

Figurel7: UG11: Request vehicle

3.3.3.11.1 UGC11.0: Request vehicle

TheDriver wants to be picked up at a specific position in@aePark. Therefore, a request
needs to be initiated to th&ehicle.

SCENARIOS

#¥ Basic Path. Basic Path

To be picked up by theehicle, theDriver requests the &hicle to a specific position or in front ofthe
Car Park. This request is initiated via a personal demiest likely a smartphone. After an autbrization
check, the ¥hicle will automatically drive from its current position (in most casearking lo) to the

request position of theédriver. This could be either a defined area, parking sgace specific position in
the Gar Park.

1. <include> UQ1.1: Register for C&equesiService
Usesg

2. <include> UQ1.2 Request Vehicle
Usesg

3.Use casends.
Usesg



iKoPA

3.3.3.11.2 UG11.1: Register forcar requestservice
TheDriver and itsVehicleregisterto be able to use theervice.

SCENARIOS

1 Basic Path. Basic Path
To request the Vehicle, the Driver registers theCehicle and his personal device to the
SP CarRequestService, which handles authorization of the service usage and the request authorizat

1. Driver and Vehicleegister at SP_CarRequestService.
Usesg

2. SP_CarRequestService receives registration.
Usesg

3. SP_CarRequestService cheakborizationfor service usage.
Usesg

4. SP_CarRequestService sends registration confirmation to App_CarRequestSeVieeicad
Usesg

Alternate: 4a. Not authorized

5. App_CarRequestService informs Driver alegistration confirmation.
Usesg

6. Use casends.
Usesg

B Alternate. Not authorized

1. SP_CarRequestService sends registration rejectidppoCarRequestService and Vehicle.
Usesg

2. App_CarRequestService informs Driver about registration rejection.
Usesg

3.Use casends.
Usesg

3.3.3.11.3 UC11.2 Request Vehicle
This is the mpcess of requesting the Vehicle to a specific position.

SCENARIOS

! Basic Path.
The Driver requests the vehicle viae App CarRequestServicen his snartphone. The request
authorization will be done by th8P CarRequestService.

1. Driver initiates request via App_CarRequestService.
Usesg

2. App_CarRequestService sends request to the SP_CarRequestService.
Usesg
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SCENARIOS

3. SP_CarRequestService checkaditihorizationfor service usage.
Usesg

4. SP_CarRequestService forwards message to Vehicle to drive to requested position.
Usesg

Alternate: 4a. Not authorizedto use service

5. Vehicle checks request fauthorization
Usesg

6. Vehicle checks for possible route.
Usesg

Alternate: 6a. Not authorizedto request \éhicle

7. Vehicle send confirmation to Driver via SP_CarRequestService.
Usesg

Alternate: 7a. No possible route found

8. UGUG11.2: Drive automated to the requested position.
Usesg

9. Use casends.
Usesg

1 Alternate. Not authorizedto use service

1. SP_CarRequestService sends seatitteorizationrejection to App_CarRequestService.
Usesg

2. App_CarRequestService informs Driver about seatitieorizationrejection.
Usesg

3.Use casends.
Usesg

1 Alternate. Not authorizedto requestVehicle

1. Vehicle sendseéhicleauthorizationrejection to SP_CarRequestService.
Usesg
2. SP_CarReqstService sendsetiicleauthorizationrejection to App_CarRequestService.
Usesg
3. App_CarRequestSargiinforms Driver about Vehiciithorizationrejection.
Usesg
4. Use casends.
Usesg

1 Alternate. No possible route found

1. Vehicle sends informatidhat no possible routavasfound to SP_CarRequestService.
Usesg
2. SP_CarRequestService sends informdtiahno possible routavas foundto
App_CarRequestService.
Usesg
3. App_CarRequestService informs Driver altloat no possible routavasfound by the vehicle.
Usesg
4. Use casends.
Usesg
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3.3.3.11.4 UC11.3: Drive automated to the requested position
If the request of the Vehicle was authorized, the vehicle starts drigirte requested
positionautomatically

SCENARIOS

# Basic Path.
TheVehicle drivesautomaticallyto the requested position to pick up tHeriver.

1. Vehicle driveautomaticallyto requested position.
Usesg
Alternate: 1la. Not possible to driveautomated to position
2. Vehicle parks/holds at requested position.
Usesg
Alternate: 2a. Not possible to park/hold at requested position
3.Use casends.
Usesg

) Exception. Noauthorized

1. Inform Driver about rejectian
Usesg

2. Postmisbehavior
Usesg

1 Alternate. Not possible to drive automated to position

1. Vehicle sends information to SP_CarRequestService about problems dutongatically
Usesg
2. SP_CarRequestService send information to App_CarRequestService about pkéfiertesdriving
automated.
Usesg
3. App_CarRequestServicdormsDriver about problem¥ehicle drivingautomatically
Usesg
4. Use casends.
Usesg

1 Alternate. Not possible to park/hold at requested position

1. Vehicle sends information to SP_CarRequestService about problems parking/holding at requq
position.

Usesg
2. SP_CarRequestService send information to App_CarRequestServicthah@lticlenot being able to
park/hold atthe requested position.

Usesg
3. App_CarRequestServiggorms Driver that the \ehicleis not able topark/hold at the requested
position.

Usesg
4. Use casends.

Usesg














































































































































































































































































































































































































































































































































































































































































































































































































































































