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The Conceptual Gap
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Objective of Analysis

— Conceptualization
e reverse-engineering of text
 how do policy-makers think about technology

— Shortcomings

 mismatches between technical and policy concepts?
— what is unrealistic?

 what “messaging” does new terminology need to convey?
— bridge gap between technical and policy concepts

— Compatibility

o Aneves Funded by *[EET [ R CC-BY 4.0, OULD 2024
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Analyzed Legal Texts

- ¢dpbm Guidelines on Anonymization: draft
 official legal interpretation - concepts
e compatibility!

— Data Governance Act (DGA): regulation, in force
— European Health Data Space (EHDS): regulation, proposal

Anoh/ed] Funded by *|EE" [ S CC-BY 4.0, OULD 2024
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Legal Interpreation of the GDPR
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Process: EDPB GL on Anhonymization
e(o_dfpb “ 27 natl. Supervisory Authorities + EDPS

Eurapean Data Pratection Board

.\ Technology Expert Sub-Group

.\ Drafting Team

for GL on Anon

.\ German

Representation
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Analysis: EDPB GL on Anonymization

ULD: Access to Confidential Draft:

predicate singling out
is formalization of

e K-Anonymity is here to stay <« X ©theGDPR
» singling out possible but still anonymous o

e “supposedly anonymous” < o S ULD Y
» unexpected re-identification = data breach s (past “policy action”)

» risk made explicit

e legal (not technical) interpretation
» when exactly is something anonymous?

e how exactly to assess the risk of re-identification? technical interpretation
of

legal interpretation?
* ~ 70 pages, complex

o Anove rneny YT S ccav40, OULD 2024 -26-



Analysis: EDPB GL on Anonymization

ULD: Access to Confidential Draft:

predicate singling out
is formalization of
e K-Anonymity is here to stay <« X ©theGDPR

» singling out possible but still anonymous no

e legal (not technical) interpretation
» when exactly is something anonymous?

e how exactly to assess the risk of re-identification? technical intferpretation
(0]

legal interpretation?

* ~70 pages
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Analysis: DGA & EHDS

e Binary Notion of Anonymity:

e [yes/no]
e max 3 states of data: [personal | pseudonymous | anonymous]

words for snow!

e Risk often “abstracted away”

» risk of re-identification acknowledged, BUT:
» anonymize - publish - forget
e unclear: who validates anonymization? How?

e No awareness of Privacy Budget
» large-scale mandatory publishing of “anonymized data”

» unclear what happens if re-identified at large scale
e ticking bomb?

for ,';,i;;AnoMed Funded by | B CC-BY 4.0, ©ULD 2024 -28-



Needed Messages (s

e “anonymization” does not always result in anonymous
» “anonymization” - “identity-reduction”

e Not all “anonymization” techniques are equal
e render graphically visible via scope

e The outcome of “anonymization” may not be decidable
e success state
e result states to express uncertainty of success

e Analysis needs to consider multiple disclosures
» render graphically visible

e Pseudonyms shoud not be shared globally
e concept: “pseudonym domain”

. concept “2nd- Ieve/ pseudonymization”
for - Ano/: Funded by *[HET [ e CC-BY 4.0, ©OULD 2024
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Messaging Requirements

— Audience: busy non-technical people
e short, TL;DR
e attractive

how would you explain
it to a 5 year old?

e simple

— Compatible w/ unavoidable Terminologies

e laws
e EDPBGL
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Result Overview

e 2 Terminologies

— identity-reduction
e 3 concept pages
e 1 glossary page (term - definition)
e 2 sheet handout: front back

— pseudonymization
e glossary (term = definition)
e 3illustrating figures

e short (1 sheet) and long version (2 pages)
eaby *lEET [ CC-BY 4.0, OULD 2024
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Identity-Reduction: The Technical Perspective Disclaimer:

Th S f This taxonomy cannot attempt to answer the
e CO pe 0 question of when data can be considered to
be anonymous.

Identity-Reduction Transformations | o s onvepnace o

transformations, on the available additional
information, the state of the art of re-identification, the
motivation and resources of possible attackers, ...

Transformation The outcome of applying a given transformation type
can therefore vary widely. Thus, the order of

transformations presented here does not imply an

. . reversible ' order of the outcomes of these transformations.
pseudonymization - ‘
irreversible
individual-level basic (k-anonymity variations) 1
identity-reduction | advanced ‘ (the above + linkability reduction of other attributes) ;
aggregating | basic (concerned with a single disclosure) ;
identity-reduction |_disclosure control (concerned with multiple disclosures)
s 1 B i g s
‘B
direct A . )
. ope quasi-identifiers other attributes 4
identifiers . 8
o
° . ] date of postal . . . blood . n
o |n| > name e-mail .E gender birth code height weight diabetes - diet g 2 °
individual-level: ) % o o € 2
T c £ g €g g
one data record w > directly ';. ® g, 5
) : ) 2
per data subject . identifying Y= ) unique (posslt.»ly gxcepnonal)
> =] highly identifying exceptionally combinations e ]
inali . ibl w (without [ o e eRiE tall (blond with green eyes) - % % En 3
singling out: possible additional (] subjects § 3 ° S <
° > information) .-E exceptionally © E 2 ]
heavy o S
c b0
single disclosure multiple disclosures
. ULD & for ~ An F yuml -M_"‘” February 2024, Version 0.9.2 Feedback to research@datenschutzzentrum.de CC-BY 4.0, ©ULD 2024 -—@
uLD & for - Anol/ Funded by ¢ w?w“w-" CC-BY 4.0, ©ULD 2024 = -34-



Identity-Reduction: The Technical Perspective

(1))

Identity-Reduction Yransformations

®
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individual-level basic (k-anonymity variations)
identity-reduction | advanced (the above + linkability reduction of other attributes)
aggregating | basic (concerned with a single disclosure)

identity-reduction | gisclosure control (concerned with multiple disclosures)

direct e . .
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. - 4 o
> information) ] exceptionally 2 %
heavy 2 &
single disclost multiple disclosutg
uLo @ for | Anol /oo Funded by * February 2024, Version 0.9.2 Feedback to research@datenschutzzentrum.de  CC-BY 4.0, ©OULD 2024
W Funded by the
uo @ for Funded by EA CC-BY 4.0, OULD 2024

Disclaimer:

This taxonomy cannot attempt to answer the
question of when data can be considered to
be anonymous.

This depends on the data, on the parameters of the
transformations, on the available additional
information, the state of the art of re-identification, the
motivation and resources of possible attackers, ...

The outcome of applying a given transformation type
can therefore vary widely. Thus, the order of
transformations presented here does not imply an
order of the outcomes of these transformations.

1) “anonymization” result
not always anonymous

2) “scope” can be a subset
of data
— risk becomes evident

3) scope can be multiple
disclosures:
(privacy budget)

-35.-



Identity-Reduction: The Technical Perspective

© A Taxonomy of Identity-Reduction Transformations

Identity Reduction Type

reversible
data pseudonymization
irreversible
basic
individual-level
identity-reduction
(aka. record-level, micro data)
advanced
basic
aggregating
identity-reduction disclosure
control
see Art. 2(4)
Commission

Regulation 557/2013

&
i uLD & for Anol/ec rFundgd.by
ULD & for o Anehed Funded by * . - Eifopuas ikl

Funded by the
Europesn Union

Transformation of Data Elements

Direct identifiers are eliminated or transformed

(but identifying information is kept)

In addition:
Identifying information is eliminated

In addition:
Quasi-identifiers are transformed such that for each possible
tuple of quasi-identifiers, there are at least K-1 tuples with
undistinguishable values
* Distinction is based on equality or similarity

(depending on variance of the quasi-identifiers)
* Transformations include generalization and suppression

In addition:

Other attributes are transformed to protect against

linkage

* Transformations include generalization, suppression, top- and
bottom-coding, slicing, data swapping, and noise injection

For a single disclosure, all individual-level data is
transformed such that the resulting values relate to
groups of at least C persons

In addition:

The aggregate values are further protected against known
or even arbitrary singling out attacks across multiple
disclosures.

February 2024, Version 0.9.2
CC-BY 4.0, OULD 2024

Re-ldentification Attacks

* Spontaneous recognition
¢ Linkage on:
* Inversion secret
¢ quasi-identifiers
*  Unique combinations
of other attributes
(indiv.-level: singling out is trivial)

Same as above, minus:
linkage on inversion secret
(indiv.-level: singling out is trivial)

Same as above, minus:
Linkage on quasi-identifiers

(indiv.-level: singling out is trivial)

Same as above, but:
Spontaneous Recognition and
linkage on other attributes is
rendered more difficult or
impossible

(indiv.-level: singling out is trivial)
Singling out (followed by linking)

possible by inference over multiple
disclosures. (reconstruction attacks [©])

Singling out over multiple
disclosures is rendered difficult or
impossible.

Feedback to research@datenschutzzentrum.de

Possible Outcomes

Pseudonymous Data

Pseudonymous Data

Advanced Pseudonymous Data

Supposedly Anonymous Data

Advanced Pseudonymous Data

Supposedly Anonymous Data

Successfully Anonymous Data

Advanced Pseudonymous Data
Supposedly Anonymous Data

Successfully Anonymous Data

Supposedly Anonymous Data

Successfully Anonymous Data

CC-BY 4.0, ©ULD 2024

-36-



Identity-Reduction: The Technical Perspective

@ A Taxonomy of Identity-Reduction Transformations

Transformation of D: ts RegfientificatiorNQttacks Pogfible Outcqpes
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or even argitrary singling out attacks across muljfple Rossible
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February 2024, Version 0.9.2 Feedba esearch@efenschutzzentrum.de COBVW
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minima re-ildentincation ris

explanation rendered visible

uo @
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Identity-Reduction: The Technical Perspective
Disclaimer:

e Catego ri es Of Data The data category cannot be determined from the

data alone.

POSSi b I e O utco mes Of While there are indicators for data being personal, no technical

test exists that guarantees anonymity. Data categories are

Identity-Reduction Transformations L e o pessment it s foctors
Data Category Possibilities of (Re-)ldentification
Fully Identified Personal Data « direct identification is possible (since data is unchanged)
(Basic) Pseudonymous Data + direct identification is no longer possible

personal data (Recital 26 GDPR) * only indirect identification using additional information is possible

» direct identification is no longer possible

Adva’j'ced PseUdony mous Data * even indirect identification is rendered difficult or prevented
likely still personal data (but with unknown success)

SUP posedly Anonymous Data * all relevant known re-identification attacks are excluded

likely anonymous + thorough assessment of re-identification risk results in low risk

but future re-identification cannot be excluded

S UCCGSSf ul Iy An onymous Data * re-identification can be practically™excluded

certainlyanonymous + strong guarantees or thorough assessment of re-identification risk
future practical re-identification can be excluded

[1] practically here means considering any party who can reasonably likely gain access to the data, its reasonably likely means, and taking into account technological developments.

February 2024, Version 0.9.2 Feedback to research@datenschutzzentrum.de ~ CC-BY 4.0, OULD 2024 -—@
CC-BY 4.0, ©OULD 2024 -38-
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More \;vérds forﬂ’shc;w!
5 states of data (up from 3)

uncertainty of “anonymization” success

compatibility with EDPB GL
"supposedly anonymous”

Funded by the
Europesn Union

Funded by *
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Identity-Reduction: The Technical Perspective

uLo &

© Categories of Data

Possible Outcomes of

Fully Identified Personal Data

(Basic) Pseudonymous Data
personal data (Recital 26 GDPR)

Advanced Pseudonymous Data
likely still personal data

Supposedly Anonymous Data
likely anonymous
but future re-identification cannot be excluded

Successfully Anonymous Data
certainly anonymous
uture practical re-identification can be exclud

for

CC-BY 4.0, ©OULD 2024

Disclaimer:
The data category cannot be determined from the
data alone.

While there are indicators for data being personal, no technical
test exists that guarantees anonymity. Data categories are

3 therefore the result of a risk assessment which takes factors
Tra n Sfo rm atl o n s beyond just the data into account.

Possibilities of (Re-)Identification

« direct identification is possible (since data is unchanged)

 direct identification is no longer possible
« only indirect identification using additional information is possible

« direct identification is no longer possible
« even indirect identification is rendered difficult or prevented
(but with unknown success)

« all relevant known re-identification attacks are excluded
* thorough assessment of re-identification risk results in low risk

* re-identification can be practically excluded
« strong guarantees or thorough assessment of re-identification risk

onably likely gain access to the data, its reasonably likely means, and taking into account technological developments.

February 2024, Version 0.9.2 Feedback to research@datenschutzzentrumde  CC-BY 4.0, ©OULD 2024 1::; [0]
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Identity-Reduction: The Technical Perspective

O Glossary

Direct Identifier: A direct identifier is a value or value combination that is
commonly known to be related to a given natural person or where a known
procedure of limited effort can be used to establish such a relation. Direct
Identifiers are often unique in a given context. Examples include a person’s name,
address, phone number, coordinates of residence, etc.

Relation to a natural person: A value is related to a natural person if, with a
significant likelihood, the person has (positive relation) or has not (negative relation)
a certain property described by that value.

Quasi-ldentifier: A quasi-identifier is a value that is expected to be known about a
natural person or easy to find out. Combinations of quasi-identifiers are often
unique for a majority of persons. Examples include age, gender, and place of birth.

Singling Out: Singling out is a processing step executed on a data set that, for at
least one data subject, results in some data value that is related to a (possibly
unknown) person. Such processing can be a trivial lookup in the data set or require
sophisticated inference that possibly uses additional information. Singling out
through inference can also require the combination of multiple data sets as for
example used in reconstruction attacks of statistical dataj<].

Inference: Inference is the process of deriving information from a data set that is
not evident. Inference typically applies knowledge of functional dependencies
between values, known correlations, known probability distributions, or other
dependencies of values that can be expressed with models (including machine
learning models). Types of inference include attribute inference where the result of
the inference are new values that are related to the same data subject, and
membership inference where, based on some known values of a person, it can be
established that this person is indeed a data subject.

Linkage: Linkage is the process of establishing a relation between a singled-out
value and an actual natural person. Simple forms of linkage match combinations of
values of the data set with an external data set that contains direct identifiers.
More sophisticated forms of linkage match on values derived by inference or use
inference without matching. Linkage is only possible if at least one value relating to
the data subject can be singled out.

ULD & for Anol Funded by #
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terms that are used on other slides

Matching: Matching is a kind of Linkage based on comparison. The comparison can
be based on equality of invariant values or the similarity or closeness of values that
change.

Spontaneous Recognition: Spontaneous recognition is a kind of Linkage in which a
human observer of a data set matches a singled out combination of values to the
known values of a familiar person (relative, colleague, acquaintance, etc.). It uses
additional information about the data subject that is knowledge much rather than
materialized as data.

Aggregation: Aggregation is a mapping from values relating to multiple persons to a
value that relates to a group of persons. Examples include statistics, machine
learning models, and decision trees.

Genaralization: Generalization maps values to a coarser scale of measurement such
that the number of possible values is reduced. Examples include re-classification of
nominal values and the definition of intervals of ordinal, ratio or interval values.
Genealization can involve multiple values as in mapping weight and height into a
body mass index or mapping possible coordinates to districts or zones.

Suppression: Suppression eliminates values from the data set. This can be a single
(for example exceptional) value, all values (i.e., a record) of a given data subject, or
an attribute for all data subjects.

Top- and Bottom-Coding: Top- and Bottom-Coding is a transformation in which all
values above or below a certain threshold are mapped to the same output value
that represents (e.g., “above 220 cm”)

Noise Injection: Noise injection is a transformation that adds random noise to data
values.

Slicing: Slicing is a transformation that splits a high-dimensional data set into
multiple lower-dimensional ones.

Data swapping: Data swapping is a transformation in which values belonging to
different data subjects (typically belonging to some group) are swapped.

Feedback to research@datenschutzzentrum.de
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Pseudonymization Terminology for Policy Makers

ersien 019

ign; (defined in Art. 4(5) GOPR)
A manner of procassing in which diractly identifying data elements [odditional information] 21 kapt
separate and protected against unauthorized use in order to prevent the identification of data
subjects during the processing of pseudonymous dota.

data pseudonymization:
Dotg pseudonymization is 2 transformation of fully identified personal dots that separates
psewdonymeous dota and identifying information

data:
Preudonymeous dota is personal dota in which data subjects cannot be identified without the use of
odditional information; identifying dota thiat [psults from dota pseudonymization is one kind of
odaitional information.

additianal information: (defined in Act. 4(5] GOPR)

Additiongl information is any information suited to be combined (typically by linked) with
psepdonymized dota in order to identify 3t least some) data subjects. One kind of oddlitional
infermation is the identifying information that results from dato psewdonymization; other kinds of
suitable odditional information can exist and bg hald sither by the controller or by externzl parties.

identifying information:
Identifying information is a kind of additional informatien that is the result of dote psewdonymization

and is kept separstely and protected during prevdonymization. It permits to establish a one- or bi-
directionzl relation betwaen fully identifying data elements and the pseudonyms uzsd in
preudonymeous dota.

i wersal information: (used in At 44{3) EHDS)
Bsepdonymization reversal information is bi-directional identifying information that permits to map
from pssudonyms to fully identifying data elements.

pseudanymization reversal: jused in Art 44(3) EMDS)

Prepdonymization reversal is the inverse of doto pseudenymizotion that maps pseudonymous dotg
plus pseudonymization reversal information to fully identified personal data.

reversible pseudonymization:
Reversible pseudonymization is pseudenymization in which the prewdonymization reversal
infarmation iz kapt available to enable a full or partial psewdonymization reversal.

irreyarsiple pseudonymization:

Irreversible psewdonymization is pseudonymization in which the psevdomymiration reversal
infarmation iz ot arnR.lonzsr kept such that the controller is unable to perform a full or partial
psewdenymization reversal,

Funded by h

A& pseudonym is @ handle for data subjects used on both the pseudonymous Gota and the identifiing
information.

BagudRnym scheme:
A pseudonym scheme is the manner in which peewdonyms afe created during dato

pseudonymizotion.

psgudgnym domain: The context in which a single pseudonym scheme is applisd and conseguently,
each data subject is identified by a unigue pseudonym that allows linking of dats elements belonging
to the same data subject.

27-lavel pseudonymization:

Znd-level pseudonymizaotion is a transformation that replaces the pseudonyms in pseudonymous dotg
with newly created ones. It uses 3 separate pseudonpm scheme to create a distinet (“ynlinkakle"l
pseudonym domain.

fualyichins
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Pseudonymization Terminology for Policy Makers

ign; (defined in Art. 4(S) GDPR)

A manner of processing in which directly identifying data elemants (additional informarion] 302 keal
separate and protected against unauthorized use in order to prevent the identification of data
subjeces during the processing of pseudonymous dota.

dajg pseudonymization
Doto pseudonymization is & transformation of fully identified personol dato that separates

pseudonymous dota and identifying information

data:
Pseudonymous dota is persanal data in which dsta subjects cannot be identified without the use of
dditinal infarmatian; identifying data that [Raults from data pseudonymization is one kind of
additional informatian
i information: (defined in Art. 4(5) GDPR)
Additional information is any information suited to be combined {typically by linked) with
pseudonymized data in order to identify {at lzast some) data subjects. One kind of additional
information is the identifying information that results from dato psevdonymization; ether kinds of
suitsble additional information can exist and bg figld,sither by the contraller or by external parties.

idenifyipg information:

Identifying informotion is a kind of additional information that is the result of dotc pseudonymization
and is kept separately and protected during pseudonymizotion. It permits to establish  one- or bi-
directional relation between fully identifying dats elaments and the pseudonyms usad in
pseudonymous dota

reversal information: (used in Art. 84(3) EHDS)
Pseudonymization reversal information is bi-directional identifying information thst permits to map
fram pseugonyms to fully identifying data elements.

eversal: (used in Art- 44{3) EHDS)
Pseudonymization reversal is the inverse of dota

that maps | dots
plus pseudonymization reversal information to fully identified personal data.

reversible pseudonymization:
Reversible i in which the reversal
information ig kapt vailable to enable a full or partial pseudanymization reversal

InrRugrsible peeudonymi

is ization in which the izgtion reversal
infarmation i, 07t AUAR.JANZECKERL such that the contralier is unable to parform 2 full or partial
pseudonymization reversal.
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LES T
A pseudanym is 2 handle for dats subjects used on bath the pseudonymous data 2nd the identifying
infarmatian

Bssudonym. scheme:

The context in which a single pseudonym scheme is applied
2ach data subject is identified by a unique pseudonym that allows linking of data ele
10 the same data subject

2.lavel pseudonymization:
Z2nd-level pseudanymization is a transformation that replaces the pseudonyms in psegdnymous dots
with newly created ones. It uses 3 separate pseudonym scheme to create 3 disting®¥ unlinkakle"]

eudonym domain.

CC-BY 4.0, ©OULD 2024

“pseudonymization domain”
“27d level pseudonymization”

EHDS: same pseudonym
for all users?

Visualize concepts

compatibility with:
» EDPB GL on Pseudonymization (draft)
e EHDS
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Outline Module 3

Technology Transfer

Conceptualization and Terminologies

Analysis of Legal Texts > Messaging Needs:

Messaging (impact) Requirements
Resulting Terminologies

Dissemination
P CC-BY 4.0, OULD 2024
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Dissemination Strategy

Target Audiences:
» EDPB Drafting Team for Anon Guidelines timing is
e EC/ policy makers for Data Spaces quite critical

ULD official Approval

Identity-Reduction:
Engage a few champions status:

» feedback on draft - they take ownership draft sent to 7 Champions

e indirect distribution feedback from 3 (2 natl. DPAs)
feedback from 1 DPA actuatable
fixed new version
awaits ULD approval

Unique Selling Point:

e simple, small, attractive
e competes with EDPB GL: very legal complex, long

for - AnoMec Funded by *[EET [ R CC-BY 4.0, ©ULD 2024
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Conclusions Module 3

Technology transfer towards policy world is necessary to make
our work relevant

Technology transfer starts with concepts

A terminology can transfer concepts

A suited terminology has been developed in AnoMed
Dissemination though selected champions has started

time will show..
edby *EE [ e CC-BY 4.0, ©OULD 2024 -45-
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