Structure of the GDPR

steps

conditions

[1] what
processing
is allowed?

actions

[1.1] purposes must be justified

o explicit, fair, legitimate
e lawful

[1.1.a] specify and document fair and legitimate purposes

[1.1.b] identify a suitable legal basis

[2]
how
must the
data be
processed?

[2.1] processing must be limited
to what is necessary for the
justified purposes
& risks of excessive (beyond necessary)

[2.1.a] minimize processing operations

[2.1.b] minimize sensitivity-weighted information content

processing must be managed [2.1.c] minimize identification events
[2.2] [2.2.3] assure that data is accurate and up-to-date
processing must be . . : o
fit for purpose [2.2.b] manage risk of inconsistency and unavailability
[2.3] [2.3.a] inform data subjects adequately (transparency)

data subjects must
be empowered

[2.3.b] implement ways for data subjects to intervene (rights)

[2.4]
controllers are
fully accountable

[2.4.a] assume responsibility to comply

[2.4.b] prepare to be able to demonstrate compliance
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Impact of a Processing Activity

[2.1.b] minimize * number of data :
sensitivity-weighted subjects :
information content | « data per data subject |

[2.1]

impaCt T,
e . , * Ppseudonymization, |
' disclosure: ! of processing | » anonymization |
I [ ] [ ] I
I use implies disclosure | aCt|V|ty ! (risk of (re-)identification) |
[2.1.a] minimize (as planned & risks) [2.1.c] minimize
processing operations identification events
(processing itself, Art. 4(2)) (as planned & risks)

urpose limitation: PP : :

i .p N | | Minimization is relative to purposes and risk:
» justified use: (instructions) . )

minimum required | ¢ Limit to what is necessary for the
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1
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o justified (specified + compatible) purposes
e unjustified use:

| G L e

o Effort of risk mitigation appropriate for risk
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